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Abstract— Physical layer security (PLS) aims at introducing
security and privacy mechanisms directly at the signal level, as
an additional measure on top of what is provided by higher
layers. One recent approach proposes to exploit reconfigurable
intelligent surfaces (RISs) to enhance signal quality towards
an intended receiver while generating disrupting interference
towards a potential eavesdropper. Existing approaches consider
single receiver/single RIS scenarios in a simplified setting, making
it difficult to evaluate the actual applicability of the approach. In
this work we extend the existing model to work with multiple
receivers and multiple RISs discussing secrecy characteristics in
the spatial domain, rather than for a single eavesdropper. Our
results show the applicability of our extended approach together
with the limitations of using passive RISs compared to active
ones, as well as highlighting the challenges related to mobility.

I. USING RIS FOR PHYSICAL LAYER SECURITY

As the number of devices interacting with each other wire-
lessly is continuously growing, cybersecurity attacks pose more
and more threats. Considering future connected autonomous
vehicles (CAVs), the concerns are even higher, as security issues
can directly affect passenger safety. For this reason, modern
crypto and privacy technique try to secure communication
starting from the lowest possible layer of the stack, i.e.,
protecting the signal through physical layer security (PLS)
techniques. In this section, we introduce this concept and the
background necessary to understand our approach.

In particular, our proposal is based on the work in [1], where
the authors study different communication schemes that would
allow for secure non line of sight (NLOS) communication
using reconfigurable intelligent surfaces (RISs), that would
also act as artificial noise against eavesdroppers.

We will focus here on the Space Shift Keying (SSK)
modulation scheme [2], where we use the antenna index
as the only mean to relay information. In particular, [1]
considers a transmitter Alice, a legitimate receiver Bob, and
an eavesdropper Eve each with K antennas, and a RIS with
N reflecting elements creating a virtual line of sight (LOS)
between Alice and Bob. Eve receives both the LOS signal
together with the one reflected from the RIS. By modeling
with H, G, B, and F', the channels between Alice and the
RIS, the RIS and Bob, Alice and Eve, and the RIS and Eve,
respectively, the received signals at Bob and Eve are

Ysor = GPHxz € C*,  yg,. = Bz + FPHx € CX, (1)
where € CX is the transmitted signal, a vector where only
one element is non zero, p € CHV is the configuration of the
RIS, and P = diag(p) is the reflection matrix. The objective
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is finding a RIS configuration p that allows the communication
channel gain matrix GPH to be diagonal by solving

|GPH — [GPH]4||*= 0, )
where ||-|| denotes the Frobenius norm and []giae the operator
that sets the elements that are not located on the diagonal to 0.
The solution is obtained by solving pf Wp = 0, where
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with gy ., hl ; € CN being the k-th row and the i-th column
of G and H, respectively, ® the element-wise product, and
()T and (-)' being the classic and the Hermitian transpose,
respectively. The solutions to p!Wp = 0 can be obtained by
finding the null-space of W, in particular by exploiting the
singular value decomposition W = R3V'T and taking the
submatrix U € CNXN=K’+K made by the last N — K2 + K
columns of R € CNV*N,

Finally, we can choose any non-zero linear combination of
the columns of U as configuration p, in particular by choosing
any random vector g # 0 € CN=K"+K and computing
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where 7 € (0, 1] denotes the the reflection efficiency, and |||~
is the infinity norm, used to normalize the vector p.

IT. MULTI-RIS AND MULTI-RECEIVER SECURITY

The approach we describe in Sect. I is limited to a single
receiver and a single RIS. Yet, in a typical CAV scenario a
vehicle might be willing to communicate with multiple receivers
and exploiting multiple RISs. In this section, we expand the
existing work to consider such scenario.

In particular, assuming J receivers and a single RIS, we now
have J channel matrices G; from the RIS to each receiver.
The system we want to solve now is

||GjPH_[GjPH]diag||2: 07 VjE{l,7J} (5)
As before, we want to solve pTWp = 0, this time with
(Wi, . WI|]T=W =RV eC/VN (6
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where g; . is the k-th row of G;.

The problem is that now R € C/V*/N and, using the same
methodology as in Sect. I, would result in a configuration
p € C/N. We can instead take a different approach using
U, € CN-/(K*~K)xN ‘je  the last N — J(K2 — K) tows



of VI e CN*N and taking U = U] € CN*N-J(K*~K)
applying again Eq. (4).

To consider M RISs chained together in series, we also need
to take into account the channel gains C,, € CV*" between
RIS m and m + 1. Our system becomes

|IGP,C,...Py H — [GPyC)... Py Hgig|?= 0. (8)
We can configure the first M — 1 RISs by randomly choosing
their configuration vectors pi,...,ppr—1, and then compute
pasr as in the multiple receivers case. More formally define

G' =GP,C,..Py_1Cy;_, € CEXN )
and then solve

|G' Py H — [G' Py H gig| = 0. (10)

III. PERFORMANCE EVALUATION

We evaluate the performance of our proposed method using
spatial bit error rate (BER) heatmaps. In particular we consider
two scenarios with different geometries, creating LOS and
NLOS zones. In both of them we consider two receivers. In
the first one, we use a single RIS, while in the second one we
use two to create a double reflection. To compute the heatmap,
we consider an area of 20 m?, computing the BER inside such
area with a resolution of 50 cm. For the LOS, we consider a
free space path loss model with a path loss exponent o = 2.
For NLOS conditions, we consider for active RISs only the
free space path loss from the last RIS to the receiver, and for
passive RISs both the free space path loss from RIS to receiver,
from RIS to RIS and from transmitter to RIS. On top of the
path loss, we consider a Rayleigh fading with Scale parameter
& = 1.0 and Shape parameter 7 = 0.6 between each pair of
communicating actors antennas. Finally, we consider a fixed
signal to noise ratio (SNR) of 10dB, evaluating the BER for
passive and active RISs. In the former case, the RIS simply
reflects the signal resulting in a double path loss [3], while in
the latter we assume the RIS to be retransmitting the signal
with the same power as the original transmitter.

Fig. 1 shows the BER heatmaps for the different scenarios
considered. Starting from Fig. la (single passive RIS) we
can draw several conclusions. First, our proposed approach
works very well towards the intended receivers. Indeed they
lie within a dark blue square, indicating that the BER for them
is very close to zero. Moreover, we can observe the secrecy
introduced around them, as the nearby area has a BER around
0.5, which corresponds to random guessing. Second, we can
see the limitations of using passive RIS, as the reflection is
not strong enough to disturb the signal in area where there is
direct LOS with the transmitter. Noise from multiple passive
RISs is still not enough, as shown in (Fig. 1c).

Considering the same scenario but with active RIS (Fig. 1b),
we see an improvement in secrecy. Eavesdroppers with direct
LOS to the transmitter still get BER close to 0.5, depending
on the distance from both the transmitter and the RISs.

Considering the scenario with multiple RISs (Figs. 1c and 1d)
the conclusions are similar. The approach works very well also
with multiple RISs, but with a better secrecy when considering
active surfaces as we are able to cover a much bigger area.
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Figure 1. Spatial heatmap of the BER for SNR= 10dB and K = 4 for
single RIS, K = 2 for two RISs.

IV. CONCLUSIONS AND FUTURE WORK

This work has shown the feasibility of RIS-based PLS for
multiple receivers and RISs, together with showing the spatial
secrecy properties. In all results we observed that the area with
low BER around the receivers is very small. On one hand,
this is very good for secrecy but, on the other, it means that
ensuring secrecy under mobility might be challenging. While
our contribution is effective for stationary antennas, further
research is needed to expand our work for mobile actors. One
solution might be using such an approach when vehicles are
stationary, e.g., when stopped at an intersection, to securely
set up a protected channel and then use standard cryptographic
techniques, or finding ways to predict channel gains of moving
objects. Finally, we plan to extend our approach to consider
multiple RIS reflections in parallel.
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