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Abstract

Model-carrying code and security-by-contract have pro-
posed to augment mobile code with a claim on its security
behavior that could be matched against a mobile platform
policy before downloading the code. In order to capture real-
istic scenarios with potentially infinite transitions (e.g. "only
connections to urls starting with https”) we have proposed to
represent those policies with the notionAlitomata Mod-
ulo Theory(AMT), an extension of Bchi Automata (BA),
with edges labelled by expressions ina decidable theory.

Our objective is the run-time matching of the mobile’s
platform policy against the midlet's security claims ex-
pressed asiM 7. To this extent the use of on-the-fly prod-
uct and emptiness test from automata theory may not be
effective. In this paper we present an algorithm extending
fair simulation between &chi automata that can be more
efficiently implemented.

Keywords Automata, Security Policy

1. Introduction
Pervasive services (Bacon 2002) envisions a nomadic use

traversing a variety of environments and seamlessly and con-

stantly receiving services from other portables, handhelds,
embedded or wearable computers. The nomadic user doe
not only invoke services in push or pull mode but also down-
loadnewapplications that are locally available. Thessva-

sive client downloadwiill appear because service providers
will try to exploit the computational power of the nomadic

devices to make a better use of the services available in the

environment (Dragoni et al. 2007b).
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Managing security of services in this scenario is a major
challenge as the current security model adopted for mobile
phones (the JAVA MIDP 2.0) is the exact negation of this
business idea: mobile code is run if its origin is trusted (i.e.
digitally signed by a trusted party). The level of trust of
determines the privileges of the code and untrusted code is
forbidden to have any interaction with the environment.

Even if we accept the signature, we still have another
problem: there is no semantics attached to the signature.
This is a problem for both code producers and consumers.
From the point of view of mobile code consumers they
must essentially accept the code as-is without the possibility
of making informed decisions, while from code producer
they produce code with unbounded liability. They cannot
declare which security actions the code will do, because by
signing the code they essentially declare that they did it.
Consequently, injecting an application in the mobile market
is a time consuming operation as developers must convince
the operators that their code is not harmful.

We can apply asecurity reference monitowhich ob-
serves execution of a target system and halts that system

whenever it is about to violate some security policy of con-

cern (Schneider et al. 2001; Erlingsson 2004). While secu-
rity monitors remains the bottom-line action, we could be

ore effective if we start asking some questions about the

code.

The first question is whether the code satisfies some
pre-defined policy. The Bytecode verifier in Java does ex-
actly this first preliminary check. More advanced techniques
based on Proof-Carrying Code (Necula and Lee 1996; Nec-
ula 1997) extend the scope of what can be actually checked.
One of the limitation of the approaches based on language-
based security is that the policy is tied to the programming
language, therefore it is difficult to customize the policy on
a per-user base.

We need to lift the question to a more flexible one: does
the code satisfy a user-defined policy? In general case this
is equivalent to arbitrary software verification which is not
practical for pervasive downloads. However the idea behind
model-carrying code (Sekar et al. 2003) and security by
contract (Dragoni et al. 2007a) is that code should come
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accompanied with a "digest” (a security model or a security all life-cycle of mobile code in this setting and we also de-
contract) that represents its essential security behavior. Therscribe mobile applications security requirements and con-
one only needs to check the latter against the user predefinedract specification as motivations fot M7 . Then, we in-
security policies. troduce AM7T and the corresponding automata operation
The interesting problem which is the focus of our re- (§3) and some specific issues to be considered 7. We
search it matching the security claims of the code with describe simulation, symbolic simulation and fair simulation
the security desires of the platform. Matching can be done for AMT (§4). Finally, we present algorithm for lifting fi-
off-line (e.g. a developer checking its claims on a variety nite state tools toA M7 simulation £5).
of Vodafone’s default policies) or on-line (e.g. a user who
downloads a midlet and runs it). 2. Intuitions and Motivations
In this paper we build on the conceptAiitomataModulo 1, nderstand better the motivation behind this work we
Theory(AMT_) propose_d in (Massacci and Siahaan. 200_7)' consider how a midlet-lifecycle would be in the security-by-
AMT generalize the finite state autqma_ta of model-carrying contract (SxC for short) paradigm (Dragoni et al. 2007a).
code (Sekar et al. 2003) and extendgBi Automata (BA). After, or better during the application development, the

It is sunab_lef.fc_)r Iformahzmg systems W'lth finitely man)r/] mobile code developers are responsible to provide a descrip-
states but n 'f?'te_Y many transitions by leveraging on t, € tion of the security behavior that their code finally provides.
power of satisfiability-modulo-theory (SMT for short) deci-  g,ch 4 code can then undergo a formal certification process
ston proceduresAMT ena_lb_les us to define VEry €XPres- \yhich can be done by the developer’s own company, the mo-
sive and customizable policies as a modeldecurity-by- 6 onerator or any other third party for which the applica-
contractas in (Dragoni et al. 2007a) and model-carrying o, has heen developed. By using suitable techniques such
code_(.\/en.katalfr[shnan qt_al. 2002) by capturing t_he mﬁmte as static analysis or monitor in-lining or proof carrying code
transition into finite transitions labeled as expressions in de- the code is certified to comply with the developer's contract.
fined theories. Subsequently the code and the security claims are sealed to-

Since our goal is to provide this midlet-contract Vs yoyher with a digital signature and shipped for deployment
platform-policy matching on-the-fly (during the actual down- as shown on Fig.1

load of the midlet) issues like small memory footprint, and

effective computations play a key role. In (Massacci and EXAMPLE 2.1. The Personal Information Management (PIM)

Siahaan. 2007) we showed that the tractability limit is the system on the phone has the ability to manage appoint-

complexity of the satisfiability procedure for the underly- ment books, contact directories, etc. in electronic form.

ing theories used to describe labels: we use NLOGSPACEA privacy conscious user may restrict network connectiv-

and linear time algorithms for the automata theoretic part ity by stating a policy rule: “After PIM was opened no

(Holzmann 2004) with oracle queries to a decision proce- connections are allowed”. This contract permits executing

dure solvet. Connector.open() method only ifPIM. openPIMList ()
This however requires to complement the policy of method was never called before.

the mobile platform and if we assume a general non- .

deterministic automaton this complementation might lead RE'_V'ARK 21 We use the worgolicy for a pla_tform Se-

to an exponential blow-up. A second problem is that in this curity policy. _We use the wordontractfor security claims

way we need two representations of the policy: a direct rep- made by a midlet.

resentation of the policy as an automata that we can use At deployment time the target platform will follow the
for run-time monitor (Vanoverberghe et al. 2007) and the \yorkflow that we have sketched in Fig.2 (see also (Vanover-
complemented representation that we use for matching.  perghe et al. 2007). At first it checks that the evidence is
correct. Such evidence could be a trusted signature as in
standard mobile applications (Yee 1999). An alternative ev-
We propose to use the notion of simulation for matching the jgence could be a proof that the code satisfies the contract
security policy of the platform against the security claims of (and then one could use PCC techniques to check it (Necula
the midlet. Simulation is stronger than language inclusion 1997).
(i.e. less midlets will obtain a green light) but they coincide  Once we have evidence that the contract is trustworthy
for deterministic policies. the platform will check that the claimed policy is actually
In the next section we present an overview of security- compliant with the policy that our platform would like to be
by-contract framework providing a description of the over- enforced. If this si the case, then the application can be run

11n a nutshellA M T makes reasoning about infinite state systems possible without further ado Fig.2. This might be a significant saving

without symbolic manipulation procedures of zones and regions or finite from 'n'l'mng a security monitor.
representation by equivalence classes (Henzinger et al. 2005) which would . .
not be suitable for our intended application i.e. checking security claims EXAMPLE 2.2. The policy of an operator may only require

before a pervasive download on a mobile phone. that “After PIM was accessed only secure connections can

1.1 The contribution of this paper
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Figure 1. Mobile Code Components with Security-by-Contract
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Figure 2. SxC Workflow
be opened”. This policy permits executing or secure storage. A single contract can be seen as a list
Connector.open(string url) method only if the started  of disjoint claims (for instance rules for connections). An
connection is a secure one ixrl starts with "https://". example of rule for sessions regarding PIM and connection

is shown in Ex. 2.1, it could be one of the rules of a contract.

Matching should succeed if and only if by executing an Another example is rule for a the methods invocation of
application on the platform every behavior of the application @ Java object as shown in Ex. 2.2. This example can be
that satisfies its contract also satisfies the platform’s policy. If ©ne of the rules of a policy. Both examples describe safety
matching fails but we still want to run the application, then Properties, which are the common properties we want to
we use either a security monitor in-lining into the code or Verify.
run-time enforcement of the policy by running the applica-  Although most properties are safety properties, liveness
tion in parallel with a reference monitor that intercepts all Properties also exist as shown in Ex. 2.3.
security relevant actions. However with a constrained device
where CPU cycles means also battery consumption, we neecEXamMPLE 2.3. If the application should use all the per-
to minimize the run-time overheads as much as possible.  missions it requests then for each permisgicat least one

Typically the policy will cover a number of issues such as reachable invocation of a method permitted fpynust ex-
file access, network connectivity, access to critical resourcesist in the code. For example # is i0.Connector.http
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then a call to methodConnector. open() must exist in The intuition is that we represent a security policy as BA

the code and ther! argument must start with "http”. Ip is automaton where edges are not labeled by atomic actions

10.Connector. httpsthen acallto methodonnector. open (Obut rather by expressions in a suitable theory. We prefer

must exist in the code and thel! argument must start with  to use BA, rather than classical security automata, as there

"https” and so on for other constraints e.g. permission for are some liveness properties which have to be verified, e.g.

sending SMS. . . Ex 2.3.

_ Thesecurity behaviors provided by the contract and de-  Thg req) scientific trick is the use of satisfiability modulo

swed_k_Jy the policy can be_repres_ented as automata Where{heory for reasoning about allowed APIs.

transitions corresponds to invocation of APIs as suggested

by Erlingsson (Erlingsson 2004, p.59) and Sekar et al. (SekarEXAMPLE 3.1. When comparing a policy asking that

et al. 2003). Then the operation of matching the midlet's protocol(url)="‘htips’’ and port (url)=‘‘8080"’

claim with platform policy can be mapped into classical with a contract claiming to use only connections where

problems in automata theory. protocol (url)=’"’https’’0Or protocol (url)=*‘‘http’’
One possible alternative ianguage inclusiongiven two ~ We do not need to extract a protocol from thel. It is

automata AUt and Aut’ representing respectively the for- €nough that we deal withrotocol andport as uninterpreted

mal specification of a contract and of a policy, we have a functions and apply the theory of equality and uninterpreted

match when the execution traces of the midlet described by functions€i/ 7.

Aut® is a subset of the acceptable traces forAdfo check Return to our examples Ex. 2.1 and Ex. 2.2. Figure3(d)

this property we can complement the automaton of the pol- shows an automaton modulo theory corresponding to policy
icy, thus obtaining the set of traces disallowed by the policy of Ex. 2.2 and the automaton with infinitely many transitions
and check its intersection with the traces of the contract. If from Fig.3(a). Fig. 3(c) corresponds to the contract from
the intersection is not empty, any behavior in it corresponds gx. 2.1. The notation is the same from Fig.3(b).

to a security violation. We have pursued this avenue in (Mas-

sacci and Siahaan. 2007). ExaMPLE 3.2.We can use the quantifier-free fragment of

The other alternative is the notion sifnulation we have ~ Linear Arithmetic over the intege&A(Z) when the actions
a match when every APIs invoked by Autcan also be of the policy or the contract sets limits on resources such as
invoked by Auf’. In other words, every behavior of Aut downloading a file of at most 50KB as opposed to to 100KB.
is also behavior of Adt. Simulation is usually a stronger
notion than language inclusion as it requires that the policy D
allows the actions of the midlet’s contract in a "step-by-step”
fashion, whereas language inclusion looks at an execution
trace as a whole.

While this idea of the security-digest is almost a decade
old (Sekar et al. 2003; Erlingsson 2004) the practical real-
ization has been hindered by a significant technical hurdle:
we cannot use the naive encoding into automata for practical
policies. Even the basic policies in Ex. 2.1 and Ex. 2.2 will
lead to automata with infinitely many transitions.

Fig.3(a) represents an automaton for Ex. 2.2. Starting
from statepy, we stay in this state while PIM is not ac-
cessed jop). As PIM is accessed we move to stateand
we stay in state; only if the started connectiofionnec-
tor.open(string url) method is a secure one iwgl starts with
“https://” or we keep accessing PIMdp). We enter state,
if we start an unsecure connecti@onnector.open(string
url) e.g. url starts with “http://"or “sms://” etc. These ex-
amples are from a Java VM. Since we do not consider
useful to invent our own names for API calls we use the
javax.microedition APIs (though a bit verbose) for the
notation that is shown in Fig.3(b).

Some theories of interest are the theory of difference logic
L the theon€U F of equality and uninterpreted functions,
LA(Q) and the integers.A(Z). As in (Bozzano et al. 2005)
we are particularly interested in the combination of two or
more simpler theories. While this is a not complete list, our
only requirement for a theory¥ is that the7 -satisfiability
of conjunctions of ground literals is decidable by asolver
(Nieuwenhuis et al. 2006).

We assume the usual notion of signatbrevith variables
V = {x,y, z,v,...}, function symbolsF = {¢,d, f,g,...}
and predicate symbolB = {p, q,...}. Terms and formulae
are defined in the usual way over the boolean connectives
=, V, A. Afirst-orderX-structureA consists of a setl of el-
ements aglomain a mapping of each-ary function symbol
f € ¥ to atotal functionf : A — A, a mapping of each
n-ary predicate symbgl € ¥ to a relationp? C A™.

Let A denote a structurep a formula, and7 a theory,
all of signatureX. We use the notatiofi4, o) = ¢ when
¢ evaluates to true ipd under the variable assignment:
V — A. We say thatp is satisfiable inA4 if there exists
somea such that( A, o) = ¢. We denote byE as a set of
formulae.

DEFINITION 3.1 (Automaton Modulo TheoryAtupleA =
3. Automata Modulo Theory (E,S,q0, A7, F) whereE is a set of formulae in the lan-
The theory ofAutomata Modulo Theorfgd M7 for short) is guage of the theory, S is a finite set of stategy € S is
a combination of the formal notion ofiBhi Automata (BA) the initial state, A7 : S x E — 29 is labeled transition
with the notion of Satisfiability Modulo Theories (SMT). function, andF’ C S is a set of accepting states.
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Figure 3. AMT Examples
We say that(s,e,t) € A7 whent € Ar(s,e). The in- The trace associated withy is sequence of assignments

tuition is that variables represent parameters over invokedw = (ao, a1, as,...). Afinite run is accepting if|,,| goes

methods. For example a guardk 3 wherez is some exter-  through some accepting states. An infinite run is accepting if

nal parameter of a Java method means that this edge will bethe automaton goes through some accepting states infinitely

taken each time the Java method is invoked with a value of often as in BA.

2 smaller thar8. This is different from traditional state vari- o ] ) )

ables in classical hybrid automata for state variablkehere V& use definition of run as in (Etessami et al. 2005) which

the "same” guard means that after taking the transition 1S slightly different from the one we use in (Massacci and

must be smaller than 3. Siahaan. 2007), where we use only states, in order to accom-
The runs of the system are the traces of actual values ofModate simulation.

invoked APIs, represented by assignments. The notion of symbolic run is what would correspond to

the traditional notion of run in automata.

DEFINITION 3.2 (AMT concrete run)LetA = (E, S, qo, A, IDEFINITION 3.3 (AMT symbolic run).LetA = (E, S, qo, Ar,
be an automaton modulo theofy. A concrete run modulo  be an automaton modulo theofy. A symbolic run modulo
T of Ais a sequence of states alternating with assignments 7 of A is a sequence of states alternating with expressions

v = (spaps1a1 8202, . . .}, such that: o = (spepsie152e2, . . .), such that:
1. S0 = qo
1.so=qo 2. (si,ei,8:41) € Ar and A, a; = e; holds for some
2. there exists expressions € E such thats;;; € . o .
Az (s, e;) and (A, ;) = e; holds for alli € [0. .. |w]] The trace associated withis sequence of assignmenis=
(resp.i € N). (e, €1, €2, ..).
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REMARK 3.1. The condition that4,a; = e; holds for concrete run ford? thenContract wins. In other cases,
somej implies that every expression in the trace mustbe sat-  Policy wins.
isfiable and is necessary to guarantee that symbolic traces

: Intuitively in the compliance game, th@ntract tries to
correspond to at at least one real, concrete execution.

make a concrete move and thelicy follows accordingly
_to show that th&€ontract move is allowed. If thePolicy
cannot move therontract is not compliant; there is a
move that théolicy could not do, i.e. that particular action

In order to understand better the semantics of an automa
ton modulo theory we can consider the corresponding con-
crete automaton which is constructed by replacing each tran- et
sition labeled with an expression from the theory with the in- IS & violation.
finitely many transitions labeled by the corresponding satis- ExampLE 4.1.1n a game between th@ontract from
fying assignments. Automata that are different at the theory Fig.3(c) and thePolicy from Fig.3(d), theContract can

level might have the same concrete representation. choose to invoke the url “http://www.google.com” and the
_For example the two automata modulo theory from po1icy can respond by selecting the appropriate expression
Fig.4(a) have the same concrete model Fig.4(b). which is also satisfied by the same assignment.

Such equivalence is obvious because at the concrete level

if the assignmenty; is such that A, ;) = joc&protocol (url) = . A more cqmplex situation presents.itself in the infi—
“hitp” of (A, an) = jockprotocol(url) — “https” nite case. Infinite runs correspond to liveness properties,

then clearly(A, a;) | joc A (protocol(url) = “http” v e.g. something good happens infinitely often, for example
Ex. 2.3. Therefore, th€ontract only wins (i.e. it breaks

protocol(url) = “hitps”). In other words)/ has the max- ' X o
imal model and thus in the transitions corresponding to the 1€ Policy) when according to its view of the world there
are infinitely many good things but not for tRelicy which

disjunction in the theory it is the union of all assignments in e ) ; ,
the concrete automaton. after some initial good things is trapped in an endless se-
guence of unsatisfactory states.

4. Simulation EXAMPLE 4.2. Inagame between tt@®ntract andPolicy

At first we introd th i f simulati tth ¢ from Ex.2.3, theContract can choose to invoke the url
Irstwe introduce the notion of simulation at the concrete “https://sourceforge.net” in a certain step after in some pre-

level, among assignments i.e. API calls and then we give vious steps it invokes permissiam . Connector. https.

tlhgeggotl_?g of stymlbollg S|ml];|Ifat.|0n' as Ilnt.(Hgnnedssytag(: Lin ThePolicy can respond by selecting the appropriate ex-
). The actual notion of fair simulation is adapted from pression which is also satisfied by the same assignment,

(Etessami et al. 2005; Gurumurthy et al. 2002; Henzinger which is possible in the gameRb1icy has requested per-

etal. 1997). . . missionzo. Connector. https in SOme previous steps.
In the sequel we will useto denote states of the applica-
tion’s contract and to denote state of the platform’s policy. Now we can introduce the notion @bncrete strategy

for Policy in gameGY. 4, (so,to) Which is just a partial
DEFINITION 4.1 (Concrete Fair Compliance GamegtA®  function which determines the next moveRflicy given
and AP be AMT with initial statessy andt, respectively.  the history of the concrete game up to a certain point.
A Concrete Fair Compliance Garﬁlﬁ,m(so, to) is played

by two playerscontract andPolicy, in rounds. DEFINITION 4.2 (Concrete Strategyp partial function

f 8% (8P x a x §°* — SP is aconcrete strategif

1. Inthe first roundtontract is on the initial states, € S° for any sequenceéspagsiag - .. s;a;8,4+1) Which is a valid
andPolicy is on the initial state;y € SP. concrete run ford¢
2. Contract chooses a transitiofs;, ef, s;+1) € A% and o f(s0) = to
?n assignment; such that(A, a;) = ef) and moves to o F({(sotocos: - . sitiisisr)) = tir SUchthatts, e, fioy) €
it , AP and (A, o) = €v.
3. Policy responds by a transitiorit;, e, t;11) € AL 7 ) k= e
such that{ A, a;) = ¢”) and moves to; ;. A concrete strategyf of the game is &olicy win-

) . . _ning strategyif and only if whenever @olicy select the
The winner of the game is determined by the following 6yes of game defined in Definition 4.1 according then

rules: Policy wins the game.
* Ifthe Contract cannot move theRolicy wins. DEFINITION 4.3 (AMT Concrete Fair Simulation Relation).
¢ If thePolicy cannot move the@ontract wins. An automatom? concretely fair simulatean automatom®
¢ Otherwise there are two infinite concrete runs- (soags; a1 sib@and only if there is a concrete winning strategy féf we
and ?: (toaptiontaas, . . .) respectively ofd® and AP, denote asA© C AP. We also say thatl® complies withA?.
If s= (soapsiais20az,...) is an accepting concrete run We have now the machinery to generalize the notion of

for A°and t = (toaptiantaca, .. .) is NOt an accepting  simulation to symbolic level, among expressions.
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Figure 4. Symbolic vs Concrete Automaton

DEFINITION 4.4 (AMT Fair Compliance GameA Fair defined in Definition 4.4 according tp thenPolicy wins

Compliance Gameéi 4- 4»(so, to) is played by two players,  the game.

Contract andPolicy, in rounds. o ] ]
DEFINITION 4.6 (AMT Fair Simulation Relation)An au-

1. Inthefirst roundontract is on the initial statesy € S° tomaton A” fair simulatesan automatonA® if and only if
andPolicy is on the initial state, € S?. there is a winning strategy fod? we denote asi¢ < A?.

2. Contract chooses a transitioKs;, e, s;+1) € A% such We also say thati¢ complies withAP.
thatef is satisfiable and moves g ;. . o .

3. Policy responds by a transitiom\? (¢;,e?,t;4,) such ~ THEOREMA.L.If A® < AP is an AMT fair simulation
thate¢ — ? is valid and moves to; ;. relation thenA© C AP is a concrete fair simulation relation.

The winner of the game is determined by the rules as in  Proof. We sketch a proof of Prop. 4.1 by showing the cor-
Definition 4.1 with the difference in run where we define run rectness of our construction. In order to show the correct-
over expressions instead of assignments. ness of our construction, we first assume < AP is an
AMT fair simulation relation. By Definition 4.6 there is a
winning strategy forA?, such that whenever Bolicy se-
lect the moves of game defined in Definition 4.4 according
to strategyf thenPolicy wins the game. By Definition 4.4
there are two cases whefelicy wins the game:

The intuition is similar to concrete gam@sntract tries
to make a symbolic move and tifelicy follows suit in
order to show that th€ontract move is allowed. If the
Policy cannot move this means that tkentract may
not be compliant because there is a symbolic move that the
Policy could not do. However, as we shall see this might * Finite game: If theContract cannot move theRolicy

not imply that at the concrete level titentract is really wins.
non-compliant. Contract moves by choosing a transitids;, €5, s;11) €

A% such thate§ is satisfiable Contract cannot move
DEFINITION 4.5 (Strategy)A partial function f : S¢ x means that there exists no assignments and by Defini-
(8P x E x S°)* — SP is a symbolic strategyff for any tion 4.1 in concrete gam@ntract cannot move either.
sequenceéspefsief . .. s;efs;+1) which is a valid symbolic

e Infinite game: There are infinitely manysuch that; <

run for A® FP or there are only finitely manysuch thats; € Fe.

e f(so) = to The compliance game has infinitely m.f:lg'lys_uch that
o f({sotoeGsities ... sitieCsis1)) = tir1 SuchthatA? (¢, €€7ti+1fj € Fr Wh_e_nPolicy is able to respond infinitely often
ande — e is valid. by a transitionA%-(¢;,el,t;41) such thate§ — e is

valid, meaning for alky;, (A, ;) = e — €} and by
A strategy f of the game is @olicy winning strategy Definition 4.1 with(A, «;) = %), Policy can respond
if and only if whenever @olicy select the moves of game by atransitior‘(tj, ef, tj+1> € AL Furthermore, finitely
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manyi such thats; € F¢ occurs when there is sonie
such thatvi > k,s; ¢ F°¢, meaningContract moves
by choosing a transitiofs;, €S, s;+1) € A% such thaks

is satisfiable, i.e. there exiat where(A, a;) = €5) and
by Definition 4.1Contract can also move in concrete
game.

most one expressian € E such thaty; € Ar(q,e1), such
that concrete level represents maximal modehMor ]

5. A Decision Procedure for Run-Time
Simulation

The concrete strategf’ constructed is a winning strategy In order to check the compliance of the policy on the actual
for AP in concrete compliance game, hence by Definition 4.3 device as defined on Fig.2 a number of preliminary steps is
A° C AP, O necessary: we must check the digital signature on the device,
In contrast to the simulation notions of (Hennessy and Lin compare the various security rules of the contract and the
1995) the converse of Theorem 4.1 does not hold in general.policy in order to identify the correct pair olM7 that
need to be matched. We refer to (Dragoni et al. 2007a) for
the overall algorithm and to (Massacci and Siahaan. 2007,
Bielova et al. 2008) for the matching implementation using
The pair of automata in Figure4(b) and Fig.4(a) is a sim- language inclusion.
ple counter example. We can see this from concrete au- However, the procedure for matching using language in-
tomata in Fig.4(a) and Fig.4(b) where both are the same clusion amongA M7 proposed in (Massacci and Siahaan.
thus having not just simulation but also bi-simulation. How- 2007) limited the generality of the policy in order to avoid
ever, theAMT on Fig.4(a) cannot simulate thé M7 on the exponential blow-up that occurs when one complements
Fig.4(b). The second consequence of this maximal modela BA.
is that in AMT simulation is stronger than language in- So here we propose a different algorithm that uses the
clusion. For example if we have policy represented as concepts of fair simulation for matching and adapts the Jur-
Fig. 4(b) and contract represented as Fig. 4(a), where bothdzinski’s algorithm on parity games (Jurdzinski 2000).
automata accept the same language but according to simula- .
tion VALID(e! — ¢?) does not hold, thus we do not have DEFINITION 5.1 (Compliance Graph.et 1, and V; be

simulation. Technically this is a consequence of the maximal WO disjoint sets, @ompliance grapti-is a tuple(Vi, Vo, £, 1),
model forv. where

In order to show thatd M7 simulation coincides with
concrete simulation we must impose some additional syn-
tactic constraints on the automaton.

DEFINITION 4.7 (NormalizedAMT). A = (E, S, q, A7, F)
is a normalized automatomodulo theory7 iff for every

here i m ne expressi E h th . . .
¢,q1 € S there is at most one expressiop € £’ such that Intuitively the compliance levelv is 0 whenPolicy ac-

0 € Az(ge1)- cepts, 1 whertontract accepts (buPolicy have not ac-
For example Fig. 4(a) is a normalized automaton while cepted yet) and 2 when neither of them accepts.
Fig. 4(b) is not normalized. A compliance game ol starting atvy € V, P(G,vp)

We cannot always normalize an automaton by consider- by two playersPolicy and Contract. The game starts
ing the disjunction of all expressions going to the same stateby placing pebble ony,. At round i with pebble onwv;,
as it may change nondeterministic automata into determin-v; € V4(V;), Policy (Contract resp.) plays and moves
istic automata (see Fig. 5). However, if automata are in nor- the pebble tov;,; such that(v;,v;11) € FE. The player
malized form then we have the following theorem: who cannot move loses. For infinite play= vgvyivs.. .,
the winner defined as the minimum compliance level that
occurs infinitely often, namely if the minimum compliance
level is O or 2 therPolicy wins, otherwis&€ontract wins.

We apply this compliance game #oM7 such that given
anAMT (E, S, q5, A%, F¢) and anAMT (E, SP, g, AL FP),
we construct dV;, Vo, F, ) as follows:

ProOPOSITION4.1. AMT fair simulation is stronger than
AMT language inclusion.

e V=VuW
e FCV XV
e /:V—{0,1,2}

wherel is the compliance level of the game.

THEOREM4.2. For normalized AMT A¢ < AP is a
AMT fair simulation iff A © AP is a concrete fair simu-
lation.

Proof. The first direction of Theorem 4.2 follows from
Proof 4. We sketch proof for the second direction by first
assumingA¢ C AP is a concrete fair simulation relation.
We have to show that for every step in the game where B . . . by
Policy in concrete game moves according to a transition ® V0= {V(ee.av v p)|q” € 5%, a7 € 57, 3¢"P.q" € A7 (¢, ¢")}
(ti, el ti1) € A% such that(A, «;) |= e) and moves to ® E= {(0(ge,qr.er,p)s V(ge,qm,ec,0)) [P € A (P, €P) A

® Vi={v(ge qr.ec.0)|0° € S, ¢° € SP,3¢"°.q° € AG(q",€°)}

77

t;+1, then in symbolic levelV ALID(e® — eP) holds. This
follows as for normalizedd M7 by Definition4.7 there is at

VALID(e® — eP)} U
{(v(ge,qv,e0,0)5 Vigre,qm,ev p) ) 10°C € AF(q%€°)}
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(a) Nondeterministic Automaton

(b) Deterministic Automaton af-
ter Normalization

Figure 5. Normalization changes Determinism of an Automaton

Algorithm 1 Simulation Algorithm
Require: two AM7T automata (contractontract, policy
Policy)
1: Create compliance game gragh= (V1, Vg, E, 1)
2: pu(v):=0forallveV
3: while p(v) # pinew(u, v) for somev € V' do
4 = fneu(pt, V)
5
6

s if p < oo then
Simulation exists

0 if v =1(ge gpecc) @aNdg? € FP
l(v) =< 1 ifv="1eqpr.ce andg® € F°andg? ¢ FP
2 otherwise

Next, we define a compliance valuelds; = {z|z < |V4|}U
{oo} and acompliance measurg : V. — M. We use or-
dering relation> such thatu(v) > p(w) if i(v) = 1 and
w(v) > p(w) if l(v) =2o0ri(v) =0.

The update procedufg,., (1, v)(u) is defined as follows:

o u(u)ifu#wv
o u(v)ifu=wvandi(v) =0
* max{p(v), max{p(u) ® 1}}if u = vandl(v) =1
o max{p(v), min{u(u)}} if u =vandi(v) =2
wherei © 1 =14+ 1if ¢ < |[V;| andoo otherwise.
We are now in the position to state our algorithmic results:

THEOREMDb.1. Let the theoryZ be decidable with an ora-
cle for the SMT problem in the complexity cld@sthen Alg.1
decides fair simulation fod M7 in time POL — TIME°
and in space)(|S¢|.|SP|. |AL + AS|)C.

6. Conclusion and Related Work

only finite automata have been proposed and they are too
simple to express even the most basic security requirement
occurring in practice: a basic security policy such as only
allows connections starting with "https://” already generates
an infinite automaton.

Automata Modulo Theory AM7T) (Massacci and Sia-
haan. 2007) enables systems formalization with finitely
many states but infinitely many transitions. As we already
showed in (Massacci and Siahaan. 2007), it is possible to
define very expressive (essentially infinite) policies that can
capture realistic scenarios while keeping the task of match-
ing computationally tractabled M7 maps the problem into
a variant of on-the-fly product and emptiness test from au-
tomata theory, without symbolic manipulation procedures
of zones and regions nor finite representation of equivalence
classes. The tractability limit is essentially the complexity
of the satisfiability procedure for the theories, called as sub-
routines. The prototype for matching policies with secu-
rity claims of mobile applications using M7 appeared in
(Bielova et al. 2008).

Matching using language inclusion as in (Massacci and
Siahaan. 2007) has a limitation in the structure of the pol-
icy automaton, i.e. only deterministic automaton. The con-
straint arises from thed M7 complementation, where as
BA complementation, the nondeterminic complementation
is complicated and exponentially blow-up in the state space
(Buichi 1962). Safra in (Safra 1988), gives a better lower
bound @€("1°97)) for nondeterministic BA complementa-
tion, however it is still exponential(see (Vardi 2006)). This
limitation does not evolve in matching using simulation as
presented in this paper, because using simulation approach
we can also deal with nondeterministic automata.

Infinite numbers of transitions in security policies by
labeling each transition with a computable predicate instead
of an atomic symbol has been studied in (Schneider 2000).
Security automata la Schneider can also be mapped to

Model-carrying code (Sekar et al. 2003) and security-by- 3 particular form ofAM7 (with all accepting states and
contract (Dragonl et al. 2(_)O7a) prpposed to augment mMo- an error absorbing state) for which particular optimizations
bile code with a claim on its security behavior that can be are possible. Security automata specified transitions as a

matched against a mobile platform policy before code down-
loading. In (Sekar et al. 2003) and in other companion papers

function of the input symbols which can be the entire system
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