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Introduction

Random (or quasi-random) spreading sequences for DS/CDMA
Direct Sequence Code Division Multiple Access (DS/CDMA) still represents a core
technology for the physical layer of commercially remunerative applications and
standards (radiolocalization, automotive radar, 3G UMTS);

A very critical issue of Spread Spectrum and CDMA: keeping the probability of
intercept the lowest possible;

Secure information hiding must be guaranteed at the physical layer level: random
spreading sequences should be applied;

Due to complexity of generating truly random sequences, deterministic sequences
(i.e. pseudorandom) are used in real applications;

Required features: pseudo-noise auto-correlation patterns, quasi-orthogonal cross-
correlation. 2
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Introduction

Gold and De Bruijn sequence sets
Typical choice: Gold codes, generated as logical combination of linear shift 
register (LSR) sequences (preferred pairs) of span n (= number of LSR cells);

Gold codes features: 
favorable statistical properties; 
small cardinality = N + 2, where N (sequence length) = 2𝑛 − 1

In the literature, the alternative use of De Bruijn binary sequences for DS/CDMA 
has been recently proposed [SPI11]. Their features are:

generation by nonlinear shift register;
maximal length (𝑁 = 2𝑛 );

very large cardinality 22(𝑛−1)−𝑛

interesting correlation-related features [AND10, SPI11, SPI13, WAR13, SAR14]
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Aims of the paper and advancement with respect to related work

4

Propose an efficient sequence generation algorithm based on De Bruijn
graphs theory and Eulerian cycles;

Formal statistical analysis of De Bruijn sequences in DS/CDMA with
explicit computation of 2nd and 4th order statistics (variance and
normalized kurtosis) of multi-user interference (MUI), in asynchronous
BPSK-modulated DS/ CDMA transmission;

Closed form computation of average bit-error-probability (BEP):
by Gaussian approximation [PUR76]
by non-Gaussian evaluation [TES99], based on the Generalized Gaussian
modeling of the global detection noise affecting the CDMA receiver
(Gaussian noise + MUI)

MUI statistics and BEP performance comparison to Gold codes with and
without code selection driven by a formal criterion.

At the end of 
this analysis 
we may have 
more insights 
about the use 
of De Bruijn
sequences in 

real DS/CDMA 
systems
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Efficient generation of large sets of De Bruijn sequences

Generation by Non Linear Feedback Shift Registers (NLFSRs)

NLFSR state at time t: 𝒔 𝑡 = 𝑠1 𝑡 , 𝑠2 𝑡 , … , 𝑠3(𝑡) , 𝑠𝑖 𝑡 𝜖𝐴 = 0,1 , 𝑓𝑜𝑟 𝑖 = 1,2, … , 𝑛
where 

At each clock transition: 

each memory cell content shifted one position to the right

leftmost cell sn(t) updated by the output of a nonlinear feedback function g(.)

g(.) defines a mapping of An 
A

At time (t+1), the state of the register is given  by: 𝑠𝑖 𝑡 + 1 =  
𝑠𝑖+1 𝑡 , 𝑓𝑜𝑟 𝑖 = 1,2,… , 𝑛 − 1

𝑔 𝒔 𝑡 , 𝑓𝑜𝑟 𝑖 = 𝑛
5

DEF: in a binary De Bruijn sequence viewed cyclically over a
period, each binary n-tuple appears exactly once, included the
all-zero n-tuple, due to the non-linear nature of the generating
register
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Efficient generation of large sets of De Bruijn sequences

Various generation methods proposed in the literature:
use of a lower-order and n-bit pattern initial stage [TUR11]
prefer-one, prefer-opposite [ALH10], and prefer-same [FRE82] 
approaches for bit insertion
n-stage FSRs [CHA90, ZHA09]

To increase time efficiency, De Bruijn graphs theory and 
Eulerian cycles are here exploited to ignore a large number of 
sequences that do not verify the definition given above:

each acceptable sequence starts from an arbitrary vertex and 
walks through the graph, by crossing each degree no more than
once;
a rotated sequence to either the right or the left is not a 
different De Bruijn sequence;
the bitwise not of each De Bruijn sequence originates a distinct
De Bruijn sequence of the same family: generation of half the 
set allows to obtain the whole family;
decimal representation of the array used to store the 
sequences.
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A De Bruijn graph: every four-digit
sequence occurs exactly once if
one traverses every edge exactly
once and returns to one's starting
point (an Eulerian cycle)
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Efficient generation of large sets of De Bruijn sequences

Generating algorithm pseudocode: 
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Generation time for different span:

Sequence sets: length and cardinality 
comparison:    
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De Bruijn sequences properties

Periodic auto-correlation 𝐶𝑎𝑎

𝑃
𝑘 of 

span n De Bruijn sequence a for a 
shift k:

𝐶𝑎𝑎
𝑃

𝑘 = 2𝑛, for 𝑘 = 0

𝐶𝑎𝑎
𝑃

𝑘 = 0, for 1 ≤ 𝑘 ≤ 𝑛 − 1
(Zero Correlation Zone)

𝐶𝑎𝑎
𝑃

𝑘 ≠ 0, 𝑘 = 𝑛

𝐶𝑎𝑎
𝑃

𝑘 ≡ 0 mod 4 , ∀k, n ≥ 2

Bound on periodic auto-correlation 
sidelobes values:

0 ≤ max 𝐶𝑃
𝑎𝑎 𝑘 ≤ 2𝑛 − 4

2𝑛

2𝑛

+

, 
1 ≤ 𝑘 ≤ 𝑁 − 1,𝑁 = 2𝑛
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Bound on 𝑚𝑎𝑥𝐶𝑎𝑎
𝑃

𝑘 sidelobe value for 5≤n≤10

n=5
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De Bruijn sequences properties

Cross-correlation function 𝐶𝑎1𝑎2
𝑘 for a shift k:

– 𝐶𝑎1𝑎2
𝑘 = 𝐶𝑎1𝑎2

𝑁 − 𝑘 , 0 ≤ 𝑘 ≤ 𝑁 − 1

–  𝑘=0
𝑁−1𝐶𝑎1𝑎2

𝑘 = 0

– 𝐶𝑎1𝑎2
𝑘 ≡ 0 mod 4 , n ≥ 2, ∀𝑘

Bound on cross-correlation sidelobes values:
−2𝑛 ≤ 𝐶𝑎1𝑎2

𝑘 ≤ 2𝑛 − 4, 0 ≤ 𝑘 ≤ 𝑁 − 1
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Maximum absolute value, mean, and 
standard deviation of the cross-
correlation, for De Bruijn, Gold, and m-
sequences of span n = 5
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De Bruijn sequences properties

Randomness analysis: Golomb’s postulates
[GOL82]

1st and 2nd postulates (balance and run 
properties): always verified;
3rd postulate (ideal 2-level auto-
correlation): not verified BUT a Zero 
Correlation Zone is exhibited;

Linear complexity (C) = estimated length of 
the shortest LFSR which would be able to 
generate the sequence itself;
According to Berlekamp [BER68], C provides a 
numerical description of the amount of 
information needed to infer the structure of 
the spreading codes generation algorithm
De Bruijn sequences: 2𝑛−1 + 𝑛 ≤ 𝑪 ≤ 2𝑛 − 1
Gold codes: 𝑪 = 𝑛
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Linear complexity profiles and 
bounds of sequences, 3≤ n ≤ 10
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Statistical analysis of DS/CDMA system performance

Received multi-user DS/CDMA signal (1):

From the channel (supposed to be AWGN):

After coherent demodulation and de-spreading (ref. user 1), sampled at 
t=T:
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Statistical analysis of DS/CDMA system performance

Received multi-user DS/CDMA signal (2):

More in details [PUR76,TES99]:

Considering a BPSK modulation and deterministic (known) spreading 
sequences, the BEP computation is as follows:
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Statistical analysis of DS/CDMA system performance

How can we NUMERICALLY compute DS/CDMA BEP?
In other words: can we express in closed form the probability density function of 
the random variable ZG?
The answer is NO, therefore, we should resort to some approximation:

Gaussian Approximation (GA): it simply considers a Gaussian distribution for ZG. It is 
reasonable when the number of users is large [PUR76];
Generalized Gaussian Approximation (GG): as the pdf of MUI for real-valued binary sequence 
has an impulsive pseudo-Laplace distribution (leptokurtic), we can suppose that the pdf of ZG
fits well with the Generalized Gaussian pdf model [TES99], expressed in terms of its normalized 
kurtosis:
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Statistical analysis of DS/CDMA system performance

Approximated analytical expressions for DS/CDMA BEP:

Using GA approximation, BEP is given as follows:

Using GG approximation, we obtain after some mathematical manipulations:
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Numerical results
Random sequence selection

This really means: no selection criterion applied, random indices of the De Bruijn matrix have been used to 
select the sequences;
GA and GG approximations have been compared with tight upper and lower bounds on DS/CDMA BEP 
computed as in [LEH89];
BPSK modulation with Reed-Solomon coding (RS(31,23)) have been considered in deriving numerical 
results (an analytical lower bound on BER is available for RS coding);
N=32 and K=4 users have been considered in BEP computations.
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Gold sequences 
performs better than 
De Bruijn ones thanks 

to their superior 
“Gaussianity” (the GA 
curve is closer to GG 
and upper and lower 

bounds)

MUI Statistics
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Numerical results
Making things smarter: sequence selection criterion (K
sequences selected, for each value of N) 

i. all the sequences in each set are assessed for their 
minimum aperiodic auto-correlation sidelobe

ii. looking at the lowest minimum aperiodic auto-correlation 
sidelobe values found in i), the subset featuring the lowest 
sidelobe value joint a number of sequences K is selected;

iii. K sequences are extracted from the subset obtained in ii), 
by looking at sequence pairs featuring the most favorable 
aperiodic cross-correlation;

iv. iv) if it is not possible to find a close subset of K sequences 
as per iii), they are selected randomly over the subset 
obtained in ii);

Number of groups of non-duplicated K sequences out of M 
(cardinality of the set):  
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Numerical results

Sequence selection

Minimum aperiodic cross-correlation 
sidelobe criterion;

Things are changing: selected De 
Bruijn sequences decreases both 
variance and normalized kurtosis of 
MUI;

As result, BEP is noticeable decreased 
with respect to Gold sequences (the 
selection criterion is not effective for 
small Gold sets). 
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Conclusion
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Performance of binary De Bruijn sequences assessed, as spreading codes in 
multiple users DS/CDMA systems, through a formal statistical analysis of link 
performance, in comparison with traditionally used Gold codes;

The formal statistical analysis shows that De Bruijn codes exhibit performance 
comparable to Gold codes and even worse if no selection criterion is applied;

On the other hand, the selection criterion based on the minimization the pairwise 
aperiodic cross-correlation among the sequences associated to different users 
may lead to remarkably improved performance of De Bruijn sequences;

The much greater cardinality, and better randomness-related properties of De 
Bruijn sequences, could anyway improve the robustness of the communication 
system against interception or security attacks.
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