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Abstract. We investigate the experimental effectiveness of query rewrit-
ing over XML security views. Our model consists of access control policies
specified over DTDs with XPath expression for data-dependent access
control policies. We provide the notion of security views for character-
izing information accessible to authorized users. This is a transformed
(sanitized) DTD schema that is used by users for query formulation.
To avoid the overhead of view materialization in query answering, these
queries later undergo rewriting so that they are valid over the original
DTD schema, and thus the query answer is computed from the original
XML data. We provide an algorithm for query rewriting and show its
performance compared with the naive approach, i.e. the approach that
requires view materialization.
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1 Introduction

Specification of access control models for XML data has been a fairly active
field of research in recent years [5], [6], [7], [10], [12], [13], [14], [15], [16], [18],
[20], [21], [24], [26], [32]. All this previous work (except [14], [21], [26]) enforces
security constraints at the document level by fully annotating the entire XML
document.

As a result, one major limitation of these models is the lack of support for
authorized users to query the data: they either do not provide schema informa-
tion of the accessible data, or expose the entire original DTD (or its so-called
“loosened” variant). In both cases, the solution is hardly practical for large and
complex documents. Furthermore, fixing the access control policies at the in-
stance level without providing or computing a schema, makes it difficult for the
security officer to understand how the authorized view of a document for a user
or a class of users will actually look like. On the other side, revelation of excessive
schema information might lead to security breaches: an unauthorized user can
deduce or infer confidential information via multiple queries and analysis of the
schema even if only the accessible nodes are queried.

To overcome this limitations, the notion of XML security views was initially
proposed by Stoica and Farkas [32] and later refined by Fan et al. [14] and Kuper



et al. [21]. The basic idea is to provide a schema that describes the data that can
be seen by the user, as well as a (hidden) set of Xpath expressions that describe
how to compute the data in the view from the original data.

In the current paper, we implement and test experimentally the performance
of the security view model of [21]. To this end, we define a rewriting algorithm
that takes a user query over the a security view, and rewrites the query into a
query over the original database. We then compare the cost of evaluating this
query with that of evaluating the original query over a materialized view of the
data, and show that significant performance improvements.

The paper is organized as follows. In Sec. 2 we present preliminary notions on
XPath and XML security views. The algorithm of query rewriting is described
shortly in Sec. 3. Evaluation of rewriting algorithm is provided in Sec. 4. The
discussion of related work is located in Sec. 5. Finally, we conclude the paper in
Sec. 6.

2 Background

We first review the fragment of XPath [11] that may be used by a user in query
formulation.

Definition 1. An XPath expression in X is defined by the following grammar:

〈xpath〉 ::= ‘/‘? 〈path〉 | 〈path〉 (‘ ∪ ‘ 〈path〉) ∗
〈path〉 ::= 〈step〉 (‘/‘ 〈step〉) ∗
〈step〉 ::= 〈test〉 (‘[‘ 〈qual〉 ‘]‘) ∗
〈test〉 ::= θ‘ :: ‘A | θ‘ :: ∗‘
〈qual〉 ::= 〈xpath〉 | 〈path〉 op c | 〈qual〉 and 〈qual〉 |

〈qual〉 or 〈qual〉 | not 〈qual〉 | ‘(‘ 〈qual〉 ‘)‘

where θ stands for an axis, c is a str constant, A is a label, op stands for one of
=, <, >, ≤, ≥. The result of the qual filtering is called qualifier and is denoted
by q.

We must note the semantic difference between 〈xpath〉 and 〈path〉: the former
may contain unions, while the latter may not. This is because XPath 1.0 [11]
does not allow unions in location steps. For the sake of readability, we ignore the
syntactic difference between xpath and path; we denote both with p. We also
abbreviate self by ε, child :: A/p with A/p, descendant-or-self :: A/p by
//A/p, and p = p1/p2 with p2 = //p′2 is written p as p1//p′2. The parent axis is
also abbreviated as ../.

The intuition behind XML security view is similar to that of multi-level
security view for relational databases [23], [29], [31], [34], discretionary access
control over relational databases [4] and object-oriented databases [8]. A typical
approach to specifying and enforcing access control for traditional databases is
to define views on which security permissions should be applied. For instance,
Lunt et al. [22] showed how to use standard SQL queries to implement the
SeaView multi-level secure database. In contrast, the hierarchical structure and
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Fig. 1. Query answering use cases

the dependency (e.g., ancestor and descendants) of XML data as well as the
presence of disjunction and recursion in DTDs make it impossible to define a
security view via a single query. Moreover, they introduce new challenges in how
to generate a view that conforms to a DTD view. The challenges were observed
in [3], which showed that even for XML views of relational data, it is highly
nontrivial to ensure that the views typecheck.

The insight of XML security view construction was found in [29] where it was
demonstrated how to compute a full database labelling from a partial one implied
by security views. From the XML viewpoint, a partial assignment of security
labels to XML document nodes can be also extended to a full assignment. From
the latter, it is easy to compute an XML analogue of relational view by means of
“sanitization” operation that hides (e.g., deletes or encrypts) nodes with negative
authorizations, but reveals their permitted children. The resulting XML tree is
called authorized. This scenario is depicted on the left part of Fig. 1.

Unlike solutions presented in e.g., [5], [13], [15], [20], we employ schema-
level policy enforcement, resulting in the DTD schema of permitted data (or
in other words, DTD view like in [21], [32]) and hidden rules of DTD-to-DTD
view transformation. This pair (DTD view, hidden rules) can be used to con-
struct a materialized version of XML document by deleting forbidden nodes so
that the materialized view be isomorphic to the authorized view. Finally, the
materialized view is used for evaluation of user queries. We call such a query
answering schema view materialization use case. It is conceptually represented
on the central part of Fig. 1. There are two ways to implement this use case in



client-server architecture (where client tries to get an access to the XML doc-
ument and possesses a schema of available data, and server stores the initial
XML document and must satisfy requests of client to this document): server
either stores every materialized view or recalculates a corresponding view on
the fly every time client issues a query. In the former case, the integrity main-
tenance becomes unfeasible. In the latter case, the view materialization can be
very time- and memory- consuming that is unacceptable in the presence of many
users requesting the database simultaneously.

To overcome limitations of the view materialization use case, we developed a
query rewriting use case when user ’s queries are answered without view materi-
alization: we rewrite a user query formulated for the DTD view into an equivalent
query formulated for the original DTD using hidden rules [30] and evaluate the
resulting query over the original XML database. The schema of such an approach
is shown on the right part of Fig. 1.

Hidden rules are defined for every edge of DTD view and describe the path
between nodes of that edge in the original DTD. For example, if hidden rule
σ(A,B) = B, node B is a child of node A in the original DTD; if σ(A, B) =
C[D]/B, B is a grandchild of A in the original DTD and the parent of B should
be C with a child D.

3 Query Rewriting Algorithm Description

The algorithm for query rewriting has two phases: query parsing and further
translation of the parsed query into σ-functions. Query parsing phase implies
that user query is represented as a tree of subqueries (parse tree) according
to the grammar that we have shown in Def. 1. The graphic representation of a
generic parse tree is show in Fig. 2. Namely, basic block is one of 〈xpath〉, 〈path〉,
〈step〉, 〈qual〉, or 〈test〉 which is θ::λ where λ is either an element type name or an
asterisk ∗; optional part is self-explaining (i.e., 〈xpath〉 amy consist of one or more

xpath

pathpathpath ∪ ∪… ∪

stepstepstep / /… /

qualifierqualifiertest qualifier …

AND OR NOT xpathpath = const
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Fig. 2. Generic parse tree



〈path〉s that may consist of one or more 〈step〉s that may include zero or more
〈qual〉s); extended basic block is related to a qualifier of the form 〈path〉=const;
expression is related to qualifiers including and, or, and not operators with
operands as other qualifiers. If 〈xpath〉 or 〈path〉 occur in a qualifier, they are
parsed as basic blocks according to Def. 1. Leaves of the parse tree are 〈test〉s.

The translation of the parsed query starts from the leaves of the parse tree
and moves up to the root 〈xpath〉. In particular, for each subquery p and some
element A, the algorithm calculates QR(p,A) using Query Rewrite(pi, Bj),
where pi is a direct subquery (child in a parse tree) of p and Bj is a node reachable
from A via pi in Dv. At the same time, the algorithm calculates reach(p,A)
representing the set of nodes reachable from node A via the path p. To obtain a
rewriting of the initial user query q, we invoke Query Rewrite(q, root).

We do not provide here a formal presentation of Query Rewrite algorithm
since it was presented in [30]. Basically, the following rules characterize a process
of query rewriting:

1. rewriting of 〈xpath〉 is a union of rewritten 〈path〉s that constitute it;
2. rewriting of 〈path〉 is a rewriting every its step w.r.t. a 〈test〉 of a previous
〈step〉. Namely
– test1/child::test2 → σ(test1, test2);
– test1/parent::test2 → σ−1(test2, test1);
– test1/descendant-or-self::test2 →Query Rewrite(test1, path(test1, test2)),

path(test1, test2) is a path from test1 to test2 expressed by child axes;
– test1/ancestor-or-self::test2 →Query Rewrite(test1, path−1(test1, test2)),

path−1(test1, test2) is a path from test1 to test2 expressed by parent
axes.

Here, if test2 is ∗ then test2 is any node v that is in a corresponding relation
with test1. The resulting rewritten expression, then, is a union of rewritten
expressions as if v where at the position of test2 = ∗.

3. rewriting of 〈test〉 with 〈qual〉 is a rewriting of 〈qual〉 w.r.t. 〈test〉;
4. rewriting of and/or/not expressions is respectively and/or/not expression

of rewritten subexpressions of the initial expression.

Here σ−1(A, B) is, basically, σ(A,B) that is inverted with the help of parent
axis so that to represent a path from B to A (which may be an ancestor in the
original DTD) instead of from A to B. For example, if σ(A,B)=A/C[D]/B, user
query contains a fragment B/parent::A, then this fragment will be rewritten as
B/parent::C[D]/parent::A[Query Rewrite(root, path(root, A))]. Note that
parent::A is extended with a qualifier that guarantees that A is indeed accessible.

If a set of steps of 〈path〉 can be represented as an array then we can divide
that array in two equal subarrays (one contains the left subpath, another - the
right one), we can recursively rewrite subpath corresponding to those subarrays
and join them in O(n) time, where n is a number of nodes reachable by the
left subpath from root node. If the path contains a reverse parent axes, the
inversion of a corresponding σ-function will take O(k) operations, where k is the
number of steps in σ-function. Hence, the overall complexity will be no more
than O((n× k× log m), where m is a number of steps in path including those in
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Fig. 3. Schema of the file auctions.dtd

qualifiers. Since, n and k are limited numbers much smaller that the number of
elements in non-recursive DTD, the complexity of algorithm may be considered
O(log m).

The closest approach to query rewriting is presented by Fan et al. in [14].
The main differences are:

1. Our algorithm derives a security view without any dummy element types
which may be a source of sensitive information leakage. Therefore, the σ-
function used in our query rewriting has different semantics.

2. An extended XPath fragment has parent and descendant-or-self axes.
3. Fan et al. use dynamic programming so that QR(q,A) is calculated for every

DTD element type A; while we perform a rewriting of q w.r.t. to a subset
of relevant element types A of DTD in a recursive manner. Thus, memory
is saved (in [14], memory can be always evaluated as Ω(m × |D|), where
m is a number of all steps in the path including those in qualifiers. In our
approach, there are cases when Θ(m) of memory is required).

4. Moreover, we use divide-and-conquer approach that is faster than simple
linear lookup proposed in [14](takes O(n2) time)

5. However, we do not consider recursive DTDs, while Fan at al. [14] does.

4 Experimental Results

DTD document. In our experimental framework, we used the XMark bench-
mark [1] that provides the DTD schema auctions.dtd which describes an auc-
tion scenario. It defines around 75 elements describing a list of auction items,
information about bidders, sellers, buyers, etc. The schema of auctions.dtd is
shown on Fig. 3.

Security annotation. Fig. 4 shows annotation for every registered user of
auctions portal (i.e. user that can participate in auction).



1 : ann(site, regions) = N
2 : ann(regions, namerica) = Q[/site/people/person[@id = $login]/address/country/text() =′ UnitedStates′

or /site/people/person[@id = $login]/address/country/text() =′ Canada′]
3 : ann(namerica, item) = Q[location/text() =′ United States′ and

shipping/text()! =′ Will ship only within country′]
4 : ann(open auction, seller) = Q[@person = $login]
5 : ann(open auction, bidder) = Q[personref/@person = $login]
6 : ann(bidder, increase) = Y
7 : ann(closed auction, price) = Q[parent :: closed auction/(buyer/personref or seller)/@person = $login]
8 : ann(closed auction, buyer) = Q[personref/@person = $login]
9 : ann(people, person) = Q[@id = $login]
10 : ann(person, profile) = Q[business/text() =′ Y es′]
11 : ann(profile, business) = N

Fig. 4. Annotation for a registered user of an auctions portal

q1 : regions/africa
q2 : namerica/item
q3 : people/person/profile/business
q4 : open auctions/open auction[initial/text() <′ 50′andcurrent/text() >′ 100′]/increase

q5 : people/person/∗
q6 : open auctions/open auction/ ∗ /∗

q7 : people/person/profile[@income > 85000]/parent :: person/name
q8 : people/person/name/parent :: person/address/parent :: person/profile[@income > 85000]/parent :: person/name

Fig. 5. Set of queries

More precisely, the first rule (1) prohibits an access to the information about
items and their location in regions. Then, this rule is overridden so that items
located in North America are visible for people from United States or Canada
(policy 2) and items from United States that can be shipped not only within the
country are visible for everyone (policy 3).

Next, information about seller/bidder of any open auction (4 and 5) is visible
if the viewer is seller/bidder himself. In the same way information on buyer is
protected in closed auctions (8). All increases of any particular auction is publicly
visible (7).

Rule 9 says that person may get a personal information only about him-
self/herself, i.e. person id should be equal to user login. The latter is expressed
by a dynamic variable $login. The instantiation of this variable is hardcoded,
i.e. if qualifier contains substring $login, it should be replaced by the login
name passed as a program parameter or taken as a system variable. A personal
profile, instead, can be publicly available if field business has a text value Yes.
However, business is not visible in its turn.

Queries. We have defined a set of queries (see Fig. 5) to test both the algo-
rithm Query Rewrite and the advantages of query evaluation w.r.t. different
use cases (see Fig. 1).

Query q1 and q2 will try to get an access to items in African and North
American regions respectively. Next, q3 should always return empty set because



q′2 : regions/namerica[/site/people/person[@id = $login]/address/country/text() =′ UnitedStates′ or
/site/people/person[@id = $login]/address/country/text() =′ Canada′]/item[location/text() =′ United States′

and shipping/text()! =′ Will ship only within country′]
q′4 : open auctions/open auction[initial/text() <′ 50′ and current/text() >′ 100′]

/bidder[not(personref/@person = $login)]/increase
q′5 : people/person[@id = $login]/(address|watches|phone|name|creditcard

|emailaddress|profile[business/text() =′ Y es′]|homepage)
q′7 : people/person[@id = $login]/profile[business/text() =′ Y es′][@income > 85000]/

self :: profile[business/text() =′ Y es′]/parent :: person[/site/people/person[@id = $login]]/name

Fig. 6. Set of rewritten queries

of policy rule 11. “Long” query q4 looks for increases of auctions with the par-
ticular start and current prices. Queries q5 and q6 introduce asterisk ∗. Reverse
parent axis is introduced in q7 that tries to get a name of a person whose income
is more than 85K. The result set of this query evaluation should be the same as
of the query q8 that includes three reverse parent axes.

Some rewritten queries are depicted on Fig. 6. More precisely, in q′2 before
namerica, a missing region goes. Field namerica itself is extended with a quali-
fier which is σ(regions, namerica). In the same way, after item, σ(namerica, item)
goes. The rewriting of q′4 shows that the user will receive increases that were
posed by other users, while his own increase values are located under field bidder
that is visible for him since its person reference is equal to his login. In q′5, aster-
isk ∗ is rewritten into the union of visible nodes that are in the relation child
with people. The rewriting of q′6 has the same idea. In q7, we would like to note
that profile is extended with a security qualifier σ(person, profile) in addi-
tion to a user-defined filter on it. The second line of q′7 represents reverse axis
rewriting. This part is inserted in q′8 three times. Finally, q1 and q3 are rewritten
to null because the user cannot see either africa (policy rule 1) or business
(policy rule 11).

XML documents. XMark data generator [1] produces XML documents
conforming to a DTD auctions.dtd depicted on Fig. 3. Number and type of
elements in resulting XML depend on parameter called factor. The significant
feature of XMark benchmark is the generation of one unique XML document
for one factor value. We generated 20 XML documents with factor 0.0i0 and
0.0i5, where i = 0, 9. The size of these XML files varies from 0.3Mb to 9Mb (all
together around 100Mb).

Performance results.We tested our implementation on Windows XP plat-
form, Intel Pentium M 1.4GHz, 256Mb DDR SDRAM. For each XML document
(recall, we have 20 XML documents), we run evaluation of each query qj , j = 1, 8
from the viewpoint of 10 users (login = personi, where i = 0, 9) measuring time
of query rewriting (that includes time of DTD view construction) t1i,j and time
of query answering t2i,j . Finally, an arithmetic means of t2j were calculated and
summed for every j = 1, 10.

Query rewriting performance results are shown in Table 1 where each cell
contains time (in milliseconds) required to rewrite qi, i = 1, 8. In all experiments



Table 1. Query rewriting performance results

q1 q2 q3 q4 q5 q6 q7 q8

person0 70 71 60 71 60 60 60 70

person1 60 60 60 60 60 60 70 71

person2 60 70 60 60 60 70 70 70

person3 60 60 60 70 60 70 80 70

person4 60 60 70 70 60 60 70 80

person5 60 60 70 60 70 70 70 80

person6 60 60 70 60 70 70 80 61

person7 70 60 60 80 80 70 80 70

person8 60 60 70 70 70 70 60 70

person9 70 81 60 70 60 60 61 80

avg 63 64.2 64 61.1 65 66 69 72.2

DTD view construction time was between 520 and 620 milliseconds. In the query
rewriting part, the measured time includes a query parsing and Query Rewrite
running. We used SiXPath 1 processor to parse XPath queries into their tree
representation. The processor represents steps of a path in array, so we can
apply divide-and-conquer technique that improves efficiency of query rewriting.
From Table 3, it can be easily seen that more complicated query requires more
time to be rewritten. However, one point is that in reality, the user does not
formulate such cumbersome queries like q8 that, indeed, requires “much” time
for rewriting. On the other hand, even if the user issues a query that contains
time-consuming elements like ∗ or parent axes, the query rewriting performance
degrades insignificantly (less than 10 milliseconds between the easiest and the
hardest query in our test case).

Query answering time was evaluated by a Xalan 2 XPath evaluator. Un-
fortunately, XML Task Force evaluator 3 which is shown in [17] as the most
efficient and scalable XPath evaluator, could not be used in our test framework
because it does not accepts queries that contain union, e.g., like queries q′5, q′6.
The overall result computation performance is shown on Fig. 7 for each query
qi, i = 1, 8 and each of 20 XML files. Namely, the Fig. 7(a) shows our experi-
ence with XML Access Control Processor (XMLACP) developed by Damiani et
al. [13]. Query evaluation includes a preliminary construction of an authorized
view which is extremely time consuming. This is because security annotations
are propagated on the XML tree. Moreover, security annotation is, basically, a
pair 〈xp, lbl〉, where xp is an XPath expression defining a node being labeled, lbl
is Y or N. Since xp may include qualifiers, the step of initial labeleing takes much
time which grows exponentially with the growth of the initial XML document
size.

1 http://sourceforge.net/projects/sixpath
2 http://xml.apache.org/xalan-j/
3 http://www.dbai.tuwien.ac.at/research/xmltaskforce/
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Fig. 7. Experiments

We have to note that XMLACP approach does not delete forbidden XML
nodes if they have permitted descendants, it rather clears them from attributes.
Therefore user queries should include even forbidden steps that may reveal sen-
sitive information. Running a few steps forward, we constructed such queries
from the output of Query Rewrite but without qualifiers of the initial secu-
rity annotation of DTD. Another issue is related to a set of authorized views.
Their number can be enormous (e.g., we can derive 126 personal views from
an XML document computed with factor 0.050, i.e. of the size around 500Kb;
this number grows exponentially with increasing XML size on 500Kb) but their
sizes is about 10% less than the initial XML document. Therefore, storing all
individual views is not feasible even if do not consider integrity maintenance
problem.

Materialization use case shown in Fig. 7(b) shows a much better result in
time performance. On the other hand, space required for view storing is also
reduced since we delete all intermediate N-labeled nodes.

Finally, query rewriting use case (Fig. 7(c)) is even better: it is at least two
times faster than the previous case and does not require an additional storage
for a materialized view.

Unfortunately, we could not retrieve other existing XML securing systems,
e.g., Author-X [5] (it is lost and cannot be recuperated because of the storing
computer crash 4.), Lock-X [9] (for the same reason 5.), SMOQE [?] (because of
experiment conduction for additional research 6.).

4 Personal communication with Elena Ferrari
5 Personal communication with SungRan Cho
6 Personal communication with Wenfei Fan



5 Related Work

5.1 Runtime policy evaluation

The general scenario of the current category of proposals is the following: The
systems defines a set of access control rules of the form 〈subject, object, action, sign〉
where subject is self-explaining, object is an XML element/attribute expressed
by XPath, action is typically read/write, sign∈ {+,−}. Different conflict res-
olution rules and default policy are established as well. With respect to user’s
request 〈req subject, req object, req action〉, access control rules applicable to
req subject is selected, their signs for req action are propagated to req object.
Hence, permission is granted to the user if the resulting sign on req object is +;
otherwise, the access is denied.

In particular, [20] introduces the notion of provisional authorization, when
some provisional action (e.g., logging, transcoding) is performed according to the
user’s request. The proposal of [7] considers the case when the access control is
moved to clients, e.g, secure tokens and smart cards that are used as trust com-
ponents in different mobile devices (e.g., PC, PDA, cellular phone) participating
in applications dealing with sensitive information (e.g., certification, electronic
voting, e-payment, health care, etc.). Several papers consider the case of evolving
access control policies expressed in XQuery [16] and by means of RDF [2], [18].
Such policies can be used for a derivation of new access control rules including
content-based constraints of requested and other documents, environmental in-
formation like time and place of request initiator, information about possessed
privileges.

Run-time policy evaluation can be accelerated by efficient lookup of com-
pressed accessibility map where compression is performed on objects [36], on
objects and actions [19], on objects, subjects and actions [37]. Another direc-
tion for improving runtime policy evaluation concerns statical analysis of user
queries [27], integration of policy into user query [24], matching user query
against efficient policy representation as a tree [28]. In the case when mandatory
access control is considered, recursive checks can be reduced by adding special
predicates to node tests in the user query [10].

An association between XML nodes can be hidden either at the stage of
policy definition [18] or after detecting the possibility of information leakage in
security view [35]. Finally, access control for XML documents can be strengthen
with a role-based concepts [33].

5.2 Security views for XML

This scenario is called authorization view use case in the current paper. The
details can be seen, e.g., in [5], [15], [13]. The variation of this use case enforces
accss control policies cryptographically.

For example, the approach in [6] is based on Author-X [5]. It avoids gen-
eration of multiple physical views for each use by means of different keys for
encrypting different portions of the same document. One and only one key is



responsible for encryption of each portion of the source XML document. To min-
imize the number of encryption keys, the portions of the document protected
with the same set of policies are encrypted with the same keys. The consequent
scenario is key distribution and periodical broadcast of the encrypted document.

Miklau and Suciu extend the Bertino’s idea of secure and selective dissemina-
tion of XML documents with the notion of conditional access control rules [25],
which generalizes the term “subject”, i.e. authorization is based not on network
identifier or user name, but on knowledge presented by the user.

The ideas of [6] and [25] are refined and extended with RBAC in [12].

5.3 Schema-based security views

Stoica and Farkas [32] proposed to produce single-level views of XML when
conforming DTD is annotated by labels of different confidentiality levels. The key
idea lies in analyzing semantic correlation between element types, modification
of initial structure of DTD and using cover stories. Altered DTD then undergoes
“filtering” when only element types of the confidentiality lever no higher that the
requester’s one are extracted. However, the proposal requires expert’s analysis of
semantic meaning of production rules, and this can be unacceptable if database
contains a large amount of schemas which are changed occasionally. No query
rewriting is discussed.

Another view-based approach is proposed by Fan et al in [14]. In [21], we
refined this solution with other DTD view derivation and XML view materializa-
tion algorithms. In this paper, we underlined the similarities and the differences
with our approach to query rewriting.

The recent approach to schema-based security views was presented in [26].
The solution allows a complete restructuring of a DTD and relies on a command-
like specification language. However, it was mentioned in [26] that many oper-
ations are not commutative and have restrictions that means a possibility of
errors while designing access control policies. A sophisticated query rewriting is
provided.

6 Conclusion

In this paper, we have studied the performance of answering queries on an XML
database, subject to access control annotations applied on the original DTD.
We show that the query rewriting approach compared to the case of autho-
rized/materialized view is more efficient in sense of time and space.

Time effectiveness takes place because we avoid view materialization which is
a time consuming operation. In our experimental benchmark the query rewriting
strategy retrieves answer for user query at least 2 times faster than in the case
the materialized view and at least 100 faster than in the case of authorized view.
Another mentioned point is the space preserving property of advanced method.
We recall that the number of views can be extremely large and their size may, in
the very good case, be 50% smaller w.r.t. the initial XML document. This may



cause problems with the disc space allocation and with the maintenance of data
integrity.

Our future research direction is related to drawbacks of the suggested labeling
mechanisms outlined below:

1. Hardcoding of user attributes in qualifiers. If at some stage behavior of the
system is changed, e.g. from identity based authorization to credential based
one (i.e. login may be substituted by private key or social security number,
or even by a boolean combination of these attributes), we need to rewrite
and recompile the source code responsible for parsing a set of program pa-
rameters.

2. The suggested approach of security specification lacks flexibility in defining
access rules based on user credentials (i.e. distributed environment with mul-
tiple users unknown in advance) and purposes for data storage/access (i.e.
privacy issues).

3. Multiple labels of the same semantics but of the different syntax complicate
variation of policies.

4. Multiple labels of the same syntax. This problem is subsumed by the pre-
vious remark because the same syntactically equal qualifiers have the same
semantics. Therefore, a change in one qualifier requires revisiting of all the
same qualifiers.

We are going to investigate the issue of ID/IDREF attributes. Namely, we
want to answer the question: what happens if ID attribute should be deleted
but its referencing IDREF attribute should exist? Answering this question will
help us to extend XML security views to a distributed/fedrated/shared environ-
ment. Finally, we are planning to extend our view derivation and query rewriting
algorithms for the case of recursive DTDs.
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