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ABSTRACT

The workflow of a Virtual Organization is often divided intea-
ments that are run by different entities having differemtachnce
level or accessibility permissions. Therefore, an impariasue
is a decomposition of the overall business process into flaovk
views that can be outsourced to the side of the corresporuding
tractors. In this paper, we introduce the notiorbakiness process
security viewand present an algorithm for the automatic derivation
of such views from a security specification that may expresslie
tional accessibility based on the actual data flowing adsassess
process. Our solution borrows the idea of virtual views fr@an
lational database views. We also discuss an architectudeaan
implementation for workflow view synchronization.
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e companies and institutions are oftentsourcing fragments
of their business processe®utsourcing is sometimes iter-
ated, so that the service provider itself outsources sone fu
tions to the third parties [13].

From the business perspective, it is seldom the case th@uhe
sourced) process can be “zipped” into the invocation of glsin
web-service. Rather whole workflows must be orchestratdaum
in a decentralized manner. This happens in business-iodass
cooperations [12, 16, 10] in mobile environment [3, 9], ifdgys-
tems [29], in peer-to-peer networks [5, 20, 30], etc.

From a security perspective, outsourcing has a profounédamnp
on the trust models, security policies, security procesluaad se-
curity infrastructures that companies need to develop aaidtain
[19, 18]. One of the major changes over traditional modelaosf
cess control for workflows [4, 17, 26] is that we can no longer
assume that there is a single entity in charge of the enfanenof
access control rules.

Let’s consider the “classical” loan origination workflovom A.
Schaad’s papers on separation of duties [26]. It is necgss@n-
force separation of duties (SoD) between the front officepoasi-
ble for client loan request reception) and the back officei@gng
the loan request or not). Enter outsourcing and we end up with
not only two physically different offices but also managedddy
ferent companies and with different ownership and trusttiahs.
The central bank holding no longer wants the entire workflolwe:
visible to the various subsidiaries.

Of course it is possible to manually break down the overattco
pany workflows into separate sub-workflows but this would not

The last decade has seen a major reshaping of the way businesscale up to dynamic Virtual Organizations [29, 14].

is conducted over the web:

e service-oriented architectures and business (SOA) psoces
management platforn{§] are emerging as the architectures
and technologies of choice for structuring and integratipg
plications within and across enterprises.
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1.1 The Contribution of this paper

In order to solve this problem, we introduce the notiorbosi-
ness process security viefBusiness Views for short). Business
Views are similar to database views in the sense that thesatev
to actors all and only accessible information on tasks toxee e
cuted. In the same fashion of database views, when the yirtgrl
database changes the view is updated and the users seaendiffe
process.

With an appropriate definition of the access control ruleshen
global company workflow, we can construct the workflow view
that the outsourced contractor (corresponding to the satwdrthe
database view) should access and ship it to him for executitin
a local Workflow Management System (WFMS) at the contrac-
tor’s side. The mother company can simply rustatefulmediator
system [27], where synchronization of workflow views is ddye
one central participant that routes information amongllééaMSs
(if necessary). This central holding may log interactigmes;form
modification of data, assign scheduled tasks to partners, et
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Figure 1: General Loan Origination Process, BPG makes a loan request. Then, the front office checks identitiyeo
client. After that, two parallel rating engines run (depittas a
rectangle with a dotted board) and customer rating is catedl
the credit worthiness of the customer is checked by querimex-
¢ Formalization of business process by regular expressiitesic ~ ternal rating engine (e.g., Credit Bureau), an internatktebout
flow control rules the credit worthiness of the customer has to be done as well. |
the case of a low rating, the rating engines terminate withrer
e Security specification language that can express also-condi (depicted as grey end point). Otherwise, the back offic&aal-
tional rUleS, where conditional accessibility depends atad culates the price of the loan depending on the rating of tiemtcl
flowing across business process. If the loan exceeds 100K, the loan offer should be approved by
back office manager. Finally, the bank and the customer come t
an agreement and sign the contract at the side of the froneoffi
Basically, the back office and the front office may be diff¢i@n

In a nutshell, the contributions of the paper are the folfmyi

e Algorithm for business process view construction accaydin
to an authorization specification.

e Architecture for business process outsourcing. ganizations dislocated geographically and organizaliprighere-
) ) ) fore, we need to develop a mechanism that calculates, aoesou
e Architecture implementation. and synchronizes the corresponding part of the businesegso

Critical tasks as customer identification and loan offecuala-
tion are separated between front and back offices. For exarigl
back office should not be able to identify customers. On therot
hand, front office, even knowing the requested loan amohotjld
not influence the loan offer. This separation might be dudasse-
cal SoD constraints or different business constraints,(#hg back
offices offering the same functionalities to different “kat).

At this point, we would like to introduce our security model
1Ihat associates a different business security views terdifit roles.
Classical roles in the loan originating process (pre-ssicg clerk,
post-processing clerk or manager) are replaced in our Soelma
the contractors. The resulting model in our scenario is deyécted
in Fig.2.

The rest of the paper is organized as follows. In Sec. 2, we
present our motivating example: the Loan Origination Pss¢eOP).
Next, a formalization of business process is defined in Sethé
notion of workflow views is given in Sec. 2.1. Then we introduc
the language for authorization specification in Sec. 4, amdkfow
construction according to the authorization specificatio8ec. 5.
Next, synchronization protocol among decentralized viesvex-
plained in Sec. 5.1. Implementation issues of the proposeadeim
are discussed in Sec. 6. In Sec. 7, we present a short survey o
related work. Finally, we conclude the paper in Sec. 8.

2. MOTIVATING EXAMPLE

The starting point for our running example will be the “cias$’
loan origination process (LOP) from SAP mostly popularibgd\.
Schaad et al. [26].

LOP describes a customer wanting to buy a product whose of-
fering depends on the outcome of a number of actors. Several e
ternal and internal ratings need to be obtained in orderdesssthe
credit worthiness of the customer (internal rating, Cr&diteau).
Once the credit worthiness of the customer has been pdgitge
tablished, the *bank” seleqts a pundle product and subiriiosthe office. From the viewpoint of the front office clerk, the caur
;:f;%?igr:éhtic;ﬁtgg:gé?:ﬂ';gzds?g;h;fggggiﬁdwg%(:: d quoprinting V\/_eb-_service iasynchronou:{dotted line in Fig. 2), since
tation marks because what the customer naively considergéesi Its invocation is postponed by the back office workflow. -
entity is in reality a virtual organization. . .

Figure 1 illustrates the different steps of the scenarigh wie 2.1 Business Process Views
actors and the roles involved. Namely, the workflow sequéene Taking into account that IBS from the motivating example not
closed in a rectangle with a solid border) starts after thetarner only specifies actor collaboration but also may run its ovwskda

Example 2.1: Front office receives the customer, identifies him,
stores loan request, and sends request for starting ratigiges
to the internal banking system (IBS). IBS runs internalngtéen-
gine and external rating engine to calculate a score of thiomer.
IBS assigns the processing of calculated ratings to the bfiicie.
As Fig. 2 shows, the back office invokes IBS after loan offds ca
culation. Then, IBS will assign the task of LOP finalizatidvat
includes printing and signing the contract at the site offtbat



P N e x(7) is a function that returns an XPath expressforep-
Receepromee resenting a nesting of flow structures calleshtainersin

‘ which 7 is included:f | ow, sequence, i f. The expres-

sion x(7) /name receives the label of container if it is not

null.

Z 0
[ RunintemalRE | [ RunExtemalRE

Internalirating<585

Due to the nature of ending points we assume th@nd = 0. O

In other words, the control flow relation for a taskmay be
end, or another task’ executed sequentially, or a set of tasks ex-
ecuted in parallel, or conditional flow whetds a condition,r. is
a task executed sequentiallydfe C holds, 7.;s. is an optional
task (marked with symbol “?”) executed sequentially if citiod ¢
does not hold.

Example 3.1: According to Def. 3.1, the formal representation of

the workflow of our motivating example is the following. BR&
is a tuple(start end ©, C, P, x), where
© = {Custonerldentification, CheckRating,
Cal cul ateLoanCffer, ... };
e.g.,RuninternalREwe infer that IBS is a workflow coordinator Control flow rules are
and has its own view of the business process. An example of the .
o A P(ldentifyCustoner)

bank view is shown in Fig. 3. _ P( St or eLoanRequest )

In the sequel, we assume that for the assignments of rolesito ¢ P(RunRat i ngEngi nes)

| [ Receivemanager

InvokeFrontOffice

Figure 3: Bank view of workflow
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tractors and their validation one can use any existing aizon P(Runl nt er nal RE)
mechanisms in order to concentrate on the novel aspectssi Bu i f(Internal Rating<585, end, CheckRating)
ness Process Views (BP Views)l P(CheckRat i ng) = ( Cal cul at eLoanOf fer)
P(Cal cul ateLoanOffer) = if(LoanSmunt >100,
Manager Approve, PrintContract)
3. BUSINESS PROCESS MODELS P(Manager Appr ove) (PrintContract+Updat eLOPSt at us)

As we have seen in the motivating example, a business process £( P”d”t Contract) (Upgat eLOPSt at us)
may be modelled as graph, where nodes are atomic tasks aesl edg  (Updat eLOPSt at us) (end)
represent a flow among tasks. A basis for orchestration figeeci Examples othi-function: x(CheckRating)=sequence because

tion of business processes is a sequential/parallel catgosf CheckRatings in the first sequenceg,(Check Rating) /name=mai n;

tasks and conditional statements that are expressed bypltoe-f x(RunInternal RE)=sequence/f | owbecaus&uninternalRE

ing BPEL constructs: is in parallel flow which is nested into a sequential flow,
X(RunInternal RE) /name=RE. O

1. sequencei.e., set of tasks are organized into a precise se-
guence that should be respected,;

4. ACCESS CONTROL ON BUSINESS

2. flow, i.e., set of tasks may be run concurrently;

o o PROCESS
3. if, i.e., only one task from a set of parallel tasks is run in the . .
. o We can now introduce our access control model for business pr
current sequence of tasks if some condition holds. cesses
We now p}r\esent a formalism for representation of businessess Definition 4.1: An access specificatiois a pair(G,ann), where
asagrap G is a BPG,ann is a partial mapping such that for a control flow
Definition 3.1: Business Process Graph (BPi3)a tuple relationt — P (7), for element’ € P (7):

(startend ©, C, P, x), where ann(r, ') = Y | N | Q[q]

startis a root of the graph callestarting point of the process . . .
* grap gp P whereY andN denote that business process tasks accessible

e endis a set of graph nodes callethding points of the pro- or inaccessible respectively after the business proceks theing
cess executed. The qualifig®[q] is a conditional accessibility, where
. 2 is an expression depending on data transmitted across théavo
e O s a set of nodes calladsks”. Each task we denote as We assume thainna.. (starj=Y by default. O
e ('is a set of conditions. Quialifier Q[g] is used to formulate accessibility conditions de-

pending on data, e.g., values of input and output paraméters
orchestrated Web-services. The qualifier means that théstaer-
mitted if condition holds. Otherwise, the task is forbidden

If ann(,7") is not explicitly defineds’ mayinherit an annota-
tion from 7 or may gain an annotation according to sodegault
a:=end| 7|71+7T|if(c,Te, Teise?) policy. On the other hand, inn(r, ') is explicitly defined, it
cannot be overridden with a propagated annotation. In thecu

"For our implementation business processes are express&l Us paper, we consider the case when annotation labels aregarizgha
Business Process Execution Language [6]. Algorithm foivader

BPEL from BPG is reported in appendix A. 3BPEL is an XML dialect. Therefore, navigation in BPEL may be
2Neither starting point nor ending points are tasks done via XPath.

P is a set of graph nodes call@dntrol flow relationthat
for each inputr defines a set of outputs and is denoted as
7 — P (7) = a, wherea is a regular expression, defined as
follows:




top-down, i.e., from the start point to the end points. Ogoathms Algorithm ANNOTATE BUSINESSPROCESSGRAPH
can be easily extended to bottom-up propagation as well. Input: A authorization specificatiofs, ann)

Since we put annotations on BPG edges, the idea behind ouroytput: Fully annotated BP@
algorithm is to “push” security labels from edges to taskse Ta-

1: Initialize G’ := G whereann is defined onG’ as onG;

beled task, .in jts turn, may .propagate its annotation .to. qiskst 2: for all control flow relationsr — P(7) in G’ and all7’ €
that follows it via corresponding BPG edges that were ilhtian- P(r)do
labelled. In this way the security model guarantees thatibst 3. initializeo(r, 7') := 7’
specific rules takes precedenménciple is followed. 4: end for ’
Example 4.1: For the front office, the annotation contains the fol-  5: for all T — P (7) and all7’ € P (7) with ann(7,7") = Q][q]
lowing labels: do
ann(RunRatingEngines, RunInternal RI) = N 6: add toG’ a new element typey, and a control flow rule
ann(RunRatingEngines, RunFExternal RI) = N 7-’(‘ -~ P (7-’)
ann(Manager Approve, PrintContract) = . ; . ! ongi / /
Q[Manager Approve — true] 7. in P (7) substituter’ with 7" + 7y

ann(if(LoanMount < 100), PrintContract) =Y 8: SetU(T: 7—/) = T/[Q]; O‘(T, Tl<l) = Tl[ﬁq];
9:  setannga(7') = Y andannga. (1y) = N;

The back office clerk has other labeling: 10:  for all element types” occurring inP (7') do
ann(start IdentifyCustomer) = N 11 seto(ry, 7)) = o(r', 7");
ann(RunlInternalRI, CheckRating) =Y 12: setann(ﬂg 7—”)::ann(7-’ 7—”);
ann(RunFEzternal RI, CheckRating) =Y 13: end for ’ ’
ann(CalculateLoanO f fer, Manager Approve) = N )

14: end for

The qualifier means that the workflow view for the post-preoes 15: while annga (7') of some ta§k—’ is undefinedio

clerk will continue if the manager approves the loan with moant 16:  if all preceding tasks of 7" have definednn(r, 7') then

superior to 100K. However, in any case, the post-processary 17: if all anngxea (7) =Y then

should report a status of the LOP. O 18: setannga (77) :=Y;

19: else ifall anngata(7) = N then
20: setanngaa (7') := N;
5. BUSINESS PROCESS VIEW 1 else
CONSTRUCTION 22: add toG’ a new taskry, and a control flow relation
/ /
We now show how to construct a BPG security view, given a __ ™ — P(r )‘ .
BPG structure and an authorization specification. The atoin of 23: selo (7, 7y) =7, , _
BPG view has two parts: 24. SetaNaaca (7') = Y, aNNgata(7no) = N;
25: for all element types” occurring inP (7') do

1. computing a fully annotated BPG such thdi labels are 26: seto(r, ") == o (', 7");

assigned te@veryelement type, and 27: setann(ry, 7”7):=ann(r’, 7");
2. restructuring the fully annotated BPG so thhtabelled el- 285 end for . ,

) . . 29: for all preceding tasks of 7' do
ements are deleted and their permitted children are atfache 30: if () = N then
to their nearest permitted ancestors. In this manner, tt@ BP : aNNdata T, L
- ) 31: replacer’ with 7y in P (1)

view shows all, and only, the accessible data. 30 end if

In parallel with BPG view construction, we maintain an aubafial 33: end for

o-function that will be used by the centralized mediator émsiate 34: end if

the current flow from the centralized entity to the contrextand 35: endif

viceversa. 36: end while

Example 5.1:In Example 4.1, there is an annotation

ann(start Identi fyCustomer)=Y. It means that fronidentify-
Customemve should propagaté to the following task, i.e StoreLoan-
Request O

Figure 4: Algorithm ANNOTATE BUSINESSPROCESSGRAPH

It should also finalize workflow by reporting a status of LORB,. e
First of all, we have to eliminate qualifiers. As we said ahove “contractis signed”. Otherwise, the contract cannot Hdeegiprinted

qualifiers mean different instantiation of a business psc&here- or signed. However, LOP status should be updated, e.gn ttiar
fore, we duplicate the task, which accessibility is defingd ljual- calculated”. The latter should be done in parallel with iTation
ifier, to a permitted task and a forbidden task. We create taem  of IBS. a

a parallel flow. At the end, the flows starting with the forkédd
duplicate will be deleted and if it is finalized by a permittadk,
this task should be started in parallel with a permitted fldva o
duplicated task as an asynchronous Web-service.

As Fig. 1 shows, BPG is not a tree. Therefore, it may happen
that different annotations may arrive to the same task. ke
that in some workflow instances, a certain BPEL portion wal b
executable, while in others not. Thus, we have to duplicath &
task as well.

An overall algorithm for BPG annotation propagation is show
in Fig. 4. Lines 2-4 show an initialization ef-function. In lines 5-
14, we eliminate qualifiers that express access conditiodaba.
Basically, at this step, we emulate two possible outcomésauin-
struct. Namely we split the task followirf into createY-labeled
and N-labeled copies. And the propagation continues. Having
eliminated all qualifiers, we simply propagateand N labels in
lines 15-21 If both positive and negative labels arrive t® shme
node, we repeat the same splitting operation to resolve iconfl
Example 5.2: The front office should execute tasRsintContract (lines 21-34).
and SignContracif the approval decision of the managet isue. Having fully annotated BPG, we have to eliminate forbidden



Algorithm BuILD VIEW

Input: Fully annotated BPG~
Output: A security view G’, o)
1: for all tasksT with anng. (7) = N do

2.  for all control flow rulesr — P (7) do

3: if 7/ occurs inP (r) then

4. for all 7'/ that occurs inP (7’) do

5: seto(r,7"") = o(r, ") /o (v', 7Y U a(r,T")

6: end for

7 if P(7') # 0then

8: replacer’ by Invokel BS(user, T, input(r’))in P (1);
9: createP (InvokeI BS) = Receivel BS(output(t’));
10: createP (Receivel BS) = P (7');

11: deleter’;

12: else

13: replacer’ by end

14: end if

15: if 7is Receivel BS’ then

16: deleteReceivel BS';

17: deleteInvokel BS;

18: end if

19: end if

20:  endfor

21: end for

Figure 5: Algorithm BuILD VIEW

tasks and insert calls of IBS and task assignments from IBEnD
elimination of forbidden tasks, we update #hdunction in such a
way that it can be used to reconstruct the original workfloor. the
invocation of IBS and reception of responses from it, weoidtice
virtual tasks invokelB&ndreceivelBSespectively. The first one
accepts parameters of those deleted tasks that follow inaedy
after the last permitted tasks. For examteninternalREs a for-
bidden task for pre-processing clerk and follows immedijeaéter
RunRatingEnginesThe second virtual taskeceivelBIssues the
values for parameters of those permitted tasks that follomédi-
ately after the last forbidden tasks. For exam@leeckRatingvill
be called aftereceivelBShat issues values calculatedRynInter-
nalRE and RunExternalREwhich are the last forbidden tasks for
pre-processing clerk. The formalization of algorithmaiBD VIEW
is shown in Fig. 5.

5.1 Rewriting of Virtual Tasks

In the previous section, we introduced virtual taséseivelBS
andinvokelBS Their implementation may be done in two ways.
The first one is a physical creation of Web-services cornmeding
to those tasks. In such a case, we should automatically aener
e.g., Java-code for these Web-services and a script thgbilgsm
the generated code, creates WSDL-description and depleys W
services on an application server. This approach is sirulaiew
materialization in relational databases and has similawbacks.
Namely, we have the problem of integrity maintenance amoeg c
ated Web-services when access policy changes or workflowds m
ified: we have to recycle previously created services aneteleb-
solete ones. This requires a sophisticated mechanism ifaicee
usage tracking. The infeasibility of this solution is selfident.

As a better alternative, we developed a technique of ini@tat
rewriting which is similar to query rewriting and virtualews in
relational databases. The idea is to rewrite calls to aeifi/eb-
services into calls to real Web-services. For this purpos¢he
front of every local WFMS, there should be a special handter o
gateway. Central ERP handler (i.e., handler of IBS) is senarnt
the sense that it has information about location of othedlea
and accessibility of a corresponding agents participaitingusi-
ness process. Each agent handler knows only a location ¢Bge
handler.

The protocol of synchronization is twofold: from an agent38
and from IBS to an agent. Below we define itin a semi-algorithm
way:

Invocation of IBS by an agent. Assume that the agent executed
a part of its workflow and received some datasult that
should be passed to IBS.

1. invokel B.S should be done with two parametergsult
andlast_executed, which is the last executed task by
the agent.

2. Agent’s handler rewrites this call to
Invoke(IBS, Receive(Agent, result),last_executed).

3. IBS handler intercepts this call and rewrites it into
ReceiveAgent(result).

4. IBS assignsresult to P(last_ezecuted) which is a
set of tasks in the original workflow that should follow
last_executed.

5. IBS starts to executeand then the rest of the workflow
view related to its WFMS.

Invocation of an actor by IBS. Suppose that IBS
should pass-esult of the preceding workflow execution to
some agent. We denote a set of the last executed workflow
tasks agast_executed (either received from some agent, or
executed by IBS itself).

1. IBS callsinvoke Agent(result).

2. IBS handler rewrites it to
Invoke(Agent, receivel BS(result),
P(last_executed), wherer € P(last_executed) is a
task that should followast_executed in the workflow
related to the agent. The exact identificationrofs
done according ter-function calculated according to
the agent’s permissions.

3. Agent handler rewrites it inteeceivel BSS(result) at
the point of the agent’s workflow before tasks

4. WFMS of agent assigns:sult to tasksr and starts to
execute them and then the rest of the workflow view
related to agents WFMS.

The protocol of workflow view synchronization demonstrades
modular nature of our proposal. Namely, in the current examp
IBS with the back and front offices as a whole may be the third
party office in other workflow with a different ERP.

6. IMPLEMENTATION ISSUES

In Sec. 2, we presented a general LOP. In this section, wd deta
how we implement this scenario, our architecture for the BRVE
implementation, and finally, we show our solution on rewagtvir-
tual tasks into the real ones that can be integrated sedyniegs
existing authorization frameworks.

To implement this scenario we assign several services tdithe
ferent entities: front office, back office, back office of thamager.

So far, we have implemented a simplified version of a workflow
having excluded a manager approval task.

e The front office is in charge of identifying the customerysto
ing the loan request and finalizing the contract. These func-
tions are performed respectively by the following Web-&mrs:
WS Authentication, WS Store Loan and WS Loan Calcula-
tion.
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e The IBS is invoked by a call to an artificial Web-service (In-
vokelBS) that is rewritten as a call to a real Web-service, as
presented in Sec. 5.1. The services representing the IBS vie
are WS Internal Rating and WS External Rating.

e The back office view of the workflow is modeled as an inter-
face of the WS Calculation Offer.

The logical architecture of the LOP implementation is degac
in figure 6. Four layers are needed to fully decouple the lmssin
logic from the functional implementation. A database layakes
a clear separation between the database of the bank compiogin
internal rating, and the credit bureau database providirexgernal
assessment. The Rules layer enables decoupling of theekasin
rules from the code in such a way that if regulations (or jcas)
of the partner evolve, the only layer to update is the rulgsrlalThe
Web-service layer is complemented by the orchestratioer Ithat
contains the BPEL specification of the process that is inééegl
by a WFMS. The latter describes how web services works tegeth
and on which interface.

The BPEL view architecture involves the back office and the
front office that can be dislocated geographically. We tloeecas-
sume that each business partner has its own XML securityggite
(linked by two solid lines in Fig. 7), where we can place owvnie
ing module acting according to protocol presented in Sdc.Bhe
overall architecture is depicted in Fig. 7.

Each agent’s gateway knows the IBS location (dotted liras),
only the IBS gateway knows the location of the other busipass
ners. Architecture for rewriting can be designed, from oienw
point, in two ways. The first one enables integration wittsgrg
framework such as PERMIS [7], the second allows a integmatio
within the Web-service environment. Below, we explain both
them.

6.1 XML Security Gateway.
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Figure 7: Business Process View Architecture
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6.2 Web Service Handler.

Our actual Web-service implementation is based on the basis
Apache Axis 2 Web-service engine [2]. This engine providpara
ticular execution model depicted in Figure 9. Itis based pipa of
sequential actions performed by handlers, which can beadasic
Handlers can be placed at both the client and the server e (
spectively the left part and the right part of Figure 9). lbais to
interact with incoming and outcoming messages before thagir
out Transport sender which will form the SOAP message and sen
it. This is the place where we implement our Rewriting module
Thus, on the server side where the message will be rewrigfamds
reaching the Web-service business logic on the server siglet (
part of figure 9). On each incoming message, it checks whétkeer
target endpoint is an artificial Web-service and then resrit.

7. RELATED WORK

Security models and mechanisms for workflows have mostly fo-

In service oriented architecture, communication is penfeat through cussed on the classical issue of separation of duties [B5RM],
XML-based messages called SOAP messages. This communica-Schaad et al. focused their work on a banking scenario where t

tion can be maintained by an XML security gateway. Namely, in
the context of SOA, XML gateway is a hosting of Web-service in
terfaces. These interfaces define endpoints of Web-servitke
XML security gateway is also a specialized service thatqeré
security policy enforcement and rewriting of virtual taskhere-
fore, the gateway contains Policy Enforcement Point (PEPharge
to carry out the policy of the agent or ERP (e.g., accept agiyesd
message, no messages from a certain IP, etc), and a revdter t
rewrites incoming and outgoing calls according to the prokpre-
sented in Sec. 5.1. Figure 8 illustrates the overall priecip

“four-eye principle” is important to avoid frauds. They pemted

a comprehensive taxonomy of SOD, for static and dynamic as-
pect. The latter is decomposed as follows: Simple Dynamib SO
Object-Based SOD, History-Based SOD. Finally they apphed
model-checking approach to analyze their case study. Rgcen
SOD has been studied within Workflow Management Systems [4],
the authors proposed a solution based on an offline syntataiy-

sis of all the role/user/permission assignment possilaeshtisfies

the policy, however the solution is limited to centralizeoriflows.

In [8], the authors studied SOD in workflows, and consideted t
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Figure 9: Apache Axis2 Execution Model

As the future work, we would like to consider a centralizechma
agement of workflow, where agents run their portions of bessn
process directly on WFMS of ERP. We would like to develop an ac
cess control model to streaming data which is an instantiatsi-

fact that a workflow can have several instances and that alossr
not necessarily endorse the same role in each instance. proey
vided a solution to express Multiple-Session SOD policy (L5
and to enforce them in a RBAC infrastructure and implemeitted
into the PERMIS framework [7]. The limitation of MSOD is that ness process. After that, it will be interesting to investigif an
requires a full RBAC infrastructure, moreover the Policyci3én instantiated view of business process will be equivalerdrtan-
Point (PDP) must know the name or ID of the user who activate a stantiated business process of the view calculated acaptdithe
role in order to link the access control session with the naere. current proposal. We are also interested in extensionsraitho-
In the business domain, the CrossFlow project [14] aimed at rization specification with temporal constraints for esfament of
the support of workflows in dynamically created virtual orga- a dynamic separation of duties and usage control for SOA.
tions. The architecture is built on proxy gateways that gubbr
encapsulate the provider-consumer core services of trenmar
tions. In [15], Jablonski et al. presented Agent Enhanceckfivov
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APPENDIX
A. BPEL DERIVATION FROM BPG

Algorithm BPEL TREE

Input: taskr
Output: BPTG’
1. if 7 is startthen
Initialize BPTT" with start
end if
if P(7) # 0 then
for all tasksr’ from P (1) do
add tostartpathx (') /7;
call BPEL TREE with parametet’;
end for
9: else
10:  return;
11: endif
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