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Objectives

 Build and deploy on the Internet a distributed
platform of identically configured low-interaction
honeypots in a large number of diverse locations

 Carry out various analyses based on the collected
data to better understand threats and build models
to characterize attack processes

 Analyze and model the behavior of malicious
attackers once they manage to get access and
compromise a target
o High-interaction honeypots
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30 platforms, 20 countries, 5 continents



in Europe …



Win-Win Partnership

Interested partners provide…
 One old PC (pentium II, 128M RAM, 233 MHz…),
 4  routable IP addresses,

EURECOM offers …
 Installation CD Rom
 Remote collection of logs + integrity checks
 Access to the whole SQL database



Data analysis
 Data collection since 2003

o Vmware and honeyd platforms

 Information extracted from the logs + additional tools
o IP address of the attacking machine
o Time of the attack and duration
o Targeted virtual machines and ports
o Geographic location of the attacking machine (Maxmind)
o Os of the attacking machine (p0f, ettercap, disco)

 Deep analyses are necessary to extract useful trends
and identify hidden phenomena from the data
o Clustering techniques, Time series analysis, etc.

 Interesting results obtained so far
o Publications available at: www.eurecom/~pouget/papers.htm





Modeling and quantitative evaluation
 Identify probability distributions that best characterize

attack occurrence and attack propagation processes

 Model the time relationships between attacks coming from
different sources (or to different destinations)

 Predict occurrence of new attacks on a given platform based
on past observations on this platform and other platforms

 Estimate impact of attacks on security of target systems
o High-interaction honeypots to analyze attackers behavior once

they compromise and get access to a target



The number of attacks per unit of time, considering a single
platform or all platforms, can be described as a linear
regression of the attacks originating from a single country only

Y(t) = αj Xj(t) + βj

0.94438.0325.93UK

0.94759.15.13USA

0.931555.6744.57Russia

R2βjαj

14 platforms
46 weeks
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High-Interaction honeypots
Analyze behavior of skilled attackers once they

get access to a target
o Identify attack scenarios
o Estimate systems capacity to resist to attacks

 Validate a theoretical model for quantitative
evaluation of security developed by LAAS in the 90’s
o Privilege graph to describe vulnerabilities and attack scenarios
o METF “Mean Effort To security Failure” to quantify security
o Assumptions about intruders behaviors



Conclusion
 Interesting conclusions derived from the data

collected so far

 Some open issues with respect to modeling are under
investigation

 The more data we have, the more we can say about
threats and how to model them

o Participation to data collection and analysis effort is
open to all interested partners who accept to install a
honeypot in their premises

o Contact: dacier@eurecom.fr


