Modeling and Reasoning about
Information Quality Requirements

Mohamad Gharib and Paolo Giorgini

University of Trento - DISI, 38123, Povo, Trento, Italy
{gharib,paoclo.giorgini}@disi.unitn.it

Abstract. [Context and motivation] Information Quality (IQ) is a
key success factor for the efficient performance of any system, and it
becomes a vital issue for critical systems, where low-quality information
may lead to disasters. [Question/problem] Despite this, most of the
Requirements Engineering frameworks focus on “what” and “where” in-
formation is required, but not on the intention behind its use, which is
essential to define the required level of quality that information should
meets. [Principal ideas/results] In this paper, we propose a novel con-
ceptual framework for modeling and reasoning about IQ at requirements
level. [Contribution] The proposed framework is based on the secure
Tropos methodology and extends it with the required concepts for mod-
eling and analyzing 1Q requirements since the early phases of software
development. A running example concerning a U.S stock market crash
(the May 6, 2010 Flash Crash) is used throughout the paper.
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1 Introduction

Information Quality (IQ) is a key success factor for organizations, since depend-
ing on low-quality information may cause severe consequences [1], or even dis-
asters in the case of critical systems. Despite its importance, IQ is often loosely
defined, or simply ignored [2]. In general, quality has been defined as “fitness
for use” [3], or as in [4] the conformance to specifications, i.e., meeting or ex-
ceeding consumer expectations. For example, consider a stock market investor
who uses his laptop to trade some securities, the level of IQ required by him
concerning his trades is not the same as the IQ level required by a main stock
market (e.g., NYSE, NASDAQ) that is responsible of managing thousands of
trades in milliseconds simultaneously. In the first case, low-quality information
can be accepted to a certain level, while in the second case it may result in a
financial disaster (e.g., stock market crash, or at least loses of millions of dollars).

Several techniques for dealing with 1QQ have been proposed in the literature
(e.g., integrity constraints). However, they mainly focus on technical aspects of



IQ and do not solve problems that may rise at organizational or social levels.
More specifically, these techniques do not satisfy the needs of complex systems
these days, such as socio-technical systems [5], where humans and organizations
are integral part of the system along with the technical elements such as soft-
ware and hardware (e.g., healthcare systems, smart cities, etc.). In these cases,
requirements about IQ should be extended to a socio-technical analysis.

For example, the Flash Crash was not caused by a mere technical failure,
but it was due to undetected vulnerabilities that manifested themselves in the
interactions of the stock market systems that led to a failure in overall socio-
technical system [6]. In particular, several reasons contributed to the Flash Crash
were caused by socio-technical 1Q related issues. For instance, according to [7]
some traders intentionally provide falsified information. Others continue trading
during the crash by forwarding their orders to the markets that did not halt
their trading activities due to lake of coordination among the markets, where
the lack of coordination resulted also from IQ related vulnerabilities. However,
such failures could be avoided if the IQ requirements of the system-to-be were
captured properly during the system design.

We advocate that answering “why” IQ related mechanisms and solutions
are needed, and not just “what” mechanisms and solutions are needed to solve
IQ related problems can provide a better understanding of stakeholders’ needs
that are beyond IQ requirements. The framework presented in this paper uses a
Goal-Oriented Requirements Engineering (GORE) approach. Among the several
GORE approaches offered in the literature (e.g., KAOS [8], i* [9]), we adopted
secure Tropos [10] as a baseline for our framework. Secure Tropos introduces
primitives for modeling actors of the system along with their goals that can
be refined through And/ Or decompositions. Resources are used to represent
both physical and informational entities that are needed/ produced for/by the
achievement of goals®.

Moreover, it provides the notion of delegation to model the transfer of re-
sponsibilities among actors, and it adopts the notion of trust and distrust to
capture the expectations of actors in one another. Our framework extends the
conceptual framework of secure Tropos by providing the required concepts and
constructs for modeling and reasoning about 1Q requirements. It allows the ana-
lyst to identify clearly “why” a certain level of IQ is needed and not only “what”
and “where” such information is needed.

The paper is organized as follows; Section (§2) describes our motivating exam-
ple, while in Section (§3) we discuss the different problems related to capturing
IQ. In Section (§4), we outline the limitation in secure Tropos for dealing with
IQ, and then we propose the required extensions. In Section (§5), we present the
reasoning techniques that our framework offers. Section (§6) implement and eval-
uates the proposed framework. Section (§7) presents the related work. Finally,
we conclude and discuss the future work at Section (§8).

! NeededBy,/ producedBy have been proposed in SI* [11], which is an extension of
secure Tropos



2 DMotivating Example

Our motivating example concerns the May 6, 2010 U.S stock Flash Crash. Based
on [7], we can identify several stakeholders including: stock investors are indi-
viduals or companies, who have a main goal of “making profit from trading
securities”, which is And decomposed into two goals “Produce sell/buy orders
for targeted securities” and “Analyze the market for targeted securities”, where
the first goal produces “Inv- Sell/ Buy orders”. While last goal is Or decomposed
into two goals, “Analyze the market depending on trader” that needs to con-
sume “Tr trading suggestions” (provided by a trader), and “Analyze the market
depending on consulting firm” that needs to consume “Con trading suggestion”
(provided by a consulting firm).

Stock traders are persons or companies involved in trading securities in stock
markets with a main goal of “making profit by trading securities” either for their
own sake or by trading on behalf of their investors. According to [7], traders can
be classified under several categories, including: Fundamental traders: are able to
either buy or sell a significant number of securities with a low trading frequency
rate; Market Makers: facilitate trading on a particular security in the market,
and they are able to trade large number of securities; High-Frequency Traders
(HFTs): are able to trade with very high trading frequency; Small traders: trade
small amount of securities with very low trading frequency.

While stock markets are places where traders gather and trade securities,
which have a main goal of “Make profit by facilitating the trades among stock
traders” that is And decomposed into two sub goals “Manage order matching
among traders” and “Ensure fair and stable trading environment”, where the
first intend to receive, match and perform orders from different traders, and the
last is responsible of halting or slowing down the trading frequency in order to
stabilize the trading environment when necessary. Moreover, consulting firms are
firms specialized for providing professional advices concerning financial securities
for a fee to traders and investors. Finally, credit assessment ratings firms are
firms with a main objective of providing assessments of the credit worthiness of
companies’ securities, i.e., such firms help traders in deciding how risky it is to
invest money in a certain security.

Figure 1 shows a portion of the secure Tropos representation of the stock
market structure. Secure Tropos is able to capture the social/ organizational
context of the system, but it does not offer primitives to model needs about
1Q, i.e., it deals with information whether they are available or not and who is
responsible about their delivery. For example, secure Tropos is able to model
information provision between investors and traders, and between traders and
markets. Yet, it does not provide concepts that enable to analyze the quality of
the provided information (e.g., information is not falsified).

3 The Problem of Capturing Information Quality

The quality of information can be defined based on its “fitness for use”, yet such
definition does not explicitly capture the “fitness for use” for “what” and the
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Fig. 1. A partial goal model concerning the U.S stock market structure

“fitness for use” of “who”, which is very important when information has several
stakeholders, who may require different (might be conflicting) quality needs. In
other words, existing definitions of IQ miss the clear semantics to capture 1Q
requirements taking into consideration the different needs of their stakeholders.
Without having such semantics, it is hard to determine whether IQ “fits for use”
or not.

Several IQ models and approaches have been propose [12,13], yet most of
them propose holistic methods for analyzing 1Q (one size fits all), i.e., they
consider a user-centric view [14] without taking into consideration the relation
between information and its different purposes of usage. For example, in Figure



1 we can see a stock investor (e.g., John) who wants to send a sell/ buy order
to a stock market through a stock trader. This simple scenario raises several
questions: Do all the stakeholders (e.g., investor, trader, and stock market) have
the same purpose of information usage? How we can define the quality of the
buy/sell order based on the different purposes of usage? Should the stakehold-
ers require the same quality of information? If not, how do their needs differ?
Actually, the previous questions cannot be properly answered without defining
a clear semantics among information, its quality, and the stakeholders’ intended
purposes of information usage.

Moreover, IQ can be characterized by different dimensions [15,16] that can
be used to analyze 1Q, including: accuracy, completeness, consistency, timelines,
accessibility, trustworthiness, etc. However, we only focus on 4 IQ dimensions,
namely: accuracy, completeness, timeliness and consistency, since they enable
us to address the main IQ related problems that we consider in this paper.
These dimensions can be defined as follows: Accuracy: means that information
should be true or error free with respect to some known, designated or measured
value[16]; Completeness: means that all parts of information should be avail-
able [15,16]; Timeliness: means to which extent information is valid in term of
time [13]; Consistency: means that multiple records of the same information
should be the same across time [16].

After defining these dimensions, we need to ask several more questions, should
the different stakeholders consider the same I1QQ dimensions for analyzing IQ? Do
they analyze these dimensions by the same ways? For instance, can informa-
tion validity be analyzed by an actor who requires to send information, and an
actor who requires to receive (read) information by the same way? The same
question can be asked about other dimensions. Moreover, most of the proposed
IQ approaches ignore the social/ intentional aspects that underlie some of these
IQ dimensions. Ignoring such aspects during the system design leaves the sys-
tem open to different kinds of vulnerabilities that might lead to various kinds of
failures (e.g., actors might intentionally provide falsified information).

4 Extending secure Tropos with IQ modeling concepts

In order to capture the stakeholders’ requirements concerning 1Q, secure Tropos
modeling language needs to be able to provide the required concepts and con-
structs for capturing the stakeholders’ different purposes of information usage,
and the different relations among the purposes of usage and IQ in terms of its
dimensions. From this perspective, we extend the conceptual model of secure
Tropos to accommodate the following concepts:

Goal-Information interrelation: we need to provide the required concepts
to capture the different relations between goals and information usage. Thus, we
extend secure Tropos by introducing 3 different concepts that are able to capture
such relations: Produces: indicates that an information item can be created by
achieving the goal that is responsible of its creation process; Reads: indicates
that a goal consume an information item. Reads relation can be strictly classified



under, Optional: indicates that information is not required for the goal achieve-
ment, i.e., the goal can be achieved even such information has not been provided;
Required: indicates that information is required for the goal achievement, i.e.,
the goal cannot be achieved without reading such information; Sends: indicates
that the goal achievement depends on transferring an information item under
predefined criteria to a specific destination.

For instance, in Figure 2 achieving the goal “Perform the trades” produces
“Trade information”. While the goal “Receive sell/buy orders from traders” op-
tionally reads the “Sell/ Buy orders”, since the goal will be achieved regardless
the number of the received sell/buy orders. While goal “Manage trading envi-
ronment” requires to read “Prim (CB) information”. At the other hand, the goal
“Perform after sale operations” needs to send “Trade info” to the bank that is
responsible of finalizing the trade. These different relations are shown in Figure
2 as edges labeled with produce, send[destination/[time], read [R] and read [O]
to represent produces, sends, optionally read and required read respectively.

Information accuracy: we need to provide the required concepts that en-
able for deciding whether information is accurate or not from different perspec-
tives of its stakeholders. In particular, information accuracy can be analyzed
based on its production process, since information can be seen as product [17,18],
and many of the product quality concepts can be applied to it. In other words,
the accuracy of information is highly affected by its source [19]. Moreover, actors
might depend on one another for information to be provided, and the provision
process might also affect the accuracy of the provided information. More specif-
ically, the accuracy of information can be analyzed based on its sources along
with its provision process.

We rely on the notion of trust that has been proposed in secure Tropos to ana-
lyze the accuracy of information based on its source (trusted/distrusted source)
and provision process (trusted /distrusted provision). For instance, a market
considers information it receives as accurate, if a trust relation holds between
the market and information source (e.g., trader), and if information has been
provided through a trusted provision. The same can be applied to information
that is send, i.e., send information is accurate from the perspective of its sender,
if a trusted provision holds between the sender and the final destination of infor-
mation. Such relation is shown in Figure 2 as edges labeled with T concerning
the provided information (“Inv sell/buy orders”) between John (investor and
Small market Col (stock market).

Information completeness: we need to provide the required concepts to
capture the relation between an information item and its sub-items (if any),
which enables us to decide whether information is complete or not. Thus, we
rely on the “part of” concept that has been used in several areas (e.g., natural
language, conceptual modeling, etc.) to model such relation. For example, one
main reason of the Flash Crash was the effect of uncoordinated Circuit Breaker
(CBs) 2 among the markets. Such failure resulted due to depending on incomplete
information by markets for their CBs.

2 Techniques used to slow or halt trading to prevent a potential market crash [20]
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Fig. 2. A partial goal model of the Flash Crash extended with IQ related constructs

In particular, in stock market domain, the same securities might be traded
in different markets. Thus, in order to coordinate the CBs between the different
markets that trade the same security, markets should be aware of one another’s
activities concerning any change in the trading frequency. In other words, when
a market halts or go into slow trading mode for a specific security, all markets
trading the same security should do the same. This can be solved, if we consider
the CB information that is used by any market is composed of the local CB
information along with the CB information produced by the primary listing
market (the main market for trading the security) to guarantee that all markets
who trade the same securities will coordinate properly. Similarly, the main listing
market should be aware of the different activities performed by the markets that
trade the same securities. Such relation is shown in Figure 2 as edges labeled
with part of between “Prim CB info” and both its sub-items “Loc 1 CB info”
and “Loc 2 CB info”.



Information timeliness: we need to provide the required concepts that
enable for deciding whether information is valid in terms of time for its purpose
of usage. Since we already defined two different relations between goals and
information that can be affected by time aspects (e.g., reads and sends), we need
to define validity that fits the needs of each of these relations: Read timeliness:
in order to ensure that information is valid for read, we need to ensure that its
value in the system represents its value in the real world. Lack of timeliness leads
to situations where the value of information in the system does not accurately
reflects its value in the real world [15]. We rely on Ballou et al. [17] work to
analyze the timeliness of read information depending on its currency (age): the
time interval between information creation (or update) to its usage time [14,13])
and its wvolatility: the change rate of information value [14], i.e., information is
not valid, if its currency (age) is bigger than its volatility interval, otherwise it
is valid. Send timeliness: is used to capture the validity of information at its
destination in terms of time. In particular, it defines the allowed amount of time
for information to reach its destination, which should be defined based on the
needs of information sender.

Referring to Figure 2, the achievement of the goal “Perform after trade op-
erations” is subject to the validity of “Trade info” at its destination [bank], if
information was not valid (delivered within the defined send [time]), the goal
will not be achieved. While the achievement of the investor’s goal “Analyze the
market depending on trader” depends on the validity of “Tr trading suggestions”
that is provided by the trader, in order for such information to be valid, it should
be provided within a time interval that is less than its volatility change rate.

Information consistency: we need to provide the required concepts that
enable for deciding whether information is consistent or not. Information consis-
tency arises only when there are multiple records of the same information that
are being used by several actors for interdependent purposes (goals), and we call
such actors as interdependent readers. While if actors use the same information
for independent purposes, inconsistency will not be an issue since the actors’
activities are independent. For example, CBs information should be consistent
among all markets trade the same securities, since they depend on such informa-
tion for controlling their trading environment (interdependent purposes). While
the same information can be used by a trader for analyzing the market and
make trading decision, yet inconsistency between information a trader use and
the ones used by markets will not produce any problem, since such information
is used for independent purposes.

Moreover, consistency in our work is a time related aspect 3, i.e., the value of
information among its different interdependent readers might became inconsis-
tent due to time related aspects. In particular, to ensure consistency among the
different interdependent readers, we need to ensure that these readers depend
on the same information value in term of time. Thus, we define read-time that
indicates the actual read time by information reader, and by ensuring that all
interdependent readers have the same read-time, we can ensure the consistency of

3 In [14] consistency was used to refer to “representational consistency” of information



has 0.n

i 1 Part
Agent own on Inlfo_lr_matmn P
— 1 Information. 3 volatility

0.n

o.n fon 2. Interdependent i [on Jon Jon
L.n A readers —
ctor -n Provision| of
1.n

o

1 provideTo 1.n | _
play - time L0
1 providedBy 1.n

1.n 1|1 |ofo]1|1 1 1.n)

Role IR ?; Read Send
s s nln 5 5 trustum < time
2|a k! ® target
2

|_, HE Trust | L.n
o= 1.n n
Is_A 1.n 1n | trustum
11 ]
. has {XOR} 1 0.n [0.n |0.n
n|n capability 0..n
Delegation | aims 0.n 0.n

1.n delegatum 1 And/ or
T decomposed

Fig. 3. Meta-model shows the extended version of secure Tropos

such information. Considering our example, to ensure the consistency of “Prime
CB info” among all markets that trade the same security (interdependent read-
ers), all of them should have the same read-time, i.e., such information should
be provided to them in a way that ensure all of them have the same read-time
Actor’s social interactions and IQ: actors’ interactions might affect 1Q.
Thus, we need to provide the required concepts to capture how such interactions
might affect IQ in terms of its different dimensions. To get better understanding
of actors interactions and 1Q, we depend on what is called information prove-
nances [21], which enable us to capture any information that helps in determin-
ing the history of information, starting from its source and the process by which
it has been delivered to its destination [22]. In particular, information accuracy
can be influenced by the trustworthiness of information production along with its
provision process (discussed earlier). At the other hand, information validity can
also be affected by actors’ interactions. More specifically, information provision
time * might influence information read and send timeliness, or even information
consistency, if there are interdependent readers of the provided information.
All new concepts along with the basic constructs of secure Tropos modeling
language are structured in terms of a meta-model shown in Figure 3, where we
identify: an actor that covers two concepts (role and agent) and it may have
a set of goals, it aims for. Further, an actor may have the related capabilities
for the achievement of goals. Actors can be interdependent readers concerning
an information item. Moreover, actors may delegate goals to one another, and
they may have information, and provides it to one another, where provision has
a provision time. Goals can be and / or-decomposed, and they may produce,
read, or send information; yet read can be descried by its type (e.g., optional or
required), while send can be described by its both time and target attributes.

4 The amount of time information transmission requires from source to destination
(referred to as the transmission time in networks)



Information has volatility rate that is used to determine its validity. Further,
information can be composed of several information items (part of). Finally,
actors may trust one another for goal achievement / information provision.

Finally, in order to allow for the systematic design of the system-to-be, we
propose an engineering methodology that underlies our extended framework. The
process consists of several steps that should be followed by designers during the
system design; each of these steps is described as follows: (1) Actors modeling: in
which the stockholders of the system are identified and modeled along with their
objectives, entitlements and capabilities; (2) Goals modeling: the stockholders’
goals are identified and refined through And/ Or-decomposition, and based on
the actors capabilities some goals might be delegated; (3) Goals-information re-
lations: the different relations among goals and information are identified and
modeled along with their IQ needs; (4) Information modeling: information is
modeled, the structure of composed information is identified, and then informa-
tion provisions are modeled; (5) Trust modeling: trust among actors concerning
goal delegation, information producing and provisions are modeled; (6) Ana-
lyzing the model: at this step the model is analyzed to verify whether all the
stakeholders’ requirements are achieved or not; (7) Refining the model: during
the model analysis, if some of the stockholders’ requirements were not achieved,
the analysis try to find solution for such issues at this step.

5 Reasoning about Information Quality requirements

We use Datalog [23] to formalize the concepts that have been introduced, along
with the required axioms®. Further, we define a set of properties (shown in Table
1) that are used to verify the correctness and consistency of the requirements
model. These properties define constraints that the designers should consider
during the system design.

Prol: states that the model should not include any goal that is not achieved
from the perspective of the actor, who has it within its objectives. Goal might
not be achieved due to several reasons (e.g., delegating the goal with no trust
chain, missing required information, IQ related issues, etc.). For example, in
Figure 2 Sarah delegates the goal “making profit by trading securities” with no
trust chain to Small tradCom 1. This leaves Sarah with no guarantee that its
goal will be achieved.

Pro2-3: state that the model should not include any information unavail-
ability related issues, i.e., senders / required readers should have the information
they intend to send/ read. Note that capturing information availability is not a
trivial task. For example, in Figure 2 if the goal “Perform the trades” was not
achieved, information “Trade info” will not be produced, and both goals “Per-
form after trades operations” and “Analyzing the trading environment” will not
be achieved as well, since both of them require to read “Trade info”. Similarly,
the effect of not achieving these goals might be propagated to other goals.

5 The formalization of the concepts and axioms is omitted due to space limitation, yet
they can be found in [24]



Table 1. Properties of the design

Prol :- objective(A, G), not achieved(A, G)

Pro2 :-sender(T, A, B, I), not has(A, I, Z)

Pro3 :- reader(required, P, A, I), not has(A, I, Z)

Pro4 - reader(T, P, A, I), producer(B, I), prvChain(T, B, A, I), not trust(A, B, produce, I)
Pro5 —leader(T P, A, I), producer(B, I), prvChain(T', B, A, I), not tru@tChaln(B A, provide, I)
Pro6 :-reader(T, P, A, I), not complete(A, I)

Pro7 :-reader(T, P, A, I), prvChain(T, B, A, I), producer(B, I), info(I, V), not T < V
Pro8 :-reader(T, P, A, I), 1nterdependentjeader(A I), not consistent(A, I)

Pro9 —scndcr(T7 A, B, I), prvChain(T, A, B, I), not trustChain(A, B, provide, I)

Prol0 :- sender(T', A, B, I), prvChain(T'r, A, B, I), not Tr < T

Proll :- play(A, R1), play(A, R2), conflicting_roles(R1, R2)

Pro4-5 state that the model should not include any inaccurate information
from the perspectives of their readers, i.e., there is no guarantee that informa-
tion is accurate for read, if it was not produced by a trusted source (Pro4),
and provided by a trusted provision (Pro5). Intentionally falsified information
(inaccurate from the reader’s perspective) was a main reason that led to the
Flash Crash. In particular, some HFTs were accused of providing orders that
last very short time, which make them unavailable to most traders, in order to
affect the prices of some securities before starting their real trades. Moreover,
Market Makers and in order to fulfill their obligations concerning providing sell
/ buy orders in the market, provide what is called “stub quotes”, which are or-
ders with prices far away from the current market values. Such orders can also
be considered as falsified information; since they are orders were not intended
to be performed. During the Flash Crash, over 98% of all trades were executed
at prices within 10% of their values before the crash because of “stub quotes”
[7]. In particular, if orders that have been provided by both HFTs and Market
Makers were not considered accurate for granted, such crash might be avoided.

Pro6 states that the model should not include information that is not com-
plete from the perspective of its reader. For example, after considering “Prim
CB info” as a part of “loc 1 CBs information”, Pro6 is able to detect and notify
the designer, if Loc market 1 does not has “Prim CB info”. While Pro7 states
that the model should not include any invalid information from the perspective
of their readers. For example, a Small Tradco 1 provides John with “Tr trading
suggestions”. Yet, the delivery time should not exceed the information volatility
rate to be considered as valid. Otherwise, John may make wrong trading de-
cisions based on invalid (old) information. Pro8 states that the model should
not include any interdependent reader that depend on inconsistent information.
Considering our example, Loc Market 1 and Loc Market 2 are interdependent
readers concerning “Prim CB info”. Pro8 is able to detect and notify the de-
signer, if “Prim CB info” is not consistent between them.

Pro9 states that the model should not include inaccurate information at their
destination from the perspective of their senders, i.e., a trusted provision chain
should hold between the sender and its intended destination. While Pro10 states
that the model should not include invalid information at their destination from
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the perspective of their senders. For example, stock traders (e.g., Small TradCo
1) have different quality of services, including the time that orders require to
reach the market (milliseconds might be very important). If a Small TradCo 1
is not able to provide the time to market that John requires, his orders will not
be considered as valid from his perspectives.

Proll states that the model should not include any agent that plays con-
flicting roles. In particular, it is used to ensure that the model manage separation
of duties among its actors to avoid any conflict of interest that leaves the system
open to various kinds of vulnerability. In Figure 2, we can see that Star Co is
playing both roles “Credit assessment firm” and “Consulting firm”. Such situa-
tion should be avoided, since we cannot trust a company for providing accurate
consulting information considering the securities of a company that they get
paid to perform their credit assessment. Proll can be used to capture similar
situations, such as firms that provide accounting services along with auditing
services to the same company (e.g., The Enron scandal [25]).

6 Implementation and evaluation

Evaluation is an important aspect of any research proposal; it aims to demon-
strate the utility, quality, and efficacy of a design artifact. Our framework be-
longs to the design science area. Hevner et al. [26] classify evaluation methods
in design science under five categories: observational, analytical, experimental,
testing, and descriptive. We aim to evaluate the applicability and effectiveness
of our framework depending on simulation method (experimental), i.e., execute
artifact with artificial data. To this end, we developed a prototype implemen-
tation of our framework® (Figure 4) to test its applicability and effectiveness
for modeling and reasoning about IQ requirements. In what follows, we briefly

5 http://mohamadgharib.wordpress.com/



describe the prototype, discuss its applicability and effectiveness over the Flash
Crash scenario, and then test the scalability of its reasoning support.

Implementation: our prototype consist of 3 main parts: (1) a graphical user
interface (GUI) developed using Sirius’, which enable designers for drawing the
model diagram by drag-and-drop modeling elements from palettes, and enables
for specifying the properties of these elements along with their interrelations;
(2) model-to-text transformation that supports the translating of the graphical
models into Datalog formal specifications depending on Acceleo®; (3) automated
reasoning support (DLV system?) takes the Datalog specification that resulted
from translating the graphical model along with the reasoning axioms, and then
verifies the correctness and completeness of the requirements model against the
properties of the design.

Applicability and effectiveness: is reported in [24], where the framework
was applied to a big-size Flash Crash scenario. In particular, the Crash was not
due to an attack or illegal activities, but some actors exploit undetected vulnera-
bility in the system organizational structure, i.e., the design of the system allows
for such failure. The framework was able to identify these vulnerabilities along
with other vulnerability that manifested themselves in actors’ interactions, or
resulted from their conflict of interests. For example, a stock market considers
information received from both Market Marker 1 and HFT trades Co as inaccu-
rate information, since no trust in information production holds between them
at one hand and the market at the other. Moreover, information produced by
Star Co is considered as inaccurate, since it plays two conflicting roles (“Credit
assessment firm” and “Consulting firm”), i.e., we cannot trust a company for
providing accurate consulting information considering the securities of a com-
pany that they get paid to perform their credit assessment.

At the other hand, “Prim CB info”, “Loc 1 CBs info” and “Loc 2 CBs info”
were identified as incomplete information from the perspectives of their readers,
since they miss some sub parts related to the purpose of their use. Finally, it
was able to detect the inconsistency concerning “Prim CB info” to both “Local
market 1”7 and “Local market 17.

Experiments on scalability: to test the scalability of the reasoning tech-
nique, we expanded the model shown in Figure 2 by increasing the number of
its modeling elements from 188 to 1316 through 7 steps, and investigate the
reasoning execution time at each step by repeating the reasoning execution 7
times, discarding the fastest and slowest ones, and then computed the average
execution time of the rest. We have performed the experiment on laptop com-
puter, Intel(R) core(TM) i3- 3227U CPUQ 190 GHz, 4GB RAM, OS Window 8,
64-bit. The result is shown in Figure 5, and it is easy to note that the relation
between the size of the model (the number of its nodes) and the execution time
is not exponential, i.e., the reasoning techniques should work fine with real world
scenarios, where there sizes probably will not exceed the sizes we considered.

" https:/ /projects.eclipse.org/projects/modeling.sirius
8 https://projects.eclipse.org/projects/modeling.m2t.acceleo
9 http://www.dlvsystem.com/dlv/
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Fig. 5. Scalability results with increasing the number of modeling elements

7 Related Work

A large body of literature has focused on IQ. For instance, Wand and Wang [15]
propose a theoretical approach to define information quality. While Wang and
Strong [27] introduce the Total Data Quality Management (TDQM) methodol-
ogy, with a main purpose of delivering high quality information products (IP)
to information consumers. Ballou et al. [17] presented the Information Manufac-
turing System (IMS), which can be used to determine data quality in terms of
timeliness, quality, etc. Moreover, Shankaranarayanan et al. [18] propose Infor-
mation Product Map (IP-MAP) that extends IMS and offers a formal modeling
method for creating Information Product (IP). Relying on the IP-MAP frame-
work, Scannapieco et al. [28] introduce IP-UML approach that combines both
data analysis and process analysis in order to assess the quality of data. However,
all the previously mentioned approaches were not designed to capture neither
the organizational nor the social aspects of the system-to-be, which are very
important aspects in current complex systems.

At the other hand, RE community did not appropriately support modeling
nor analyzing IQ requirements (e.g., [8,9]). For example, abuse frame [29] ad-
dresses integrity (IQ related aspect) related issues (modification) by preventing
unauthorized actors from modifying information, or prevent authorized actors
from doing unauthorized modifications. While, UMLsec [30] proposes concepts
for modeling information integrity as a constraint, which can restrict unwanted
modifications of information, but IQ can still be compromised in several other
ways. Finally, secure Tropos [10] / SI* [11] seem to be sufficient to capture the
functional, privacy and trust requirements of system-to-be, yet they provide no
primitives for explicitly capturing IQ requirements.

8 Conclusions and Future Work

In this paper, we highlighted the importance of capturing IQ needs from the early
phase of system development. Moreover, we argued that 1Q is not only a technical



problem, but it is also an organizational and social issue, and we showed how 1Q
can be analyzed depending on its different dimensions. Furthermore, we proposed
framework that enables system designers to capture IQ requirements in terms
of their different dimensions; taking into consideration the intended purposes
of information usage. Further, it provides the required analysis techniques to
verify whether the stakeholders’ IQ requirements are met or not, and it enables
designers to refine the system design until such requirements are met.

For the future work, we intend to extend the considered 1Q dimensions (e.g.,
trustworthiness, believability, etc.), and investigate in more details the different
interrelations among them. Further, information production process needs more
investigation, since information might be produced depending on other informa-
tion item(s), and the quality of the produced information might be influenced
by the quality of the information item(s) that has/have been used in the pro-
duction process. Moreover, we aim to enrich the trust analysis that is used to
assess information accuracy by relying on actors’ internal structure (their in-
tentions, desires, etc.), which allows to clearly identify “why” an actor should
trust/ distrust another one for information accuracy. Finally, we plan to pro-
vide IQ policy specification language, which can be used to clearly identify the
permitted, forbidden and obligated action to be carried out by the actors of the
systems.
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