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Abstract 

Increasingly, there is a recognized need for secure 
information sharing.  In order to implement information 
sharing between diverse organizations, we need privacy-
preserving interoperation systems.  In this work, we 
describe two frameworks for privacy-preserving 
interoperation systems.  Ontology matching is an 
indispensable component of interoperation systems.  To 
implement privacy-preserving interoperation systems, we 
need privacy-preserving ontology matching algorithms.  In 
this paper, we outline frameworks for privacy-preserving 
ontology matching and discuss the privacy implications of 
the frameworks. 

Introduction  

 Though researchers have built tools that enable 
organizations to share information, largely, most of these 
tools have not taken into the account the necessity of 
maintaining the privacy and confidentiality of the data and 
the metadata of the organizations that want to share 
information. 
 Consider the (hypothetical, but seemingly probable) 
scenario where the U.S. and U.K. military want to share 
information.  They want to share data only about the 
mission at hand while preserving the privacy of their 
systems.  That is, they want to share information without 
exposing to each other any significant details about the 
schema and other metadata about their systems.  To the 
best of our knowledge, the current state-of-the-art systems 
do not allow privacy-preserving information sharing 
without sharing that is required in such a scenario. 
 Not only does the need for secure information sharing 
arise among organizations that want to share information 
among each other, but the need also arises for intra-
organization information sharing.  Large organizations, like 
large corporations or even the U.S. Department of 
Homeland Security, have a number of departments with 
varying levels of autonomy.  That is, even within the same 
organization, different departments use information 
systems that were autonomously constructed.  For example, 
in a large software development firm, the data center may 

                                                 
Copyright © 2005, American Association for Artificial Intelligence  
 (www.aaai.org). All rights reserved. 
 

be located at a different geographical location than the 
software development department, and due to their 
different needs, the two departments maintain different 
systems.  The challenge of secure information sharing is 
prevalent even in these scenarios. 
 Not only must an organization preserve the privacy of its 
data, but it must also preserve the privacy of sensitive 
metadata (or meta-information).  Metadata describes how 
data are organized in the organization (e.g., data schema), 
how accesses are controlled in the organization (e.g., the 
internal access control policy and role hierarchies), and the 
semantics of the data used in the organization (e.g., 
ontology).   
 Organizations seeking to interoperate are increasingly 
using metadata like ontologies to capture the semantics of 
terms used in the information sources maintained by the 
organizations.  Traditionally, it has been assumed that these 
ontologies will be published by the organization. Published 
ontologies from different organizations are matched and 
matching rules generated.  Queries to information sources 
are rewritten using these matching rules so that the 
vocabulary used in the query is the same as that used by the 
information source. 
 Unlike in the traditional scenario, some organizations do 
not want to publish their metadata or even share the 
metadata with external users.  Yet, they want to enable 
interoperation.  In this scenario, the privacy of the 
metadata, e.g., the ontologies of information sources or the 
schema of databases, must be preserved.  That is, any user 
outside the host organization should not have access to the 
ontologies in cleartext.  This is because in a mediated 
architecture, if the mediator is malicious or if an intruder 
breaks in to the mediator, substantial loss of information 
and privacy occurs. 
 In this paper, we present two frameworks for privacy-
preserving interoperation and especially highlight their 
privacy-preserving ontology-matching components.  These 
frameworks achieve ontology matching with minimal 
“privacy leak” of the ontologies being matched.  The 
interoperation system does not assume a trusted mediator.  
Ideally, the organizations want the mediator to gain 
minimal information about the data and the metadata stored 
in its information sources.  In our system, the mediator 
operates over encrypted queries, encrypted ontologies and 
encrypted data. 



 In the first ontology-matching framework, we show how 
totally automated ontology mapping can be achieved.  In 
this framework, the queries and ontologies are encrypted 
using a symmetric private key shared between the 
organizations interoperating.  In the second framework, we 
show how semi-automatic ontology mapping can be 
achieved.  In this framework, the ontologies of each 
organization are encrypted using their own private keys and 
thus even interoperating organizations do not share their 
ontologies.  To the best of our knowledge, there exists no 
existing work on privacy-preserving ontology matching. 
 The difficulty in preserving the privacy of the ontologies 
is that totally automated ontology matching does not work 
very well in practice (despite individual claims in research 
settings).  Even if automated methods achieve about 70-
80% accuracy, the matching rules missed by the automated 
matchers must be generated manually.  Now, in order for a 
human expert to match the ontologies to generate the 
missing matches, the ontologies need to be exposed to the 
expert in cleartext.  Therefore, in our second framework, 
we try to limit the exposure of the ontologies only to the 
ontology-matching expert. 

Preliminaries 

Ontology mapping techniques can be classified into the 
following categories: 

1. Word Similarity Based:  In this case the concepts 
across ontologies are matched using the similarity 
of the words that appear in the ontologies (Mitra, 
Wiederhold, Decker). 

2. Structural Similarity Based:  This set of 
algorithms use the structure of the ontologies to 
match the concepts in the ontologies. (Melnik, 
Garcia-Molina, Rahm), (Noy and Musen). 

3. Instance Based: Concepts in ontologies are 
matched using the similarity of their instances.  
Among the instance-based algorithms, we can 
further sub-classify them into two types: 

a. Opaque Matching:  In this case, the 
matching does not depend upon the 
values of the instances but on the 
statistical properties, like distribution, 
entropy, mutual information etc. of the 
instances of a concept (Kang and 
Naughton). 

b. Pattern-based Matching:  In this case, 
the algorithm identifies patterns in the 
values of the instances and uses similar 
patterns in their values to indicate that 
two concepts are similar. 

4. Inference Based: The semantics of concepts in 
ontologies are expressed as rules using a logical 
language (say, the Web Ontology Language, 
OWL).  Using an inference engine and these 
ontology rules, concepts across ontologies can be 
matched. 

There are also algorithms that use hybrid or multiple 
strategies (Doan et al.).  
 

 

 

 

 
 

Figure 1. Privacy –preserving Interoperation  
System Architecture Using Private Key 

Privacy-preserving Automated Ontology 

Matching 

 In this scenario, we assume that the organizations, say A 
and B, seeking to enable interoperation have a symmetric 
private key, KA-B.  The queries originating from both A and 
B, posed to the mediated system (as shown in Figure 1) are 
encrypted using the private key KA-B.  The ontology 
matching rules used by the mediator are also encrypted 
using the same key. 
 We look at the ontology matching algorithms used to 
generate the encrypted ontology matching rules.  As shown 
in Figure 2, the input to the ontology matcher, the source 
ontologies corresponding to the information sources for 
both A and B, are encrypted using KA-B.  The automated 
ontology matcher operates on the encrypted ontologies to 
match concepts across the ontologies. 
 Several ontology matching algorithms use dictionaries, 
thesauri or corpuses of documents to identify matching 
concepts.  In order for these algorithms to work, the 
dictionaries, thesauri, or corpuses should also be encrypted 
using the same key, KA-B.  

 Structure-based ontology matching techniques work fine 
even if the terms and relationships of the ontologies are 
encrypted because either they do not depend on the terms 
or relationships or even if they do, as long as the same 
labels are similarly encrypted, these algorithms are 
unaffected. 
 Instance-based matching algorithms that are opaque 
work fine without any modification because the statistical 
properties, like distribution, frequency, entropy, mutual 
information, of the instance values are not changed by 
encrypting it, however, pattern-based matching algorithms 
do not work because in most encryption systems destroy 
the patterns in the instance values. 
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Figure2. Privacy-preserving Automated Ontology Mapping 

Semi-automated Ontology Matching 

Framework 

The framework shown above has two important drawbacks: 
1. It assumes that the process of ontology matching 

can be totally automated.  Note that in the process 
outlined above, the ontology matcher has access to 
only encrypted ontologies and cannot decrypt the 
ontologies.  Typically, human experts cannot 
match encrypted ontologies.  Even if they do, 
matching ontologies without knowing the 
semantics of the concepts (because they are 
encrypted and thus their semantics is 
undecipherable) will not result in very accurate 
match generation. 

2. Because the two organizations use a shared 
symmetric private key, each organization can 
observe the communication of the other  with the 
mediator and obtain the other organization’s 
ontology.  In cases, where the organizations do not 
want to share their ontologies even with the 
organization they are sharing information with, 
such an arrangement is not acceptable. 

In order to remedy the above-mentioned drawbacks, we 
offer the following interoperation and ontology-matching 
framework. 

Interoperation Framework 

Because the mediator cannot be trusted, the queries are 
encrypted and sent to the mediator.  In this framework, 
each organization has a unique secret private key that it 
uses to encrypt the queries and ontologies.  The mediator 
uses encrypted ontology-matching rules.  For example, an 
encrypted ontology matching rule may be 
 ((Y InstanceOf K2(O2.Car)) & 
     (Z Equals Y.K2(O2.Price)) & 
     (Z > 40,000 ) 
=> (Y InstanceOf K1.(O1.LuxuryCar))                       (R1) 

The rule above indicates that if Y is an instance of 
car(O2.Car), Z is the the price(O2.Price) of Y, and Z is 
greater than 40,000, then Y is also an instance of luxury 
car.  The keys K2 and K1 encrypt terms in O2, O1 
respectively. 
    Using such an encrypted rule, the mediator can rewrite a 
given query, e.g., (?X InstanceOf K1(O1.LuxuryCar)) that 
asks for all instances of luxury-car(O1.LuxuryCar), by 
substituting the left-handside of (R1) for the query.  Note 
that all the ontology terms in the query and the ontology-
matching rule are encrypted and thus the mediator does not 
have access to those terms. 

Privacy-preserving Semi-automated Ontology 

Matching 

 If we intend to use a human expert in the process of 
ontology matching, the human expert must have access to 
the ontologies in cleartext because encrypted labels will 
make no sense to the expert.  In this scenario, as shown in 
Figure 3, each organization encrypts the ontologies using a 
session key that it shares with the expert (ontology 
matcher).  Upon receiving the ontologies to be matched, 
the expert decrypts the encrypted ontologies using the 
session key.  Each organization also has a public key that it 
has publicized via a certifying authority.  The certifying 
authority serves as the trusted intermediary between the 
expert and the organizations.  The expert (using a semi-
automatic ontology matcher) matches the two ontologies 
and then creates a set of ontology matching rules similar to 
the rule shown in the example above.  Let us say the source 
ontologies being matched are O1 and O2.  Terms appearing 
in a ontology matching rule and O1 are encrypted using the 
public key (K1) of the first organization and terms 
appearing in the ontology matching rule and O2 are 
encrypted using the public key (K2) of the second 
organization (Figure 4).  The mediator rewrites a query 
obtained from one organization, say Org1, encrypted using 
its key K1, to a query where all terms are from another 
organization’s, say Org2, ontology, encrypted using its key 
K2 using the ontology mapping rules. 

Related Work 

  Clifton et al., have argued about the need for and 
highlighted issues in privacy-preserving data integration 
and sharing.  Agarwal and Srikant have shown how to mine 
data while preserving privacy.  However, to the best of our 
knowledge, there exists no prior research that shows how 
privacy-preserving ontology matching can be enabled.  Our 
interoperation architectures have been influenced by 
existing works on access-control in information 
interoperation systems (Damiani et al., Dawson, Qian and 
Samarati, de Capitani di Vimercati and Samarati, Gong and 
Qian). 
 Though there does not exist work on privacy-preserving 
ontology matching, as discussed above, several existing 
works have provided algorithms for ontology matching 
(Melnik, Garcia-Molina, and Rahm, Noy and Musen, 2001, 
Doan, et al., Hovy, Euzenat and Volchev, Shvaiko, 
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Giunchiglia, and Yatskevich, Mitra, Wiederhold, and Decker, 
and Noy and Musen, Prasad, et al). 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 3. Privacy-preserving Semi-automatic Ontology 
Matching 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 4: Privacy-preserving Interoperation Using Public 
Keys 

 Conclusion 

Maintaining privacy in interoperation systems is becoming 
increasingly important.  Ontology matching is the primary 
means of resolving semantic heterogeneity.  Ontology 
matching helps establish semantic correspondence rules 
that are used for query rewriting and translation in  
interoperation systems.  For information systems that want 
maximum privacy, the privacy of their ontologies must be 
maintained.  In this paper, we describe two frameworks for 
privacy-preserving interoperation and show how we can 
implement privacy-preserving ontology matching. 
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