Master Program in Artificial Intelligent Systems

Advanced Topics in Machine Learning
Machine Learning Models That Know What They Do Not Know

Andrea Pugnana

DISI
University of Trento, ltaly
andrea.pugnana@unitn.it

1/65


mailto:andrea.pugnana@unitn.it

Motivation
Three valuable options

Abstain (I do not know)
Defer (You know better)
Inform (I am not confident)

Wrap up
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Why Do We Care?

Machine Learning (ML) models can make mistakes
Mistakes can be costly
How can we reduce mistakes?
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A healthcare application

A ML model always predicts!
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A healthcare application

A ML model always predicts!

A doctor can abstain!
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Abstaining Systems:
“l do not know”
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Standard Classification
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Have you ever seen such an instance?

Novelty Rejection

8/65



o~
=
+—
>
o
0
(gv]
(D)
—
=
w0
>
“©
(D)
—
>3
o
>
(D]
—
<

Ambiguity Rejection
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Abstaining Systems

Predictor f : X — ) U {abstain}

Two conditions for abstention [Hendrickx et al., 2024]
Ambiguity Rejection (are you really sure?)
Novelty Rejection (have you seen it?)

10/65



Ambiguity Rejection

Abstaining on instances close to the decision boundary
Two main frameworks [Ruggieri and Pugnana, 2025]:

Selective Prediction
Learning to Reject

11/65



Selective Prediction | ]

Predictor f : X — Y
Selection function g : X — {0, 1}
decide whether to accept (g(x) = 1) or to reject (g(x) = 0)

Selective predictor is the pair

f(x) if g(x)=1
abstain otherwise.

(f, 8)(x) :{
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Selective Prediction

Natural trade-off between the fraction of accepted instances and the risk over
accepted instances:
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Selective Prediction

Natural trade-off between the fraction of accepted instances and the risk over
accepted instances:

Coverage
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Selective Prediction

Natural trade-off between the fraction of accepted instances and the risk over
accepted instances:

Coverage
o(g) = Elg(x)]
Selective Risk -
R(f,g) = W7

where [: Y x Y — Rg‘ is some loss function.
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The Selective Prediction Framework

Two problem formulations [Franc et al., 2023]:
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The Selective Prediction Framework

Two problem formulations [Franc et al., 2023]:

Bounded-abstention problem:

ar%min R(fy,gy) st. o(gy) >c 2)

)

given c target coverage
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The Selective Prediction Framework

Two problem formulations [Franc et al., 2023]:

Bounded-abstention problem:

ar%min R(fy,gy) st. o(gy) >c 2)

)

given c target coverage
Bounded-improvement problem:

argmaxo(gy) st R(f.gy) < e 3)

s

given € target risk
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Selective Prediction Framework

Two problem formulations [Franc et al., 2023]:
Bounded-abstention problem:

)

given c target coverage

argmin R(fy, gy) s.t. ¢(gy) > ¢
0
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Selection functions: Score-based

s(x) i
0\ :
\‘ 8 |< m softmax values
o ;
DNN Final Layer
_ Architecture T

Intuition: use functions of the final scores
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Selection functions: Score-based

Example: standard Neural Network (with parameters 6) f: X — )

f(x) = argmax s, (x),
yey

where s, (x) are the softmax values of the final logits
Use k(x) =1 —max, s,(x) [Geifman and El-Yaniv, 2017] as "confidence"

The selection function becomes

_JOifk(x) > T
&) = {1 if k(x) <t
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The calibration procedure for coverage ¢

Calibration procedure for target coverage c
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Selection functions: Score-based

Intuition: Binary case
Model very uncertain on labels will output sp(x) = .50, 5 (x) = .50
So k(x) =~ .50
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Selection functions: Score-based

Intuition: Binary case

Model very uncertain on labels will output sp(x) = .50, 5 (x) = .50

So k(x) =~ .50

Instead if model very confident in one of its own prediction, k(x) << .50,
hence we will predict
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Selection functions: Learning to Abstain

s(x)
L ©
O

B NG
i o H
L—C) {abstcntion class

jsoﬁmax m values

Final Layer
DNN Main Body | :

Intuition: add a class representing abstention

Use specific losses to train a model with the extra class, e.g., Liu et al.
[2019], Huang et al. [2020]

Use functions of the extra class logit as a measure for confidence
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Selection functions: Learning to Select
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Intuition: use extra head to weight instances according to their correctness;
Directly model the coverage constraint in the loss
Example: SelNet by Geifman and El-Yaniv [2019]
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DNN Main Body
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Final Layer

SelNet Loss

SelNet minimizes the following loss:

Main loss that weights were the network makes mistakes
L(s, kv, x,y,a) = a((I(s(x), y)k(x)) + A(max{0, (c — k(x)})?)
+ (1 —a)l(v(x),y) (5)
—_————

Auxiliary loss
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Ambiguity Rejection

Abstaining on instances close to the decision boundary
Two main frameworks

Selective Prediction
Learning to Reject
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The Learning to Reject Framework [

Abstention cost, rather than target coverage/risk parameter
Risk:

R(f,g,a) = E[l (f(x),y)g(x) + a(l — g(x))]
where a is the cost of abstention.
LtR problem formulation:

argmin R(fy, gy, a)
0,9

(6)
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Novelty Rejection [ ]

Abstaining on instances far away from the training distribution
Selection function g : X — {0,1}
Out-of-distribution (g(x) = 0) or in-sample (g(x) = 1)
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Novelty Rejection

Estimate how likely an instance belong to the training distribution
F(x) ~ P(X > x) (marginal density estimator)

8(x) = Lipysny
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Novelty Rejection

Estimate how likely an instance belong to the training distribution
F(x) ~ P(X > x) (marginal density estimator)

8(x) = Lipisry

To estimate F: e.g.,
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Novelty Rejection

Estimate how likely an instance belong to the training distribution
F(x) ~ P(X > x) (marginal density estimator)
8(%) = ILipi>ny

To estimate F: e.g.,
Gaussian Mixtures Models (GMM) [Landgrebe et al., 2004],
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Novelty Rejection

Estimate how likely an instance belong to the training distribution
F(x) ~ P(X > x) (marginal density estimator)
8(%) = ILipi>ny

To estimate F: e.g.,
Gaussian Mixtures Models (GMM) [Landgrebe et al., 2004],
Normalizing Flows [Nalisnick et al., 2019],
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Novelty Rejection

Estimate how likely an instance belong to the training distribution
F(x) ~ P(X > x) (marginal density estimator)
8(%) = ILipi>ny

To estimate F: e.g.,
Gaussian Mixtures Models (GMM) [Landgrebe et al., 2004],
Normalizing Flows [Nalisnick et al., 2019],
Variational Autoencoders [Wang and Yiu, 2020]
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Abstaining Systems: further directions

Non-distributive loss functions [Pugnana and Ruggieri, 2023];
Benchmarking current approaches [Pugnana et al., 2024];

Novelty and ambiguity at the same time [Narasimhan et al., 2024, Franc
et al., 2024];

36/65



Deferring Systems:
“You know better”



Learning to Defer Framework

ML Predictor f : X — Y
Human Expert h
Deferring System (Human-Al Team):

NICEES
e {f<x> 5

()

1
0
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Learning to Defer Framework | ]

The LtD Risk can generally be written as:

Eo-1(f,8,h) = Exym~prlrmzy (1 —g(x)) + Iz g(x)]

where we consider the zero-one loss for both human and

Problem formulation:

ar%r;ingo_l(fg,gd), h) st Elgx)] < (1-c) (8)

given c target coverage of the ML predictor

Intuition: learn to defer to the human only those cases where the human is
better than the ML predictor!
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Main Concern

The loss is not directly tractable;
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Main Concern

The loss is not directly tractable;
Instead of using £y_1 use some “surrogate” loss ¢ such that:
L(f(x),g(x), h,y) substitutes Iryx, (1 —g(x)) + Inzyg(x)
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Main Concern

The loss is not directly tractable;
Instead of using £y_1 use some “surrogate” loss ¢ such that:
L(f(x),g(x), h,y) substitutes Iryx, (1 —g(x)) + Inzyg(x)
Score-model approach: use a single model f : X — )), where Y = Y U {1}
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Main Concern

The loss is not directly tractable;
Instead of using £y_1 use some “surrogate” loss ¢ such that:
L(f(x),g(x), h,y) substitutes Iryx, (1 —g(x)) + Inzyg(x)
Score-model approach: use a single model f : X — )), where Y = Y U {1}

Guarantee some properties;
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Bayes Consistency

Bayes-Consistency

A surrogate loss L, is Bayes-consistent for a loss Logif, minimising it over the
entire hypothesis class Q (e.g., f and s in LtD) guarantees the minimisation of the
original intractable loss function Loz over the same class [Mao et al., 2025], i.e.:
lim &, (qn) =&, =0 =
n—oo surr
)
orig

nli{go gl—orig (qn) - g;_k = 07

where g, is a sequence of hypotheses, each learned from n samples.

A\

Intuition: if | minimize this loss over all measurable functions, with enough
data, | am sure that | also minimize the 0-1 loss
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Realizable O-Consistency

Realizable -Q consistency
A surrogate loss is relizable Q-consistent if, whenever there exists a hypothesis
q* € Q such that &, (q*) = 0, we have that if ¢’ = argmin g &1,,,(q), then

SLsurr(q/) = O

Intuition: if a zero error predictor exists, when | minimize this loss over my
chosen Q set of functions, with enough data, | am sure that | reach that

zero error solution
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Example of surrogate loss

Consider a predictor f : X — YU L
Use the following loss:
exp f,(x)

ERS(f7gax7y7h):_C(x)y)log( r ~ >+
YyreyuiLy X I(x)

exp ?y(x) +expfl (x))
Zy'g)}u{L} exp f;(x) 7

where c(x,y) € [0,1] is a cost associated with querying the human

(c(x,y) —1)log (

Mao et al. [2024] show it is both Bayes-consistent and Realizable consistent
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Further Directions

New surrogate losses;
Multi-expert and multi-task;
How to evaluate;

Ethical aspects and user studies
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Bonus Track: Deferring Concept Bottleneck Models

Deferring Concept Bottleneck Models (DCBMs) [Pugnana et al.,
2025] consider each concept and task predictor as a deferring system.

Machine
Concepts

. Good Boy
. o

Human
Concepts
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DCBMs are Probabilistic Models

We formalize DCBMs as graphical probabilistic models and train
them by maximizing the likelihood of latent parameters ©.

-

Q(k @ C »( My °

L cec ) | Yey
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Training DCBMs

Some of our favourite properties on the Maximum Likelihood of
DCBMs &5
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Training DCBMs

Some of our favourite properties on the Maximum Likelihood of
DCBMs &5

It generalizes existing L2D losses to multi-variate,
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Training DCBMs

Some of our favourite properties on the Maximum Likelihood of
DCBMs &5

It generalizes existing L2D losses to multi-variate,
It allows for independent cost factors,
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Training DCBMs

Some of our favourite properties on the Maximum Likelihood of
DCBMs &5

It generalizes existing L2D losses to multi-variate,
It allows for independent cost factors,

It is consistent with the intractable zero-one loss under the
concept-independence assumption.
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Uncertainty-aware Systems:
“lI am not confident”



Uncertainty Estimation | ]

Abstaining or deferring not always possible
e.g., time-critical or mission-critical decisions
Two approaches:

Set-valued Predictions: provide multiple predictions with some guarantees
Uncertainty Quantification: enrich the prediction with additional information
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The Conformal Prediction Framework |

]

From Predictor f : X — )
To Set-valued Predictor C : X — 2V

For a given «, train C such that

P(YeC(x)>1—a (10)
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Conformal Coverage Guarantee |

]

Conformal score z: X x Y — R

Iarger scores encode worse agreement

€.g., Z(X,y) = Zf:l S(X)m(x)
where 7 is descending order, and y = mi(x)

Estimate distribution of s over (held-out) sample
Compute (1 — a)-quantile ¢
Build C(x) by including all the y's such that s(x,y) > ¢
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Uncertainty Quantification

Intuition: enrich the prediction with additional information
Example 1: regression with prediction intervals
Example 2: classification with probabilistic models
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Uncertainty Quantification

Calibration of probabilistic scores [Silva Filho et al., 2023]
Most-methods do not take into account uncertainty naturally
Frequentist vs Bayesian

Model-agnostic vs Model-specific
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Further Directions

Uncertainty in Large Language Models [Yin et al., 2023]
Cognitively-robust communication [Kompa et al., 2021]
Explanation of uncertainty [Zukerman and Maruf, 2024]
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Conclusions & Contacts

Knowing what one does not know is a form of intelligence [Grant, 2023]
Towards ML models with the ability to know what they do not know
Many open challenges for further research

mail: andrea[dot]pugnanalat]unitn.it

X: @andrepugni
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