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Abstract— We propose a novel scheme for selective distribution [6]. An approach to support fine-grained selective attabut
of content, encoded as documents, that preserves the privaof pased access control when posting or broadcasting contents

the users to whom the documents are delivered and is based onjg o encrypt each content portion to which the same access
an efficient and novel group key management scheme.

Our document broadcasting approach is based on access con-CoerI pol_icy_(or_set O_f policies) applies With_ thg same,key
trol policies specifying which users can access which documents,and then distributing this key to each user, satisfying tiep
or subdocuments. Based on such policies, a broadcast document(or any policy in the set) associated with the content portio

is segmented into multiple subdocuments, each encrypted with a A user would thus receive all the keys for the content pogtion
different key. In line with modern attribute-based access contrdg the user can access [7], [8].

policies are specified against identity attributes of users. However ;. . - .

our broadcasting approach is privacy-preserving in that users & A critical issue |.n su_ch a Qontext 1S repregented_ _by the
granted access to a specific document, or subdocument, accorg ~ fact that very often identity attributes encode privacyssgve

to the policies without the need of providing in clear information information and this information has to be protected, even

about their identity attributes to the document publisher. Under  from the party distributing the contents. Privacy is corsidl
our approach, not only does the document publisher not learn 5 ey requirement in all solutions and initiatives for didit

the values of the identity attributes of users, but it also does not identi tis i . hat becaf
learn which policy conditions are verified by which users, thus Identity management. It is important to notice that becafse

inferences about the values of identity attributes are prevented the problem of insider threats, today recognized as a major
Moreover, our key management scheme on which the proposed source of data theft and privacy breaches, identity atiibu

broadcasting approach is based is efficient in that it does not should still be strongly protected even if the party disttibg
require to send the decryption keys to the users along with e contents and the content recipients belong to the same

the encrypted document. Users are able to reconstruct the kay o . S
to decrypt the authorized portions of a document based on organization. To date the problem of disseminating costemt

subscription information they have received from the document USer groups by enforcing attribute-based access contrité wh
publisher. The scheme also efficiently handles new subscription at the same time assuring the privacy of the user identity

of users and revocation of subscriptions. attributes has not been addressed.

To this extent, it is worth noting that a simplistic approach
in which the content publisher encrypts different portiohs

The Int.ernet .and. the Web have eqabled tools and systemsé%umem with different keys, and then directly sends keys t
qU|c!<Iy disseminating dat.a., by. posting on Web sites or.bro'a orresponding users has some major drawbacks with regpect t
castln_g, to user C(_)mmunmes in a large variety of applaati user privacy and key management. On one hand, user private
dom{:uns and for dlﬁgren_t PUrposes. However, becquse af Ie‘ﬁn‘ormation, encoded in the user identity attributes, ig no
requwgments, organizational policies, or comrr_1erC|ai;oea, protected in the simplistic approach. On the other hand) auc
selective access to dat"?‘ should be enforced in order to péﬂﬁplistic key management scheme does not scale well as the
tect data'from unauthorized accesses. Modern access Lol per of users becomes large and when multiple keys need
mo.dels’ like XACML [1], alloyvs one to specn‘y_ access contrqo be distributed to multiple users. The goal of this papdois
policies that are expressed in terms of conditions Comgm'develop an approach which does not have these shortcomings.
the protected objects against properties of subjects(reefe In the paper we develop an attribute-based access control
to as identity attributes characte_rizing the USErs f"‘ccessm%echanism whereby a user is able to decrypt the disseminated
the protected data. Examples of identity attributes ingltie contents if and only if its identity attributes satisfy thentent

role that a user has in his/eorganization, the age, and the, o iqer policies, whereas the content provider leamih-n
country of origin. A user thus verifies a given access contrm

. . . . . - about user’s identity attributes. The mechanism is fine-
policy, if its identity attributes verify the conditions dhe 9 Y

v, Th ¢ h hi il ) I.f?érained in that different policies can be associated with di
policy. The use of such an approach is crucial to SIMplig o content portions. A user can derive only the encoypti

alc cess control gdmlms:ratltl).n. and s(l;ppo_rt ?lgh—le_vs |cpees keys associated with the portions the user is entitled tesscc
closer o ?rgadnlgatiocja policies and 1S in 2|ne ;N't 4cur£renA crucial issue in such an approach is key management. To
initiatives for digital identity management [2], [3], [4]5]. address this, we propose a novel flexible key management
we shall use ‘it and “its” to refer to a user and the users evahip, scheme an_d integrate it with techniques for oblivious tiems .
respectively, in the rest of the paper. of information. The proposed key management scheme satis-

I. INTRODUCTION



fies the following requirements [9]: 2) Selective multicast of different subdocuments to dif-
« Minimal trust requires the key management scheme to  ferent user groups [10], where all subdocuments are
lace trust on a small number of entities. . encrypted with one symmetric encryption key.
« Key indistinguishability requires that for given public  the |atter approaches assume that the users are honest and
information, any element in the key space has the sag not try to access the subdocuments to which they do not
Embab'“ty of being the real key. JDave access authorization. Therefore, these approaatieielepr

ey independencerequires that a leak of one key does ™.
not compromise other keys. neither backward nor forward key secrecy. In the former

. Forward secrecyrequires that a user who left the grougPproaches, users are able to decrypt the subdocuments for

should not be able to access any future keys. which they have the keys. However, such approaches require
« Backward secrecyrequires that a newly joining userall [7] or some [8] keys be distributed in advance during
should not be able to access any old keys. user registration phase. This requirement makes it difficul

« Collusion resistancerequires that colluding users can,ggyre forward and backward key secrecy when user groups
not obtain 2keys which they are not allowed to obtaire gynamic with frequent join and leave operations. Furthe
. gng]V&svlfgtllﬁl overhead requires that the rekey of ihethe rekey process is not transparent, thus shifting theelourd
gf acquiring new keys on existing users when others leave

group should not include a high number of transmitted
messages. or join. In contrast, our approach makes rekey transparent t

. Computational costsshould be acceptable at both thdisers by not distributing actual keys during the registrati

key server and users. - _ phase.
« Storage requirementsshould be minimal; high storage Attribute-Based Encryption (ABE) [11] is another approach

cost for keys or relevant data need be avoided in the kfiyr implementing encryption-based access control to docu-
management scheme. ments. Under such an approach, users are able to decrypt

In summary, we propose a new protocol for content dissegbdocuments if they satisfy certain policies. ABE has two
ination which assures policy-based access control, preservariations: associating encrypted documents with atteou
users’ privacy and satisfies all the above requirements. \@ed user keys with policies [12]; associating user keys with
formally analyze the protocol and carry on an extensiitributes and encrypted documents with policies [11] itimee
experimental evaluation to assess its efficiency and stistab cases the cost of key management is minimized by using
In the rest of the paper we will use the term documents to refitributes that can be associated with users. Howevere thes
to contents and to subdocuments to refer to content portio@pProaches require the attributes considered in the pslici

The rest of the paper is organized as follows. Section 1@ be sent in clear. Having such clear texts reveals seasitiv
discusses the related work. Section Il provides an overgie information about users during both registration and danim
our scheme. Section IV introduces the basic notions on whigltribution phases. In contrast, our approach preserses u
our approach is based. Section V presents our new schemePféyacy in both phases, in that users are not required taateve
document broadcasting, and Section VI analyzes our schet@ values of their identity attributes to the content dstior.
in terms of security and efficiency. Section VIl presents Group Key Management (GKM) is a widely investigated
experimental results. In Section VIII we further discussuiss topic in the context of group-oriented multicast applica-
such concerning scalability and optimization of the pragabs tions [9], [13]. Early work on GKM relied on a key server

scheme. Section IX concludes the paper and outlines futlifeshare a secret with users to distribute keys to decrypt doc
research directions. uments [14], [15]. Such approaches suffer from the drawback
of sendingO(n) rekey information, where: is the number
Il. RELATED WORK of users, in the event of join or leave to provide forward and
Approaches closely related to our work have been i ackward secrecy. Hierarchica_l key management _schem]as [16
vestigated in three different areas: selective publicagod 17], where_ the_key Server hlerarch|cally estab_hshes_@cu
broadcast of documents, attribute-based security, andpgroChanne'S W't.h different sub-groups .|nstead of with inciisili
key management. users, were mtrodL_Jced to reduce th|§ overhe.ad. Howewsy, th
The database and security communities have carried 8[5]tly reduce the size of the rekey information dlog ),

extensive research concerning techniques for the se&ect}?\llnd furthermore each user needs to manage at witisk n)

dissemination of documents based on access control p lerarchically organized redundant keys. Similar to theitsp

. : . dtf our approach, there have been efforts to make rekey a
g:a\etzg]r’ie[isg], [10]. These approaches fall in the followingot one-off process [18], [13]. The secure lock approach [18]

1) Encryption of different subdocuments with differenpased on the Chinese Remainder Theorem (CRT) performs

keys, which are provided to users at the registratio% glnglg b roadcast to rekey. Howeve'r, the proposed approach
IS, inefficient for largen values as it requires performing

phase, and broadcasting the encrypted subdocumenta:g]_ S . :
calculation involvingn congruences each time a new
all users [7], [8]. . !
document is sent. The access control polynomial appro&ih [1
2We assume the adversaries have access to any public infonmetid encodes.secrets given to users ?‘t registration phase wwnlspe
information that users who left the group hold. polynomial of order at least in such a way that users



can derive the secret key from this polynomial. The specislibdocumentSubs are entitled to access. Such policies spec-
polynomials used in this approach represent only a sméil conditions againstSubs’ identity attributes. Documents
subset of domain of all the polynomials of order and the are divided in subdocuments based on the access control
security of the approach is neither fully analyzed nor provepolicies that apply to them. The policies that apply to a
subdocument form golicy configuration For each policy
. OVERVIEW configuration, thePub generates a symmetric kel and

Our scheme for selective distribution of documents invelveencrypts all the subdocuments to which the configuration
four main entities: thePublisher (Pub), the users referred applies with the same symmetric key. To all@ubs to derive
to asSubscribergSubs)?, the Identity Providers(IdPs), and the key K for a given policy configuration using their CSSs
the Identity Manager (IdMgr). It is based on three mainin an efficient and secure manner, a new GKM scheme is
phases (see Figure lidentity token issuancgédentity token developed and adopted in this paper. Unlike approaches such
registration anddocument dissemination as hierarchical GKM [16], [17], our scheme does not require a

1) Identity token issuance IdPs issue certified identity secure communication channel for updating keys. Secti@h V-
attributes toSubs. Subs present their identity attributes to thegives a detailed description of the scheme. With this scheme
IdMgr which is a trusted third party that issuieentity tokens our broadcasting system efficiently handles new subsorigti
to Subs. An identity token is &Sub’s identity in a specified and revocations to provide backward and forward secreay. Th
electronic format in which the involved identity attributesystem design also ensures that access control policiesecan
value is represented by a semantically secure cryptograpféxibly updated and enforced at thieub without changing
commitment Identity tokens are used bubs during the any information stored abubs.
registration phase.

Note that the main functionality of the IdMgr is to generate a IV. BACKGROUND
uniform electronic format for an identity attribute value the
form of an “identity token.” We adopt this notion for ease o
the presentation. In generalSaib can engage into a protocol
with the IdPs, and request identity tokens directly from th
IdPs, without needing to use thielMgr. In this sense, our
approach is suitable for both open and closed environments. . ) .

2) Identity token registration. In order to be able to A. Discrete logarithm problem and computational Diffie-
decrypt the documents that will be received from thgb, Hellman problem

Subs have to register at thBub. During the registration, The definitions ofdiscrete logarithm problenand compu-
eachSub presents its identity tokens and receives from thational Diffie-Hellman problentan be found in any standard
Pub a conditional subscription secréCSS) for each identity introductory cryptography book, like [20].
attribute name in thd?ub’s access control policy condition
matching theSub’s identity token tag. CSSs are used®ybs B. pedersen commitment
to derive the keys to decrypt the subdocuments for which they =~ ) )
satisfy the access control policy and managed by the prdpose First infroduced in [21], the Pedersen Commitment scheme
GKM scheme. ThePub delivers the CSSs to thBubs using 'S an .uncondmonally h|fj|ng. and computathnally bmdmg
a privacy-preserving approach based on carrying out OC@gmnjnment scheme which is based on _the mtraptabﬂny of
protocols [19] with theSubs. The OCBE protocols ensure thathe discrete logarithm problem. We describe how it works as
a Sub can obtain a CSS if and only if thBub’s committed follows. _
identity attribute value (withirSub’s identity token) satisfies Pedersen Commitment N _
the matching condition in th@ub’s access control policy, S€Up A trusted third partyT chooses a finite cyclic group
while thePub learns nothing about the identity attribute valug& Of large prime order so that the computational Diffie-
Note that not only thd®ub does not learn anything about the1€llman problem is hard iiz. Write the group operation in
actual value ofSubs’ identity attributes but it also does notG @ multiplication.T chooses two generatogsand i of G
learn which policy conditions are verified by whiGubs, thus such that it is hard _to find the discrete logarithm fofwith
the Pub cannot infer the values dBubs’ identity attributes. "€SPect tog, i.e., an integer such thath = g*. Note thatT
Thus Subs’ privacy is preserved in our scheme. may or may not know the number. T publishes(G, p, g, h)

3) Document Dissemination The Pub broadcasts selec-2S the system’s parameters.
tively encrypted documents t8ubs. The broadcast is basedcommit The domain of committed values is the finite field
on access control policies that specify which documents By Of p elements, which can be implemented as the set of

integersF, = {0,1,...,p — 1}. For a partyU to commit a
3In what follows we use the terrBub; however in practice the steps arevaluez € F,,, U chooses- € F,, at random, and computes the

carried out by the client software transparently to the @ctmd user. commitmente = g*h" € G.

4A cryptographic commitment allows a user to commit to a value Whil% U sh h | d .
keeping it hidden and preserving the user’s ability to révka committed pen U shows the valueg andr to open a commitment.

value later. The verifier checks whether= ¢g“h".

f In this section, we review some basic notions and the
cryptographic and mathematical tools which are relevant to
he construction of the scheme, to help the reader better
understand it.



1. Identity Token Issuance 2. Identity Token Registration
IdMgr

Pub i sub
ul
/ \ ) ——— Pub
(—\ | \ oo |)
» [ L \ X, 2y -Zn

SE 7 o
§ : | 17,= (pn-1283, SN, \ ',A‘T;%pn—14ﬂ L CON, ......) f Z T —

|
|7n71A92, SN, o) s, | Decryption

s,
\ / \-\ / O p T L= Vo segene
0 L \
"~ .’ Selective Decrypted
Document

Fig. 1. Overview of our content dissemination scheme

3. Document Dissemination

C. OCBE Protocols in a bit-by-bit fashion, for attribute values of at masbits

The Oblivious Commitment-Based Envelope (OCBE) prfng, wherel is a system parameter which specifies an upper

tocols, proposed by Li and Li [19], provide the capability o ounizlrhfor C_t;rllze Obci:tBIEngth of zlat_tribute values lsuch that < f
delivering information to qualified users in an obliviousywa p/2. 'he -d protpco IS mored complex in terms O.”
There are three communications parties involved in OC scrlpthn an cqmputaﬂqn compare to EQ-OCBE. We wi
protocols: a receiveR, a senderS, and a trusted third party not describe how it W.OI’kS'In this paper. Interested readans c
T. The OCBE protocols make sure that the receiRecan refer to [6] for a detailed |ntroduct|or_1.

decrypt a message sent 18/if and only if R's committed 1€ OCBE protocol for the< predicates (LE-OCBE) can
value satisfies a condition given by a predicateSia access P€ constructed in a similar way as GE-OCBE. Other OCBE

control policy, while S learns nothing about the committeoprOIOCOIS (for#, <,> predicates) can be built on EQ-OCBE,
value. Note tha does not even learn wheth@r is able to CE-OCBE and LE-OCBE.

correctly decrypt the message or not. The predicates stgapor V. PROPOSEDSCHEME

by OCBE are the comparison predicates>, <, <,= and#.

The OCBE protocols are built with several cryptographic In this section we describe in detail our data dissemination
primitives: approach. We first introduce the phase of identity tokens

1) The Pedersen commitment scheme. issuance taSubs, followed by the phase in which theub

23 A semantically secure symmetric-key encryption alg@enerates and providedubs proper subscription secrets. We
rithm &, for example, AES, with key length-bits. Let then describe our group key management scheme. This section
Ekey[M] denote the encrypted messagé under the also includes an illustrative example.

encryption algorithmg with symmetric encryption ke .
Key P ¢ y P y A. ldentity Token Issuance

3) A cryptographic hash functiod(-). When we write TheldMgr runs a Pedersen commitment setup algorithm to
H(a) for an inputa in a certain set, we adopt thegenerate system parametdtaram = (G, g, k). The IdMgr
convention that there is a canonical encoding whighublishesParam as well as the ordep of the finite group
encodesa as a bit string, i.e., an element §0,1}*, G, The IdMgr also publishes its public key for the digital
without explicitly specifying the encoding. signature algorithm it is using. Such parameters are used by

Given the notation as above, we summarize the OCBEeldMgr to issueidentity tokengo Subs. We assume that the

protocols for= (EQ-OCBE) and> (GE-OCBE) predicates, Subs hold identity attributes issued by one or m¢d®s and
at a high level, as follows. The OCBE protocols for othegpresent to thedMgr such identity attributes to receiveentity
predicates can be derived and described in a similar fashidakensas follows. For each identity attrioute shown bgab,

the IdMgr verifies its validity?> encodes the identity attribute
EQ-OCBE Protocol value asz € F, in a standard way, and issues tBeb an
Parameter generationT runs a Pedersen commitment setufsientity token. An identity token is a tuple
protocol to generate system parameteasam = (G, g, h).
Commitment T chooses the value to commit, and a random
r, then computes the Pedersen commitment g“h". T wherenym is a pseudonym for uniquely identifying ti&ub
sendsz,r,c to R, andc to S. In an offline alternative, digital in the systemijd-tag is the tag of the identity attribute under
signatures are used to save communications. considerationc = g”h" is a Pedersen commitment for the
Interaction Based on an equality predicate and the commitaluez, ando is theldMgr’s digital signature fomym, id-tag
ment ¢, S creates an “evelope” and sends it Ry via an
interactive protocol. 5The IdMgr can verify the validity ofSub’s identity either in a traditional

« » : way, e.g., through a on-the-spot registration, or digitadver computer
Open R opens the “envelope” using the secret value networks. We will not dive into the details of identity vatid check in this

The GE-OCBE Protocol can be done in a similar way, bupaper.

I7 = (nym,id-tag, c, o),



and c. The IdMgr passes values and r to the Sub for the There can be multiple subdocumentsZmwhich have the
Sub’s private use. We require that all identity tokens of theame policy configuration. For each policy configuratiorDof
sameSub have the sameym,® so that theSub and its identity the Pub generates a keyK for a symmetric key encryption
tokens can be uniquely matched witimgm. Once the identity algorithm (e.g, AES), and usés to encrypt all subdocuments
tokens are issued, they are used Bybs for proving the associated with this policy configuration. Therefore, Bab
satisfiability of thePub’s access control policieSubs keep satisfies access control policiesp,,...,acp,,, Pub must
their identity attribute values hidden, and never disclitesn make sure that th&ub can derive all the symmetric keys to
in clear during the interactions with other parties. decrypt those subdocuments to which a policy configuration
Example 1:Suppose aSub Bob presents his driver's li- containing at least one access control policeEp,(i =
cense tddMgr to receive an identity token for his agelMgr  1,...,m) applies.
assigns Bob a pseudonypm-1492. IdMgr deduces from the  As in our scheme the actual symmetric keys are not deliv-
birthdate on Bob's driver's license that Bob’s ageris= 28. ered along with the encrypted documentSub has to register
TheldMgr randomly chooses a value= 9270, and computes its identity tokens at th@ub in order to derive the symmetric
a Pedersen commitment= ¢g”h". The IdMgr then digitally encryption key from the disseminated data. During the fegis
signs the message containing Bob’s pseudonym, a tag fetion, aSub receives a set afonditional subscription secrets
“age” and the commitment. The identity token Bob receives (CSSs)based on the identity attribute names corresponding to
from the ldMgr may look like this: the attribute names in the identity tokens. Note that CS&8s ar
I7 = (pn-1492, age, 6267292101, 949148425702313975). generated by théub only based on the names of identity

B. Privacy-Preserving Attribute-Based Conditional Sulsc  attributes and not on their values. Sdsab may receive an
tion Secret Delivery encrypted CSS corresponding to a condition which has a value

We assume that theub defines a set of access contro}hat the Sub’ identity attribute does not satisfy. However,

- o . in this case, theSub will not be able to extract the CSS
policies denoted _alePB that specifies which SUdeC'“.'ment%om the message delivering it. Proper CSSs are later used
Subs are authorized to access. Access control policies are : . ;

) y aSub to compute symmetric decryption keys for particular
formally defined as follows.

Definition 1: (Attribute Condition ). subdocuments of broadcast encrypted documents, as discuss

. . . . _in Section V-C. The delivery of CSSs is performed in such a
An attribute conditioncond is an expression of the form: . )
W . . . .. “way that theSub can correctly receive a CSS if and only
name4 op [", where name, is the name of an identity . . - . ) .
: : . if the Sub has an identity token whose committed identity
attribute A, op is a comparison operator such-as<, >, <, . o . o ;
. . attribute value satisfies an attribute condition in fheb’s
>, #, and! is a value that can be assumed by attribdte ; .
L } . access control policy, while th@€ub does not learn any
Definition 2: (Access control policy. . : . . :

i . ) information about theéSub’s identity attribute value and does
An access control policyacp is a tuple (s, 0, D) where: o :

: %) not learn whether th&ub has been able to obtain the CSS.
denotes a set of portions (subdocumenf#),,..., Dy} of To enableSubs registration, théub first chooses ai’-bit
documentD; and s is a conjunction of attribute conditions fime numbelrJ a c?l 0 Ira’hic huashl functiofl whosle
cond; A ... Acond, that must be satisfied by 3ub to have P . 4, a cryptograp () .
access ta. 7 output bit Iength iS no shorte_:r thaff, _and a_semantlcally

Example 2:The access control policy secure symmetrlchey encryption algorithm with key lengjth
, ) bits. ThePub publishes these parameters. Then for an access
(“level > 58" A “role = nurs€/, control policy acp in ACPB that a subscribeBub; under
{physical exantreatment plah, “EHR.xmI”)  pseudonymnym, wants to satisfy, it selects and registers an

states that &ub of level no lower than58 and holding a identity tokenZ7" = (nym,, id-tag, ¢, ) with respect to each

- “ . » attribute conditiorcond; in acp. Note thatSub, does not reg-
nurse position has access to the elements “physical exach” a : . : o .

. N ister only for the attribute condition which tt#ub,’s identity
treatment plan” of documerEHR.xml.

Different access control policies can apply to the san%gken satisfies; tp assure priva@ubi rggistgrs its.identity
subdocuments because such subdocuments may have t&oggn for any attribute c_ond|t.|on whose .|dent|ty attnbujame
accessed by different categoriesSafbs. We denote the set of matches théd-tag contained in the identity token. In this way,

access control policies that apply to a subdocumenicdisy tsrfbp'“:g ;i;]unzfllt '?;?;:;2?;“& s registration which condition
configuration ! y '

Definition 3: (Policy configuration). The Pub checks ifid-tag matches the name of the identity

A policy configurationPc for a subdocumend; of a docu- attribute incond;, and verifies thedMgr’s signatures using

mentD is a set of policiefacp,, . ..,acp, } whereacp,,i = tFtlebIdl\ggrf F;Eb“.c tkey. f enhg:hof th_e at?[ciméebsteps fat|ls, the
1,...,kis an access control polidg, o, D) such thatD; € o. ub aborts the interaction. erwise, generates a
k-bit random value; ; € F,, wherex is a security parameter
8In practice, this can be achieved by requesting3hb to present a strong chosen by théub. Tij is the conditional subscription secret.
identifier that correlates with the identity being registérAgain, we will not The Pub then starts an OCBE session as a sen@rt¢
discuss this process in this paper. . .
“In what follow we use the dot notation to denote the differeaponents obliviously tranSferri,j to Sub; who acts as a receiveRj.

of an access control policy. The Pub maintains a tableZ” storing all the delivered; ;



along with the associate8ub’s pseudonynmym, and policy configuration applies, each of which will then be encrypted
condition cond;. Upon the completion of the OCBE sessiomwith the same symmetric encryption key. Without loss of

the Pub performs the following actions: generality, we will focus on one subdocument, referred to as
« If nym, does not exist in the table, it first creates a rowWp;, when introducing the scheme.
for it. . . Let Dy’'s associated policy configuration b&®c =
« It savesr; ; as a record i7" with respect tonym, and {acp,,...,acp,}, where eachacp, is a conjunction of

cond;. An old CSS is overridden by the new CS$g;

if it already exists. This will allow a&Sub to update the For eachacp,, the Pub searches the database taleto
Pub with its updated identity tokens. . ke - (k) (k)
t a list of pseudonym&;, = {nym;"’,...,nymy, } whose

, e
We remark that all CSSs are independent, so the above C%f?S records corresponding to the attribute conditioreci,
delivery process can be executed in parallel. Tables used 46 in7. The Pub chooses a suitable value

by the Pub to create public information for access control of o
broadcast documents, and should be protected. N > Z H#U, (1)
Example 3:Table | shows an example of tabfe. A Sub et

under pseudonynpn-0012 who has an identity token with where U, denotes the cardinality of the s&f..

respect to identity tagole registers for all attribute conditions Let +® ¢ F. be the CSS of a subscriber mem(_k) for
(“role = doc” and“role = nur” are shown in Table I) involving k)" 1 g

identity attributerole. This Sub does not register for attribute €°Nd; - _ ,
conditions fevel > 59", “YoS > 5" 8 and “YoS < 5", either For Pc (or equivalently,D;), thePub chooses an encryption

because it does not hold an identity token with identity tfY € randomly from Fg, and N' 7-bit random values
level or YoS, thus cannot register, or because it chooses rgt - - -+ ?~ Such thatr- IV is large enough (e.g- 160. See [22]
to register as it only needs to access subdocuments whif¥e2n explanation of parameter choiceBb lets

conditionscond!" A ... A cond®

my *©

associated access control policy does not require conditio A {1
for these attributes. Note that tBeib underpn-0829 registers S a§ N
for both conditionsroS > 5 andYoS < 5, which are mutually : : : : :
exclusive and thus cannot both be satisfied by Sof. The T
registration for both conditions is crucial for privacy imat it A= : : : 7
prevents thePub from inferring from theSub’s registration ) 5
behavior which condition th&ub is actually interested in. A LoLeh LoD o
Sub underpn-1492 registers for all five attribute conditions. B a
TABLE | el ale o el
A TABLE OF CSSs5 MAINTAINED BY THE PuB where

nym level > 59 YoS > 5 YoS < 5 role = doc role = nur

D aff) = He ISl rif, 129), )

pn-1492 11109 4578 10491 13011 60987 '

where|| is the string concatenation operation. TPib solves
for a nonzera N + 1)-dimensional column vectdy” such that
C. Group Key Management Scheme AY = 0. Note that such a nontrividl” always exists, because

- : . he number of rows of matri is less than or equal t&V
A trivial approach to key management is to deliver a

needed keys to qualifieBubs. However, this approach suffers y (1), thus the null space of is guaranteed nontrivial. We
) : AR call such a vectoly” anaccess control vector (ACV)

from various shortcomings. First, it isRub-to-Sub process, Document Broadcasting. The Pub sets the vector

as thePub must delivery the keys to eacdub individually. g

Second, key maintenance is expensiveSub may have to X =(K,0,0,...,00T +V,

keep track of a high number of keys; whenever an encryptio

. ) i wherev” is the transpose of vectar and K is the encryp-
key is char!ged, every involve8Sub needs to be notified andtion key for D;. The Pub broadcasts the subdocumen
provided with the new keys.

In this section, we propose a new group key managemr—zeﬁlcrypted WIthK' together with the value(, z1, ..., 2y, as

scheme which enables any registefb whose identity at- part of t.he entire do?“me’”- .

; : . > - Decryption Key Derivation. If a Sub with nym. wants to
tributes satisfy at least one of the access control polepgdi- . oo i X

) view the subdocumeriby, it picks an access control policy

cable to a subdocument to compute the encryptlon/decryptlgc it satisfies. and computes
key, thus to view the content of the subdocument. Pr ' P

1) Basic constructionThePub generates policy configura- K' = (1,a® ") o) X,
tions for all subdocuments @. For each policy configuration, ’ ’ ’

& .
the Pub identifies all the subdocuments to which the policy’hereé a;; are computed as in (2). We call anyv + 1)-
dimensional vector whose first entry id such thatvY = 0

8YoS means “years of service”. a key extraction vector (KEMyith respect to and X.



New Subscription. When a new subscribeBub’ registers - (Contactinfg: acp,, acp,, acp;

at the Pub, the Pub delivers corresponding CSSs &ub’, - (Billinginfo): acp,, acp,

and updates the tabl&. The Pub then performs a rekey - (Medicatior): acps, acp,, acpg

process for all involved subdocuments (or equivalenthicpo - (PhysicalExams acps, acp,
configurations). WheiPub broadcasts new documents, it alse (LabReports: acp,, acp,, acps

publishes the updated and z;. - (Plan): acp;, acp,

Credential Revocation. The conditions under which 8ub - Other stuff: none

needs to be revoked is out of the scope of this paper. WeThe policy configurations and their associated subdocu-
assume that thé&ub will be notified when aSub with a ments are:

pseudonymnym, is revoked from those who may satisfyPc; = {acp,,acp,, acp;} < (Contactinfg
cond;. In this case, théPub simply removes the value; ; Pc; = {acp,,acpg} < (Billinginfo)

from table7, and performs a rekey process for all involveec; = {acp,,acp,,acps} « (Medicatior)
subdocuments. Allowing particular CSSs to be deleted frope, = {acp;,acp,} « (PhysicalExams (Plan
T enables a fine-tuned user management. Pcs = {acps,acp,, acp;} « (LabReports

Note that in both cases of new subscription and credentil = {} « Other XML tags
revocation, the rekey process does not introduce any cost téAssume that the involved hospital employees have already
Subs in that except for those whose identity attributes ambtained their identity tokens and have received their CSSs
added or revoked, nSub needs to directly communicate withthrough the delivery phase described in Section V-B, and tha
the Pub to update CSSs—new encryption/decryption keys céime CSS table has been created yub. Pub chooses an
be derived by using the original CSSs and updated pubkacryption keyK; for each policy configuratioRc; to encrypt
values published by thBub. the associated subdocuments.

2) An example: We now illustrate how our group key Without loss of generality, we focus on the casePaf, =
management scheme works through a simplified examglacp;,acp,} and use the visible records in Table | for
in a healthcare scenario. This discussion is based on tlemonstration. An SQL-styled database query
information available at [23]. SELECT * FROM7 WHERE ‘role = do¢ <> NULL

Example 4:A hospital's data centelPub has to broadcast returns two rows containing pseudonympr-0012 and pn-
an XML file “EHR.xml” which contains the electronic health1492, corresponding to the employees which can potentially

record (EHR) of a patient to the hospital's employees. access subdocuments to whiabp, applies. Similarly, it can
<Pt ent Recor d> ~ER S | yH story> be easily seen that an employee ungar1492 is the only
<Cont act | nf 0> R
</ Fani | yH story> one who may satisfacp,. ThePub then choose#’ = 3, and
</ Cont act | nf o> <Soci al Hi story>
<Billinglnfo> /1 snoking, " drinking, etc. random values:, 25, 23. For the employee undgmn-0012
</Bil1ingl nf o> <Soci al H story> whose CSS for the attribute conditidrole = doc” is 86571,
<d i ni cal Recor d> <Physi cal Exans>
<H storyCf Present ||| ness> /1 veight, body tenperature, the Pub computes values
/1 skin tests, etc.
</HstoryGPresentlllness> IR
st el stony Levhecordes a1y = H(86571(|21), a1,2 = H(86571[22), a1,3 = H(86571]|23).
</ Pa_st Neqi cal H story> Il X-rays, etc.
T s has the current </ LabRecor s> The Pub executes a similar computation for the user under
{{-PTIEISCTI pren <P}/an\7\hal needs to be done, etc. pn'1492 thUS Obtalnlng the Va|UeS
<] di i > fen e
<AINEeIr;iatelsz:dAdver seReacti ons> </ Pl an>
</Nér§iésAndAdverseReactions> </;/a::: ;:‘I(I:R’:!:S?;Srd> a271 - H(13011||Zl)7a2’2 - H(13011||22)’a2’3 - H(13011|‘Z3)

The subdocuments dfEHR.xmI”, marked with different . .
XML tags, need to be accessed by different employees ba%?now thePug h{:}ls computed bcithﬂr](.aqwred rfws TJ;;UIX
on their roles and other identity attributes. Suppose thesro hor a(é:psfi'san Wi proggssa::pﬁ.] nt IS ca;_e;_iﬁoizn; N
for the hospital's employees are: receptionist (rec), ieash" gff | >scor”respon Ing % € two condti ID Hegurb
(cas), doctor (doc), nurse (nur), data analyst (dat), asdma- and "level > 59" are rs; and s, respectively, thePu

cist (pha). The involved access control policies‘flBHR.xml" computes
(pha) P a3 = H(11109][60987]|21), as.o = H(11109][60987]|z2),

are
1) acp, = (“role = rec’, {(Contactinfd }, “EHR.xml") as,3 = H(_11_109||60987||Z3)_'
2) acp, = (‘role = cas, {(BillingInfo)}, “EHR.xmlI") For simplicity and illustration purpose, assume= 17, and
3) acpz = (‘role = doc’, {(ClinicalRecord}, “EHR.xml") the resulting matrix oveF,,
4) acp, = (“role = nurA level > 59", {(ContactInfg,
(Medicatior), (PhysicalExamy (LabRecords, (Plan)}, 1 15 3 4
“EHR.xmI") A= 1 4 13 3
5) acps = (“role = dat, {(Contactinfq, (LabRecords}, 1 12 5 6
“EHR.xmI")
6) bl (‘;53"6 = phd, {(Billinginfo), (Medicatior) }, The Pub solvesAY = 0 for a non-trivial Y = (4,4,3,3)7.
Xm

N . Let K, = 11. The Pub sets
“EHR.xml"” is divided into subdocuments based on these

access control policies: X =Y 4 (K4,0,0,0)" = (15,4,3,3)T.



The Pub publishesX, z1, 29, z3 with the associated subdoc-have proofs of these identities from tl#®, by obtaining from

uments(PhysicalExamys (Plan), which are encrypted with a the IdMgr identity tokens for such attributes whose committed

symmetric encryption key<, = 11. values, set by thédMgr, lie out of the “normal” range of
Suppose that the employee ung@-0012 is a doctor, thus values’

satisfiesacp,; and has correctly received the CSS during the

delivery process. To obtain the decryption ky, the doctor B. Group Key Management Scheme Analysis

computesa;; = 15, a1» = 3 anda; 3 = 4 as thePub did, |5 this section, we focus on the security of our newly
then calculates proposed group key management scheme. In our analysis, we
Ki=(1,a11,a12,a13)-X = (1,15,3,4)(15,4,3,3)T = 11. will model a cryptographic hash fu.nction as a random oré&:le,
and base the discussion on requirements listed in Section I.
The doctor can now use this key to decrypt the subdocumentsrhe security analysis is based on the following lemma,
(PhysicalExams (Plan. whose proof is straightforward.
Suppose that the employee unger-1492 is a nurse of | emma 1:Let F = F, be a finite field withq elements.

level 58. Then it satisfies neitheacps nor acp,; therefore it | et v/ pe ann-dimensional F-vector space. Lety, ..., v,

has the correct CS$0987 for attribute condition fole = 1/ \wherem < n. Then the probability that, ..., v, are
nur’, it is not able to compute any ofz; Or as;, @ = |inearly indepgndent is

1,2,3, and thus is not able to obtain a KEV to derive the

decryption keyK4. Hence it cannot access the subdocuments i n—itl

(PhysicalExamis (Plar). H (1-1/q )- (3)

The process is similar for the other policy configurations. | 1) Soundness Ofit:hle schenWe say the group key manage-
is worth remarking, though, that for the policy configuratio ment scheme isoundif a qualified Sub can always correctly
Pcg, which is an empty set, th@ub can just encrypt the derive the decryption key.
associated subdocuments with an encryption Kgywithout Let K be an encryption key for a subdocument, axicbe
the need of publishingX’ or z;, because in this case nothe vector published with the encrypted document. The ACV
employee is authorized to access this portion of data. isY = X — (K,0,...,0)T. Recall that for any KEVv with

V1. ANALYSIS respect toK aqd X, we alwgy:'s have’Y = 0. By definition
v has1 as its first entry, so it is clear thatX = K.

.In this section we first analyze the security qf our tech- The soundness of the proposed key management scheme
nigues. We then discuss relevant performance issues of Mlows from the fact that each vali8ub can compute a row

techniques. of the matrix A which is a KEV with respect td{ and X,
A. CSS Delivery Security then use this KEV to extract the encryption key.

Two security requirements need be satisfied in the delivery2) Security: Minimal trust. The Pub is the only entity
phase of the CSS values; for Sub; andcond;: in the key management scheme which is responsible for

generating and distributing the encryption/decryptiogske
Key indistinguishability and key independence.Given the
gublic vector X, any elementX € F, has the same prob-
satisfiescond,. abilit_y of peing the designa_ted encryption key for a policy
2) User privacy. ThePub learns nothing about the Valueconflguratlon. Inde.ed, for thig, lety = (L,a1,...,an) be
of the Sub’s identity attribute. an (N + 1)-dimensional row vector such thal” = 0, .Where
X — (K,0,...,0)T, then we haverX = K.'* With the

Y =
m;-r?tz :;esgz.g.gslﬁnpg?é%ﬁf %Za;rt'tglii ftrr:)ar‘; pn(;ter}r.rr?qu'rﬁésh functionH (-) modeled as a random oracle, it follows that
Istied. prev ' N9 it is not possible to distinguish the real encryption keyniro

anly adfd|t|onalh|nforn:f¢g) '1 aki;)gt bSub’s |de(;1t|t%/ ﬁttn:ute any value in the key spadg, by having only knowledge of
value, for such an attribute, ub may and shall cnoose public valuesX, z1, ..., zy. The independence of the en-

t(itr.(ta)g[[sterFlts |dent|t): tol:nbforhallhccigdltlong dlnv:'nlwrttglis cryption keys corresponding to different policy configioas
attribute. For example, &ub who holds an identity token . 4 qosgions is a direct consequence.

whose tag isrole and committed value is “nurse” register :
; . . - L2 orward secrecy.When aSub is no longer allowed to access
the identity token for all attribute conditions associateith ; . X :
the subdocument corresponding to a policy configuration, a

role, so that thePub will not know which condition theSub
IS aCtua”y mterested in, thus SucceSSfu”y guess its reial . °Due to the space limit, we do not introduce this extension taitla this
Note that theSub in order to request any CSS correspondingaper.

to an attribute condition involving a given attribute, mbhave  %ntuitively, a random oracle is a mathematical function thapsavery
an identity token with a tag equal to the name of this attebutduery to a uniformly randomly chosen response from its outputain.

An extension of our approach allows teib to further hide 11Such av with 1 as its first entry can almost always be found. The only

i o ; exception happens whel has its first entry followed alds. An X of this
the attributes it is interested in, even though $hé may not form can easily be identified by tHeub and excluded from consideration.

1) Access control. The CSS valug; can be correctly
delivered to the useBub; if and only if Sub; has an
identity token whose committed identity attribute valu



rekey takes plac¥. A new encryption keyk’ is chosen and a  However, each time when a new encryption key and an
new set of values\, z4, . . ., zn is published by th&ub. With access control vector need be generatedPilie has to solve

the hash functiorf{ () being modeled as a random oracle, tha linear system of sizéV, over a large finite field which can
updated vectors that correspond to tBebs’ key extraction be computationally costly a¥ becomes large. Experiments in
vectors from the previous session can be viewed as cho&sttion VII evaluate the performance of the scheme in terms
independently uniformly at random. Since the total numbef the size of the matrixA.

of Subs is no more thanN, by Lemma 1, we conclude Storage requirements.Nowadays we are less worried about
that all these updated vectors are linearly independerit wihe storage requirements on both tReb and the Subs’

a probability greater than or equal to sides in general. Users as mobile clients may have special
N oo space limitation to consider. However, 3ub only needs
H (1- 1/qN—i+1) > H (1—1/q) ~ 1,22 O(¢'N) bits to store the needed information (e.g., the CSSs,
e iy the KEV, information about the finite fields) when deriving a

Hecryption key. The space requirement can be easily sdtisfie
for a reasonable number &ubs and a finite field of suitable
size.

wheng is large. Therefore, by construction all key extractio
vectorsy such thatvX = K’ spans anV-dimensionallF,-
subspacdV. The updated vectop for Sub is an (N + 1)-
dimensional row vector with 1 as its first entry. It can be lgasi VIl. EXPERIMENTAL RESULTS

shown that the probability that is in W' is 1/q. Wheng is In this section, we present experimental results for variou

large, the probability is negligible. Therefore in praetiany 2 meters in our system. We have built a fully functioning
revokedSub cannot correctly compute the updated encryptlogystem in C/C++ that incorporates our techniques for pyivac

keysk by following the kily deri\;atior.] proc.eduref.f preserving CSS delivery based on the OCBE protocols, and
Backward secrecy.Similar to the discussion of forward Se-afficient key management.

crecy, it can be easily seen that a newly joiBad can retrieve The experiments were performed on a machine running
an earlier encryption key only with a negligible probalilit GNUI/Linux kernel version 2.6.27 with an In@l Core™ 2
Collusion resistance With H(-) modeled as a random oracle, \, cpy T9300 2.50GHz and 4 Gbytes memory. Only one
external or revoked adversaries have only knowledge of-in ocessor was used for computation. The code is built with
pendent random vectors. Colluding adversaries do not h £ bit gcc version 4.3.2, optimization flagd2. The code is

advantages compared to an individual attacker who tries B8ilt over the G2HEC C++ library [24], which implements the

use these independent information pieces. Whes large, arithmetic operations in the Jacobian groups of genus Zsurv
the probability that the decryption key can be retrieved qy ¢ group g

: X i or the CSS delivery and group key management phases,
_(:olludlng_ adversaries who follow the key extraction praged we use V. Shoup’s NTL library [25] version 5.4.2 for finite
IS g)egcl)ltgr:zlre.requirements Bandwidth overhead. Once a T€ld arithmetic, and SHA-1 implementation of OpenSSL [26]
’ : version 0.9.8 for cryptographic hashing.
Sub’'s CSSs are delivered via the delivery phase, they are yplograp g
stable for theSub and no further direct communication isA. CSS Delivery

required betweerPub and Sub. Each time the dynamics of The CSS delivery phase uses the OCBE protocols, which
the set of subscribers or documents changes (e.g., eramyp#onsist of three major steps: 1) extra commitments gererati
key update, &ub joining or leaving the set of subscribers){OCBE for inequality conditions only) at tHaub, 2) envelope

the valuesX, zi,...,zy are broadcast with the encryptedcomposition at th@ub, and 3) envelope opening at tBab.1*
documents. Such a broadcast lidg’ V)-bit bandwidth over- |n this section, we evaluate the performance of these three
head, where’’ is the bit length of the size of the underlyingsteps for both EQ- and GE-OCBE protocols.

finite field F,, for transmitting these values. As we will see in \We choose the groug to be the rational points of the
Section VII, this is not a problem in practice. Jacobian variety (aka. Jacobian group) of a genus 2 curve
Computational costs.A Sub Only needs to conducV +1 C : y2 — 1‘5 + 26828108228393556449007361‘3

hashing operations, compute an inner product of tWot- 1)- +22659135529599310290211622 + 2547674715952929717899918x
dimensional F,-vectors to extract the encryption key, and
perform a symmetric-key decryption for a document. Ag4797309959708489673059350

shown by the experiments in Section VII, this computatiogyer the prime fieldF,,, with ¢ = 5- 1024 4+ 8503491 (83 bits).
is light-weight. The Jacobian group of this curve has a prime order

2Forward secrecy is relevant in our context when documentsipdated p *24,9991%99999994130438600999402209463966197516075699

and the policies associated with the updated documents eh&iig discuss (164 bits)-

it for completeness. The OCBE parameter generation program chooses non-unit
13The formula on the left hand side is forumula (3) with= N and points ¢ and & in the Jacobian group as the base points for

m = n. This is because all vectors under consideration Haas the value g . .

of their first entries. If we ignore all their first entries, vaee left with N-  CONstructing the Pedersen commitments.

dimensionalg-vectors. A necessary condition for all thedé-dimensional

vectors to be linearly independent is that all origif&f + 1)-dimensional Yinterested readers may refer to [19], [6] for details.

vectors are linearly independent. 15The data is taken from [27].



We use attribute values that satisfy the attribute conutio The following experiments are performed with different
in the policy. We expect a similar running time if the attiddu user configurationsA user configuration indicates the number
values do not satisfy the attribute conditions in the policyf currentSubs and the maximum user limiY. For example,
For GE-OCBE, we vary the value of theparameter, which the configuration25% Subs’ with N = 1000, has 25®ubs.
controls the range of the difference between the committ¥de use25 policies, each on average containing two conditions.
valuex and the valuer, specified in the policy, fron to 40, EachSub satisfies the policy in the policy configuration under
and performed evaluation accordingly. In this experimer, consideration. We illustrate the experiments for one sabdo
run both EQ- and GE-OCBE protocols for randomly chosement, as computations related to different subdocumets ar
data, for50 rounds, and take the average values. Figure 2 amtflependent and similar, and thus can be performed in pérall
Table Il report the average running time of one round of the
GE-OCBE protocol and the EQ-OCBE protocol, respectively. “5 @

40 H

The experimental results show that the overall computa- 35 H100% Sube

30

tion takes at most a few seconds for the privacy preserving
subscription through the OCBE protocols when all possible
identity attribute values lie within an interval of width up ol
to 2%, Because of the impact of the values 6fon the s| ]
performance of the CSS delivery, it is important to choose T
¢ as small as possible, while at the same time large enough e tsers

to upper-bound the attribute values. For example, theiient Fig. 3. Time to generate an ACV for different user configuraio
attribute “age” (in years) usually has values froro 200 and
can be represented usiggbits. In this case, it is sufficient
to choosel to be 8. We expect other OCBE protocols for
inequality predicates to have a performance similar to tfiat
GE-OCBE, because the design and operations are similar.

25
20

Time (in seconds)

——

S

Figure 3 reports the average time spent in computing
an ACV corresponding to the matrid for different user
configurations. An ACV is a random vector in the null space
of matrix A. We generate an ACV by first computing a basis
of the null space of4, then choosing the ACV as a random

o I Cémg:mgm}gggggi ‘ ‘ ‘ ] linear combination of the basis vectors. For a giv&n the
3 ol ] ACV computation time increases with the number of current
§ oop 1 users. This is consistent with the fact that as the number of
e JUUORRSCC s current users increases, the number of rows in the matrix
g =l WA,A,A,A,AV—A—A"A’*”*"A”’ 1 (consequently the rank of) increases, requiring an increasing
100 ettt amount of elementary matrix operations to compute the null
’s 0 s 2 2 % * 40 space for the linear solver of NTL. As shown in Figure 3, this

computation is efficient (less than 45 seconds on a personal

Fig. 2.  Average computation time for running one round of GEBEC computer) for reasonably larg¥ values.
protocol

25% Subs —+—

50% Subs —=— -
H 75% Subs

100% Subs =

@

TABLE i g .
AVERAGE COMPUTATION TIME FOR RUNNING ONE ROUND OF THE ? 3r e e
EQ-OCBEPROTOCOL g2r e
iF “
Computation Time (in ms) %00 200 200 = 500 o0 700 200 %00 000
Create Extra CommitmentS(b) 0.00 Maximum Users
Open EnvelopeSub) 35.25 . o . ) .
Compose EnvelopeP(ib) 11.80 Fig. 4. Key derivation time for different user configurations

Figure 4 reports the average time fBubs to derive the
symmetric keys from ACVs and KEVs for different user
configurations. Key derivation is performed Bubs whose

In this section we perform experiments to evaluate tteamputational capabilities may be limited. Therefore, in e
performance of generation of the ACVs at tReb and the cient decryption key derivation process is desired. As feigu
key derivation from the ACVs at th8ub, and the size of the shows it not only incurs minimal computational costs (a few
ACVs for different system parameters including the numbenilliseconds), but also increases only linearly with
of maximum users and the number of attribute conditions. All Figure 5 shows the average size of ACVs for different
finite field arithmetic operations are performed in &bit user configurations. Another design goal of our approach is
prime field. to keep the additional communication overhead minimum. In

B. Group Key Management
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ACV Size (in Kbytes)
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, ‘ ‘ ‘ ‘ ‘ = documentD. We say thaPc; dominatesPc; if and only and

l16% Sub2 s 1 if Pc; C Pc;.

i 1 Indeed, when th&ub satisfies an access control poliagp €
L il Pc; and Pc; dominatesPc;, then automaticallyacp € Pc;.

1 Therefore theSub can use the same set of CSSs that are used

] to derive the decryption key fdPc; for constructing that for

L L L L L L L L I
100 200 300 400 500 600 700 800 900 1000 P C] .
Maximum Users

B. Advantages over a Simplistic Approach

A simplistic approach to privacy-preserving policy-based
content distribution is to obliviously deliver (via the OEB
protocols) the encryption keys to &ub for all broadcast

order to achieve this goal, theub compresses the ACVs ntents. However, this approach requires quite a largeiao
before broadcasting them with the encrypted documents. 53% ' ' pp d d 9

. - . . of communications between tHeub and theSubs, and an
Figure 5 indicates, our approach only requires a few kilebyt.” o .
. 7 .~ individual Sub may need to maintain a high number of keys,
to transmit these vectors, and the size increases onlyrlynea . , . -
with N one per policy configuration th&ub satisfies. Moreover,

In the following experiment, we measure the time for AC\yg?nesno?nayseunbcggﬁtlggnkree)(/és(;;?;:?aelgése.?gcghgu;ahasg?o
generation (aPub) and key derivation (aBub) by varying the J P P '

. " . communicate directly with alBubs in order to update them
average number of attribute conditions per policy, and kepp : N
- : . with the new keys. This approach thus results in high costs fo
the number of policies and the maximum number of users fix

at 25 and 500. respectivel ﬁ1e Pub, and is inconvenient for both theub and theSubs.
' P y In contrast, our approach only requires fhegb to directly
communicate wittSubs during the identity token registration

Fig. 5. Size of ACV for different user configurations

7000 T T T T T —
o——————————____ ] phase to deliver the CSSSubs only need to maintain a

g sooof 1 list of CSSs. All the CSSs are stable, in that they do not

g aoop 1 change after registration, unless an update of identitipate

5 3000 - 1 happens and th8ub registers its new identity token. When a

£ oer 1 rekey process takes place, involv8dbs just need to perform
1002* R o e | local computations to derive the new keys based on updated

P ety information published byPub and their old CSSs, without

establishing direct communications withub. Furthermore,
Fig. 6. _ACV generation and key derivation for different numbgconditions  jn qur scheme, the number of CSSSuab needs to manage is
per policy always bounded by the total numb#ft of attribute conditions
involved in the access control policies, whereas the satipli

Figure 6 shows the average running time for ACVs gempproach requires Sub to manage one key for each policy
eration atPub and symmetric decryption key derivation atonfiguration, and the total number of policy configurations
Sub, for different number of conditions per policy. As thecan be22" in the worst case. Our approach is efficient in
number of conditions per policy increases, the key deovati terms of communication and computation, and is easy to use
time remains almost constant but the ACV generation tingnd maintain for thdub and theSubs.
slightly increases (by less than 100 milliseconds). .
C. Scalability

The experimental results in Section VIl have shown that

In this section, we further discuss some relevant featurdbee proposed key management scheme works efficiently even
of our scheme and also compare it with another possibMhen there are thousands of subscribers for a subdocument.
approach. However, as the upper bound of the number of involved
subscribers gets large, solving the linear systdmi = 0
over a large finite field", becomes the most computationally

It can be easily seen that our proposed group key maexpensive operation in our proposed key management scheme.
agement scheme automatically supports a hierarchicabscc8olving this linear system with the method of Gaussian-dord
control, which means that if &ub can retrieve the encryp- elimination [28] takes)(/N?) time. Although this computation
tion/decryption key corresponding to a policy configuratiois executed at thBub, which is usually capable of carrying on
Pc, then it can retrieve keys for all policy configurations thatomputationally expensive operations, wh¥nis very large,
are dominated byc, where the notion oflominance relation e.g., N = 1,000,000, the resulting costs may be too high
between policy configurations is defined as follows. for the Pub. In this case, théub can divide all the involved

Definition 4: (Dominance relation). Subs into multiple groups of a suitable size (e.g., 1000 each),
Let Pc; andPc; be two policy configurations that apply to acompute a different ACW for each group, and broadcast it

VIIl. FURTHERDISCUSSIONS

A. Hierarchical Key Management



to the corresponding group, while the subdocument is stil] F. Paci, N. Shang, E. Bertino, K. Steuer Jr., and J. WocectBe

encrypted with one uniform key. In practice, the grouping transactions’ receipts management on mobile devicesSymposium
Lo be b d trol lici tesstib on Identity and Trust on the Internet (IDtrust Symposiyms)ST,

crlter_lon can be based on access control policies, sulgssfi Gaithersburg, MD, USA. April 2009.

physical locations, and so forth. The computation of the AC\{7] E. Bertino and E. Ferrari, “Secure and selective dissation of XML

for each group is independent, thus can be performed in gocuments’ACM Trans. Inf. Syst. Seciwol. 3, no. 3, pp. 290-331,
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