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Abstract for the seamless integration of countless semantic knowl-
edge bases into an open, decentralized and scalable knowl-
Recognizing that information from different sources edge space. Much progress has been made since then to
refers to the same (real world) entity is a crucial chal- make this vision happen, but we must frankly admit that
lenge in instance level information integration, as it is a we are still far from such a reality. One of the main rea-
pre-requisite for combining the information about one en- sons seems to be that today the Semantic Web looks very
tity from different sources. The required entity matchimg i much like a collection of “information islands” that are yer
time consuming and thus imposes a crucial limit for large- poorly integrated with each other; and when some of these
scale, dynamic information integration. islands are linked, this is often the result of a lot of hard an
An increased re-use of entity identifiers (or names) time-consuming manual work.
across different information collections such as RDF repos Ideally, the integration of information islands into a
itories, databases and document collections, eases this si global Semantic Web should be based on the practice of
uation. In the ideal case, entity matching can be reduced to using Unique Resource Identiffgjor URI) for referring to
the trivial problem of spotting the same entity identifier in any type of resource in RDF/OWL content. The key concept
different information collections. is that “[t]he global scope of URIs promotes large-scade
In this paper we propose the use of a Entity Name Systemwork effects the value of an identifier increases the more
(ENS) — as it is currently under development in the EU- it is used consistently”. Indeed, if two RDF graphs have
funded project OKKAM - for systematically supporting the two nodes labelled with the same URI, these two nodes
re-use of entity identifiers. The main purpose of the ENS iscan be collapsed, and the result is a bigger virtual graph
to provide unique and uniform names for entities for the use where knowledge about that resource is automatically in-
in information collections, so that the same name is used fortegrated. This key idea (which is perhaps the single most
an entity, even when it is referenced in different contexts. important difference between the Semantic Web and tradi-
Of course the creation of an ENS that can efficiently deal tional knowledge representation in Al) has two important
with entities on the Web scale raises scalability issuetsof i consequences: (i) on the one hand, we should avoid assign-
own. However, this paper focuses on the role of an ENSing the same URI to two or more different resources (URI
in contributing to the scalability of ad-hoc and on demand collision), as they may introduce ambiguity and therefore
information integration tasks. “false positives” in information integration; (ii) on theteer
hand, we should try to avoid unnecessary URI aliases (i.e.
associate arbitrarily different URIs with the same resejrc
as this would divide the Web of related resources by causing

1 Introduction c SR R . .
false negatives” in information integration. Since we be-

In a very early note published in 199dim Berners-Lee 2Seehttp:/ww.w3.org/Addressing/
describes his vision of the Semantic Web as a global space 3SeeArchitecture of the World Wide Web, Volume QWe3C Recom-
mendation 15 December 2004) tetp://www.w3.0rg/TR/2004/
1Seehttp://www.w3.org/Designissues/RDFnot.html . REC-webarch-20041215/




lieve that the latter result is by foar more difficult to acrde ENS can become the backbone of the Semantic Web, as it
in the rest of the paper we will focus mainly on it. provides an infrastructure for the creation of RDF content
To date, the good practice of associating the same URIwhich can be easily integrated via simple graph merging
with the same resource on the Web is not supported by any(i.e. without any preliminary step of “entity matching” to
large-scale web infrastructure. This means that there is nodetermine whether two URIs refer to the same world ob-
easy and “standard” way for preventing the creation of URI ject).
aliases; as a consequence, a new URI is minted for the same The rest of the paper is structured as follows. Section
resource any time a statement is made about it in differ- 3 discusses the role of entity identifier re-use for instance
ent locations of the Web. This is particularly true for non- level information integration and its impact on scalaiiit
information resources (i.e. resources whose essence is nahore detail and presents exemplary applications of our ap-
informatiorf), including both universals (like classes and proach. In section 2 the OKKAM approach to entity iden-
properties in an OWL ontology) and particulars (basically tifier management and the architecture of the planned ENS
instances — of persons, locations, organizations, etc. — inis discussed. Issues to be considered in realizing an ENS
an OWL knowledge base). This leads to the Semantic Webare discussed in section 3. Our approach is related to other
version of two well known problems in information integra- work in the area entity identifier management in section 4.
tion: Finally, the paper concludes with a summary and ideas for

future work in section 5.
¢ heterogeneity of vocabulary: the same concept (e.g.

“person”) or property (e.g. “first name”) may be re- 2 OKKAM Approach and Architecture

ferred to through different URIs, and therefore may not

be recognized as the same concept or property in tWo  the key idea behind the proposal of an ENS is that the
different vocabularies; Semantic Web can become an open and scalable space for

e entity recognition: the same real world object (e.g. phublishi!"lnlgbknowlelt_jg; (in tr:je form OfﬁDF data) cf)nly ri]f
“Florence”) may be assigned different URIs in differ- there will be a reliable (and trustworthy) support for the

ent RDF repositories, and therefore may not be recog—;euse. of %.JRIS'f Lhelrzell‘losre, at S verhy gener_al Izvel, ]Ehﬁ cor.e
nized as the same entity. unctionality of the can be characterized as follows:

given any representation of an entity (e.g. a bag of key-

While the first issue is widely recognized and investi- WOrds, a paragraph of text, a collection of key-value pairs,
gated, for a long time the second was largely neglected in 9raphical depiction, and so on), decide if a URI for this en-
the Semantic Web community, though it received — and is titY IS @lready available in an entity repository (using €m
receving again — a lot of attention in the database commu-method(s) forentity matching if it is, then the ENS will
nity (under the headings of record linkage, data dedupli- return its URI (or at least a ranked list of candidates), oth-
cation, entity resolution, etc. [8, 5]). However, this con- erwise it will issue a new URI which will be stored in the
centration on schema issues looks like a serious strategiENS repository. _
mistake. Indeed, without underestimating the role of vo- 10 achieve this result, a lot of technical and non-
cabularies, we think that the Semantic Web will not happen technical |ssues_must be adc_jressed. Ir) this section propose
when we will have a large number of interlinked vocabular- & concrete architecture for implementing the ENS on the
ies, but when we will have a large number of data collec- Web; in the next section, we will discuss some of the corre-
tions (mainly in the form of RDF repositories) which pro- SPonding issues.
vide decentralized and independent information alibet
same entity And the most powerful way for knowing that 2-1 ENS: the OKKAM approach
information is about the same entity is that such an entity is h . . f entity i ificati
associated with the same URI across these different reposi- As we have argued in [2], issues of entity identification

tories. are optimally solved a-priori, across data sources and for-
As a possible solution to this situation, in this paper we mats. Instead of creating RDF repositories in Wh.'Ch the
present the concept of thEntity Name System (ENS) same real-world entity is denoted by two or more different

a web-scale infrastructure for supporting the reuse of pre-U.RIS' and gﬂen trying tol_recpncneh_thr(]ase L(jRIS’ v;eDT:hould
existing URIs for any type of entity across decentralized aim at enabling any app IC?.'[IOI’] which produces con-
and independent RDF repositories. We will argue that thetent to reuse a globally unique URI for that resource from
the outset.
4See http://www.w3.0rg/TR/2004/ The positive effects are evident. Instead of using one
p

REC-webarch-20041215/#identification : of the many possible names for an erftitg uniform elec-
5See e.g. [6] for a recent survey of approaches and tools Ffamsa-

level alignment of ontologies. 6The interested reader is referred to the seminal philosaptiscourse




tronic surrogate is used. The local effect within a single to be finished in 2008 is to provide a more complete set of
system is that ambiguities of references to entities in meta distributed ENS functionality, an adaptive matching layer
data can be eliminated to the largest part already at creatio and vastly improved storage.

time. The global effect is that: (i) information integratis

. . o 0
largely reduced to schema level integration, as entity-iden A i

tifiers provide large parts of data-level integration fazdr B n synhroizad OKICAM nodes
(besides dealing with conflicting and redundant data in dif- e AL g

ferent collections), and (ii) completely new hyper-stiues
are possible that link between different entities and betwe
artifacts and entities via the shared entity identifiers.
Optimally, such a global identifier for every en-
tity referenced in a data source is used throughallt
records/terms/statements that refer to this entity, imeve
data source referring to this entity, and in (external) con-
tent such as websites or other documents. This leads tc
the possibility to relate and integrate — without additiona
efforts — textual and multimedial content referring to a-spe
cific entity. This becomes more and more relevant taking e canoe
into consideration the fast pace of development in multi- E;AE"G'
media libraries, as can be seen in current services such a
YouTub€ or Flickr®. i
As a consequence, the adoption of such an approachcai <3
facilitate the realization of many more advanced services oPorae User | ocal OKKAM Node
and enable various innovative “entity-centric” applioats, o

,Private" or ,,C{eroraie“ User

)

Institutions are not
equired to run their
pwn OKKAM node.

i.e. applications that are centered around the notion of an [Gcal ORKAM Node
entity. Caching/é‘roxy
2.2 The OKKAM Entity Name System orvate Entis
Architecture e |
pnly visible to Private attributes to
Corporate User [W__ public entities.

In OKKAM, the ENS is implemented as a federated ar-
chitecture, which is illustrated in Fig. 1. Each node in the
cloud labelled @kaM PUBLIC is internally organized ac-
cording the architecture depicted in Fig. 2 and described in
full detail in [13]. Additionally, the architecture foresg
what we call docal node which is a smaller-scale KkAM What is illustrated in Fig. 1 is a distributed system that
node with the additional functionality that makes it operat is fully in line with the distributed nature of the (Seman-
like a caching proxy. This private node is meant for use tic) Web. The identifiers that KKkAM issues ar@bsolute
cases where institutions have to manage entities (or infor-URIsin the sense of RFC3986 [1], which makes them vi-
mation that characterizes entities) which need to be physi-able global identifiers for use in all current Semantic Web
cally stored on the institution’s infrastructure. Such ealo data sources; they furthermore are valid UUIDs, i.e. iden-
node can accomodate highly sensitive information, or sim- tifiers that guarantee uniqueness across space and, time
ply allow for cases where vast amounts of entities have towhich prevents accidental generation of duplicates ansl thu
be managed which are only of interest inside the institution also enables their use as primary keys e.g. in relational dat
and would thus represent “pollution” of the public global sources (i.e. avoiding URI collision).
service. It is important to note that what we are propagating is an

The prototype which is currently under developmend is entity-centricapproach, not an ENS-centric approach; this
the third evolution of an ENS since it was first presented [3] means, for example, that data sources which have issued
and subsequently implemented as a single node, analyzetheir entities with &kAM identifiers will continue to be
and used in experiments [13]. The aim of this new prototype integratable on the entity level, disregarding the existan
or availability of an ENS server.

Figure 1. Global, distributed architecture of
the OKKAM ENS

about naming by Saul Kripke [10].
"http://www.youtube.com 9See http://java.sun.com/j2se/1.5.0/docs/api/
8http://www.flickr.com java/util/UuID.html for details




OKKAM Services quest further clarifying information from this “user”, whe
Img:r'rm required.
OKKAMTig:gowered ﬁ =l An alternative, more flexible solution with respect to typ-
OtKAMizers Manual Entyl| | ing, is to manage all entity representations together and
keep available type information as links, e.g., to ontolo-
gies, or other schemata. This avoids the need for an a-
@%{E;ﬁm priori agreement on a set of entity types and copes with the
cases where there is not enough information to determine it.
. However, it is foreseen that entity identity decisions beeo
O kkamMATCH more complex and less efficient in this case.
In our solution we will start with the “top level types”
@Imﬂ g-gm,m: solution sketched above. o
epository A second, although related topic, is the use of schemata
! for the representation of the entities. For the EI Manage-
- e e ment solution it would be easiest to have a fixed schema for
P the description of every type of entity and to also use this
] schema when issuing identifier requests. Since it is not the
idea of the EI Management to collect as much information
as possible about each entity, this schema should include
Figure 2. One node of the public OKKAM in- the attributes that are most adequate for the identification
frastructure the respective entity. However, we expect the EI Manage-
ment to operate in a highly heterogeneous setting, which
requires more flexibility with respect to the representatio

. . . schema. For the usability in different situations it wouéd b
3 Issues in Scalable, Entity-centric Informa-  pest to enable the user to use the attributes he has at hand

O kkam i

Enlity Repository

tion Integration for querying the entity repository (following the respeeti
local schema, e.g., the employed metadata schema).
3.1 Dealing with Entity Types We will experiment in our solution with a two level ap-

proach. On the lower level (storage and matching candidate

retrieval) we will make use of a core schema for every en-
atity type to enable very efficient and scalable solutiondsTh
schema will be dynamically adapted, based on data learned
from the usage of the entity repositd?y This will enable
efficient retrieval of matching candidates. On the higher
level, we will cope with the translation of incoming queries
into core schema requests (schema mapping) as well as with
analyzing the matching candidates returned by the lower

The type of an entity and a possibly associated schem
for its representation (description) raise further issiodse
considered in the creation of an EI Management solution.
This becomes relevant if EI Management is to be imple-
mented for more than one type of entity.

An entity repository with a strong notion of typing is
expected to increase efficiency and effectiveness of entity
identifier retru_eval, because entities can be man{;\ged.m VIl level. The higher level will have much more flexible no-
tually or physically se_parate re_posnones according “’Fth tion of schema and will also support the more user-friendly
types, and type—fspecmc matching appr_oa_ches can be Imple’solution of using local schema information.
mented. This raises the challenge of finding the right gran-
ularity and the right set of types for organizing the repos-
itories. Furthermore, the selected grouping of entitiég in
types has to be agreed within the community (e.g., bridg- ) _
ing differences in conceptualization, naming). A promis- _ 1he core El managementfunctionality has been sketched
ing starting point for this is a set of top level types such as 2P0Ve (entity identity decisions, issuing entity identiie
“person”, “organization”, and “event”, as they can be found managing entlty identifiers an.d er_mty representat.mn_b)a T.
as top level classes in some Upper Level Ontologies (e.g.,PUrPose of entity representation is to enable entity identi
SUMO [12], DOLCE [7]). A second obstacle in entity typ- d_ec!smng._ Ar_1 |r_1|t|al representatl_on is cre_ated when the en
ing in El Management is that the information provided by tlfty identifier is issued from _the information that was pro-
the user of the EI Management may —in some cases— not/ided as part of the respective request. For the update and
be sufficient to decide about the type of the searched entity.€Xtension of the information managed for the individual
Here, ithas to be_ considgred that the “user” might as wellbe  105ch a solution also has implications for the entity repogimainte-
another application, which makes it far more complex to re- nance processes.

3.2 Repository Maintenance




entities, we foresee the following processes: a) collactio curity and privacy requirements. In particular, the need fo
of information that is provided when further requests for the El Management to be very open, the vast variety of ap-
the same entity are encountered (using different informa- plications that can be supported by the presented services,
tion about the entity, b) analysis of the usefulness of the and the nature of the information stored in the Entity Repos-
stored entity information, c) consideration of the age ef th itory, together with the possibilities for misuse that the e
considered information, and d) (only in rare cases) manualistence of such a repository creates, require the design and
change of entity information via adequate user interfaces.development of very flexible security mechanisms [15].

The methods that will be developed for entity representa-
tion update and extension based on a), b) and c) are partz&

the re.pos.itory maintlenance processes, which have the go on). Paradoxically, access control in distributed syste

to maintain the quality _Of the reposnory on the long r“_”- often relies on centralized security administration. Cen-
Furthermore, repository maintenance processes includgyjizeq control has obvious but important disadvantages:

repository purging. Incrementally, entity representasio ;) the control point represents a weak spot for security

will change, which means that the setting in which an entity 4o s and fault tolerance, (ii) it reduces system perfor-

identity decision has been originally taken changes as well e pecause it introduces a bottieneck for request han-

This suggests that it makes sense to revisit such demsmnanng, and (i) it usually enforces homogeneous access con

as part of what we call a repository purging process. Such a| gchemes that do not fit naturally in heterogeneous user
process revisits identity decisions, i.e. it checks if gitlee groups and organizations.

current status of information in the repository entity niatc o .
ing would still support the same entity identity decisions. ~ On the other hand, systems for distributed security ad-
As a result of such a process it might be detected that twoMinistration still have open problems. Solutions proposed

entity representations (with separate identifiers) altued SO far do not provide the flexibility and manageability re-
fer to the same entity requiring corrective actions (a com- quired. Several access control models have been introduced

plete revision of the original decision is not possible sinc N the literature to fit different access control scenariod a

both identifiers might already be in use outside the EIM sys- 'eéquirements. Some schemes have also tried to integrate
tem). The process might also detect evidences for the facdifferent models in a unified framework. These approaches
that two real world entities have been by mistake or lack represent significant advances over traditional singlespo

of sufficient information been marked as identical. The re- Systems but, unfortunately, are still constrained by the un
vision of earlier entity identity decisions of course has an derlying models and do not provide the necessary flexibility

impact on the identifiers already issued by the repository. e believe that a more general approach is needed in or-
As a basic principle we foresee that identifiers are neverder to be used in these new environments and in particular in
deleted (besides in exceptional cases). Thus an equialencthe one presented in this paper. For example, in the referred
statement will be added which couples the two entity repre- sjtuations, groups are an artificial substitute for a more ge
sentations. eral tool: the attribute. In fact, groups are usually defined
The revision of identity decisions does not only have im- based on the values of some specific attributes (employer,
pact on the repository, but also on the users of the entity position, access level, etc). Some attributes are eveh buil
identifiers. Thus, it has to be considered whether it makesinto most of the access control models [14]. Similarly is the
sense to provide an option to inform the users of the respeccase of the user element; the identity is just one of the most
tive entity identifiers about the change. This will depend useful attributes, but it is not necessary in all scenans a
on the required effort for enabling this (e.g., the number therefore, it should not be a built-in component of a general
of users) and the desired degree of autonomy and indepenmodel.
dence between the repository and the identifier users.

One of the main pillars of these security mechanisms is
ccess control (supported by identification and authoriza-

Finally, in distributed computing environments, there are
. ) many different situations where it is desirable that the@emwn
3.3 Trust, Privacy and Ownership of each resource is able to retain the control over it and to

change the access policy dynamically and transparently re-

Systems as the one proposed in this paper frequentlygardless of the location where the resource is stored. This
contain objects with heterogeneous security and privacyproperty is called originator-retained-control [11]. Qawn
requirements, depending on the application scenario, thathip in an EIM system is however not precisely related to an
pose important challenges on the underlying access controkntity as a whole: in such a collaborative environment also
and security mechanisms. individual pieces of information about an entity (such as

In fact, it follows the paradigm of a distributed, heteroge- an individual descriptive label) could be considered alsjec
neous and large-scale system with highly dynamic securitythat underlie ownership. Thus, it is necessary to establish
requirements, a large number of users and very crucial se-models that operate on a very fine-grained level of detail.



3.4 Scalability

Scalability in the context of this paper can be viewed
from at least two perspectives:

1. Bringing the Semantic Web to a scale comparable to
that of the WWW today, and

2. evaluating the scalability issues of an ENS itself.

While the first has been illustrated in the introduction,
with the claim that one crucial factor of scaling the Seman-
tic Web is to minimize proliferation of entity identifiers@n
the resulting matching effort, in this section we want tddoo
at the second issue.

It is clear that a global system for entity identifier man-

agement faces considerable challenges with respect to scal

ability. At first, it might appear that the performance and
scalability required to provide such a service is immense,

and indeed, they can not be ignored. However, three main

use-cases can be identified which affect the system in dif-

ferent ways, and are expected to keep scalability demands

manageable. We will try to relate to statistics known about
the popular Wikipedia systeth for comparison, which
serves a rough average 8@, 000 document requests per
second?.

Creation of new entity identifiers. This use-case is obvi-
ously a demanding one, as it causes write access to th
underlying data storage which is inherently costly. The
guestion is how many new entries are going to be pub-

with somewhat limited resources — manage to serve
30, 000 document requesfer secondWe believe that

by deploying a highly optimized storage and query in-
frastructure which advances the state of the art in in-
formation retrieval and high-performance matching it
is possible to deal with the amount of queries that are
to be expected.

Usage of entity identifiers for information integration.

It is important to point out that the use of a centrally
issued entity identifiers in metadata records, but also
during information integration processes, does not
cause any processing load on the EI Management
system. Once such an identifier is stored in a metadata
record, it “leaves” the context of the management
system and becomes an independent datum that can
serve by itself, and without any backing of the man-
agement system, as a pivot or anchor for information
integration. An integration process that relies on entity
identifiers as pivots is thus outside the scope of this
scalability discussion, as it does not lead to read or
write request in the system.

We are aware of the great importance of the scalability
aspect, but also believe that the points above help clarify
where the real challenges lie. Additionally, we think thre t
efforts described in Section 5 about future work will credi-

%Iy illustrate that we are not basing our work on unrealistic

assumptions.

lished per second, and the answer is not easily quan- )

tifiable. As a starting point, let us consider creating an 4 Related Work and Projects

identifier for every person on the plaket If we as-

sume an unrealistically great success of the approach, There are currently two major approaches which can be
within one week we would create 6.6 billion entries, considered relevant for the topic described in this paper.
resulting in a load of about1, 000 requests per sec- The first is theLinking Open Data Initiativ&, which

ond which should be in a manageable range for mod- has the goal to “connect related data that wasn’t previously
ern cluster architectures. We believe this to be an exag-linked”. The main approach pursued by the initiative is
gerated example, because many of the “typical” typesto establishowl:sameAs statements between resources
of entities (people, locations, etc.) have a rather high in RDF. While the community has made a huge effort to
number to begin with, but do not show explosive and link a significant amount of data, their approach depends
unmanageable growth rates. on specialized, data source-dependent heurlstiosestab-

lish theowl:sameAs statements between resources, and
it requires the statements to séored somewhere, along
with the data. As we said in the introduction our main con-
cerns with this approach (without the ENS) are the follow-
ing: first, in most Web scenarios, we don’t see standard web
users making an effort to creabevl:SameAs statements

for their data; second, an error in an identity statement
might have long ramifications on the entire Web of Data;

Entity search. Search on a massive amount of records or
documents is not a new problem, and solutions have
been evolving from research projects to commercial
products. Large players in search technology are im-
pressively demonstrating what already today is feasi-
ble. Wikipedia — even being a non-profit organization

Unttp://en.wikipedia.org/wiki/Wikipedia:
Statistics

12http://hemlock.knams.wikimedia.org/
stats/regstats/reqstats-yearly.png

13The world population is at an estimated 6.6 billion in Felbyu2008,
according to the U.S. Census Burdatg://www.census.gov/
ipc/www/idb/worldpopinfo.html )

~leon/ 14http://esw.w3.org/topic/SweolG/TaskForces/

CommunityProjects/LinkingOpenData
15http://lesw.w3.org/topic/TaskForces/

CommunityProjects/LinkingOpenData/

EquivalenceMining



finally, reasoning over massive numbersogfl:sameAs IDs persist for a very long time in the system, methods
statements in distributed ontologies is computationally a are required for dealing with evolving the contents and

complex and highly expensive task, which may lead to relevance of entity information, rules for deletion and
the conclusion that these linked data are more suitable for update, methods for merging entity IDs, etc., which
browsingthan for reasoning or querying, and thus do not we summarize under the teremtity lifecycle manage-
fully attempt to realize the vision of the Semantic Web as a ment

large, distributed knowledge base.

The second is presented in Jaffri et al. [9]. In their work
resulting from the ReSIST project, these authors recently
came to a conclusion similar to the the one we had al-

ready expressed in [3, 4], namely that the problem of pro- adopters (and fostering global identifier re-use). For the

liferation of identifiers and the resulting coreferenceiéss same purpose, it is also important to create some attractive

should be addressed on an infrastructural level. As a so-_ .. . o : X .
. . entity-centric applications and to establish flexible tiela:
lution, they propose what they call@onsistent Reference . : . o .
ships with other identifier management solutions.

Service While we share this general view, their point about
URI potentially changing “meaning” depending on the con-
text in which they are used, is philosophically disputable:
the fact that several entities might bamedin the same ) ) )
way (“Spain” the football team, “Spain” the geographiclo-  This work is partially supported by the by the FP7 EU
cation) must not lead to the conclusion that they can beL-arge-scale Integrating Proje@KKAM — Enabling a
consideredhe sameinter certain circumstandésFurther- ~ Web of Entities (contract no. ICT-215032). For more de-
more, their implementation of “coreference bundles” which t@ils, visithttp://fp7.okkam.org

establish identity between entitites, are in fact very Eimi

to a collection ofowl:sameAs statements, that we dis- References

cussed above.

In addition to these research challenges there are also
further technical and organizational challenges to be re-
solved. This includes creating an sufficiently large ititia
population of the entity repository to make it attractive fo
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