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Abstract

Reasoning about credential-based systems such as SDJIjsSéte of today’s security
challenges. The representation and reasoning problenhifo(simple) public key infras-
tructure is challenging: we need to represent permissiwansing and identities of agents
and complex naming constructions (Blackburn’s office-mat&4M’s PC-Chair's Col-
league), then we need to reason about intervals of time atricrtime for expiration dates
and validity intervals.

One of the limitation of many formalizations is their foldion Lampson and Rivest’s
SDSI and SPKI, the major goal being to show that the propasgidd and semantics cap-
tured exactly SPKI behavior or were better in this or thapees. What we find missing is
what Syverson termed an "independently motivated sensin#icsemantics where models
fitting SDSI would just be a particular subset of logical misdend where other proposals
could be equally well accomodated.

Here, we propose such an independently motivated semavitttennexed logical cal-
culi. The semantics has a natural intuitive interpretatma in particular can represent
timing constraints, intersection of validity intervalstamaming at the same time.

We also provide a logical calculus based on semantic tabhiéh the appealing feature
that the verification of credentials allows for the direchstuction of a counter-model in
the semantics when invalid requests are made. This combaraantic tableau method
for modal and description logics with systems for reasorabgut interval algebra and
advanced proposals that exploit both qualitative and metistraints, whose integration
is far from trivial.




1 Introduction

The security of credential-based systems is one of todacsirgy challenges.
Things are further complicated by the substantial disagpe® of the traditional
model of client/server interaction: the important data issmme server which
knows the clients and let them just have what they deservist &i all, clients

are no longer known by servers: the entire idea behind webcssris that re-
quests may come from everybody, provided they have the cigddtentials. Sec-
ond, servers themselves are often distributed and thairisgpolicies may come
from different sources and different administrative domsai

The traditional authentication (who the sender is) and @ightion (what it
can do) questions have been transformed into another o tabst management:
"Does the set of credentials about identity and about pesiorisproves that the
request complies with the set of local policies?”

To perform these tasks without a centralized security stftecture, a number
of proposals have been put forward by security researckeesthie recent survey
by Weeks [22]). One of the most frequently cited has been lsam@nd Rivest’s
SDSI (Simple Distributed Security Infrastructure), whighs later refined into an
Internet RFC as SPKI (Simple Public Key Infrastructure) [8]

Loosely speaking, the appeal of SDSI/SPKI is to have distithe concept of
local nameand to have reduced the traditional access and authonzdéoision
into a problem of verifying the combination a@fedentials linking local names
and global nameandcredentials linking names and permissiofRsr example, in
M4M'’s Chair, theChair is a local name, which maps to an individual who is likely
to be different fromTABLEAUX'’s Chair The individual standing fo€Chair may
be linked by some certificate to an individual nanfe@ces Areces’ Colleague
may also be mapped into more than one individual. SupposemavanyAreces’
Colleaguewas granted access Rlackburn’s Computershould a claim from an
M4M's Chair's Colleaguébe granted by the server? The reasoning is further com-
plicated by time: one can be PC-chair or colleague for amvatef time and then
something may change. Should the claim be granted in 20047?

The SDSI/SPKI proposal has been the subject of an intensgelahd a num-
ber of researchers have formalized this proposal or itsretves using logics to
analyze and emphasize differences or subtle features.iAhjdths used a modal
logic, which later Howell and Kotz [12] have modified, Halpemnd Van der Mey-
den [11,10] have proposed another modal logic to reasont@hdha, Rep=t al.
have used model-checking for the verification of the timeefiragment of the tree
[20]. Li et al. [16,17] have used logic programming and Dadgal

This is a knowledge representation and reasoning problamighnteresting
because its solution requires the combination of many Aineques, which so far
have been rather separated. First of all, we need to refrpsanissions, second
we need to represent naming and identities, third we neesbspn about time.

Last but not least, we must provide methods to reason abent.tiNobody is
interested in formalizing the SDSI/SPKI M4M’s PC-Chair'si@@erencePaperMan-
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ager policies if we cannot then decide whether the remotemsag&ing a request
signed with the key OxF34567 is allowed to see the reviewsapepM4M345.pdf.
For the naming and modal part we need to combine featureslf@naed work in
modal and dynamic logics [18,6]. For the temporal part, askhadl see, this is a
challenge where a CSP-based qualitative reasoning prdpétem’s Interval al-
gebra [3,4] is not sufficient. TCSPs (Temporal CSPs) and $$Psple Temporal
Problem) are necessary to handle metric temporal relaffgns

So far, the approaches proposed in Computer Security fora fogussed on
using logics for givinghe semantics to the operational description of SDSI/SPKI.
This has created rather unwieldy proposals somehow berg@ddred on the ap-
plication. In contrast, one needs a general framework teesgmt and reason about
naming, identity and time, and then show that particulatrict®ns on the model
allows us to capture the desired properties. If we look atahtmbics, we don't
have "the” semantics for knowledge, we have kripke striesand the particular
notion of knowledge (positive or negative introspection ethat fits our applica-
tion is obtained by imposing different restrictions on thedal.

Building upon previous formalizations we provide a genemnatlel for reason-
ing about identities, authorization, credentiatsd time. We hope that this would
provide the equivalent of what Syverson termed an "indepetig motivated se-
mantics” [21]. The semantics has an intuitive look-and-éeel in particular is also
able to reason naturally about time, permission and nanitigegssame time.

We show how to construct a general reasoning method for tjie that com-
bines advanced tableaux methods for modal and descripigicsl with systems for
reasoning about Allen’s interval algebra and advancedgsalg that exploit both
qualitative and metric constraints [19,14].

In the rest of the paper we sketch the intuitions about SIFISwe show the
semantical model for credential-based systems, and théiams behind it. We
give the calculus and the proof that it is sound and completerb concluding.

2 A Primer on SDSI/SPKI

The idea behind SDSI/SPKI [8] is that servers make accessatatecision by
looking at public key credentials which either link iderdis to known roles or
other identifiers or link identifiers with privileges.

Each agent has its set twfcal namesdenoted byn, possibly with subscript.
Name can be composed so that for the agent Areces, the laoal Patrick may
map into Blackburn and the ageRtitrick’s Buddy may map into what Blackburn
considers a buddy. In SPK¢pmpound nameare denoted by the tuple construct
(name nl n2 ...nk) or by the equivalent expressiots n,s ...n, where
eachn-i is alocal name, and, is either a local name or a public key. Whenis
a key we have &ully qualified name

The interpretation of a compound name depends on the agespteor fully-
qualified names. So that the interpretationfbfirick’s colleagues by one agent
depends on its interpretation Bfitrick, and may be different from another agent’s
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interpretation ofPatrick and Patrick’s colleagues.

In absence of a centralized naming authority we don’t hawdajlnames in
SPKI and the only global entities are public keys. So, syrispeaking, we have
no agents interpeting names in SPKI but just keys. We may lsatyRatrick’s
interpretation of the agent Areces is mapped into the ag&aukBurn, but what
we can only say in practice is th&utrick is mapped into the public kef,. So
that the public key, (which corresponds to what we call the agent Areces) will
take any credential verifiable with the public keyas a statement coming from his
fellow Patrick.

SPKI has other kinds of names such as hashes of keys anddlutestoject
("any m out of N of the following subjects”) for joint signatures, or the eeged
word "Self”, representing the entity doing the verificatiodere, along the same
line of Jha, Repst al. [20], we only consider compound names.

Credentials are represented by certificates. There areustypes of certifi-
cates in SPKI: naming certificates, authorization certiisaand certificate revo-
cation lists (CRLs). Here we only treat the first two but thenfiework is designed
to give a reasonable account of revocation list.

A naming certificatéhas the form of a cryptographically signed message with
content cert (issuer (name k n)) (subject p) valid), where
k is a key (representing the issuer, whose signature is ondh#iaate),n is a
local namep is a fully-qualified name, andal i d is an optional section describ-
ing temporal validity constraints on the certificate. Thédsaection describes an
interval during which the certificate is valid. It may alsosdebe a sequence of
additional tests for the validation of certificates.

An authorization certificatdas the forn{ cert (i ssuer k) (subject
p) (propagate) A valid), wherek is a key,p is a fully-qualified name,
Ais an authorization (loosely speaking a set of actions) vald d is a temporal
validity section, as above. Thgr opagat e) section is optional. Intuitively, the
issuer uses such a certificate to grprthe authority to perform the actions A
Moreover, if the propagation field is present, then the stibgefurther authorized
to delegate this authority to others.

3 Logical Syntax for SPKI

The syntax generalizes the proposals by Abadi [1], Halpadhan der Meyden
[11,10], Jha, Repst al.[13,20].

We have a set of actior¥, a set of keysR, and a set of nameX. Agents or
principalsare denoted by wherek € K, n wheren € N, orp's ¢ wherep andgq
are principals.

Theatomic formulaeof our logic arep — ¢ and Perm(p, a) wherep andq are
principals and: is an action. Standard formulae are built by the usual opeyat
of negation, conjunction and disjunction. The intuitiorhivel p — ¢, which is
read "p speaks for q”, is that for the agent currently evahgathe formula any
authorization fop can be mapped into an authorization §or
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We have two forms otertificates k cert p — ¢ : [t1, 5], the interpretation of
which is that for the ageri the local name is bound to the fully qualified namg
for the validity period between the instantandt,, andk cert Perm(p,a) : [t1, t2],
the interpretation of which is that the agénpermits action: to p for the validity
period of the certificate. We allow one to use compound nammssilajects and not
just local names.

Note that a logical certificate does not (necessarily) eapwad to a physical
certificate. Indeed our major interest for formalizing adeetial based system is
the possibility of passing between the following two altgive formulations:

 given a set of physical certificates with certain validitieirvals should a request
for a given permission be granted in a given time interval;

« is alogical certificate about a given permission in a giveretinterval a logical
conseqguence of a set of physical certificates with certdiditsgintervals.

Obviously the notion of consequence can only be defined ordewe a semantics.
With respect to the calculus in [1,2] we have eliminateddtgs operator be-
cause it is subsumed by thert operator. See [18] for an automated reasoning

method for some fragments of Abadésal. calculus.

4 Semantics

The motto of any credential-based system could be "Extrdigtbys nulla salus”
and our model builds upon this intuition by making a model kgtlthe basic domain
is a set of real keys, and where names connects keys with eaeh and with
permissions.

Looking from the perspective of modal logics of beliefs wa say that, loosely
speaking, keys can be seen as individuals, authorizat®iasoanic concepts and
names as roles connecting the individuals [9]. From thepasets/e of dynamic
logic, keys are states, names are programs which allow usst®fpom one state to
another/s can be mapped in the operator for sequential compositiahcartifi-
cates can be seen as some form of necessitation operatof [binajor difference
is that we can now name states. The speaks-for construghglgimore subtle and
has been widely used in grammar logics.

Let’s first give a modeWwithouttime. So amodelis a generalized Kripke struc-
ture that is a tripld/C, V', A) whereK is a set of real keys (such that for &lle &
there is a € K). The naming relation\" is a mapping from local names to subset
of relations over key£AN — 25*X_In a equivalent terms one could say that it is
an indexed family of relations. The grant relatidns a function mapping actions
into into subset of keyst — 2%,

The naming relation associates to each local name the pomdmg key:(k, k') €
N (n), or equivalentlyk \V,, k' if the principal associated to keyassociates to the
namen at least the key'. We have a relation because the same nameay refer to
many individuals as iPatrick’s colleagues. In the sequel we use the set-oriented
notation:k’ € N (k,n).



The grant relation associates to each key the set of achah#te agent holding
the key is willing to permit to other principals. S6 € A(k,a) means that the
principal associated with the k&yis permitted actiom by the principal associated
with the keyk.

Names can be lifted to compound names by giving a semantitsdt:; oper-
ator:

o N(k,, ko) = {ky} wherek, € &
e N(ky,n) = LN (k,,n) wheren € M
° /\/'(E],p's Q) = UE2GN(E1’p)N(EZJQ)

The first rule says that syntactic keys are always mappedteta@orresponding
semantics keys. The last rule is a simple representatioaroposition: ifk; asso-
ciatesk, to the name andk, associates; to the name thenk; should associate
ks to the name's q.

Note that, with this semantics any principal's p,'s ...'s p; is equivalent
to some principal;'s ¢2's ...'s ¢, wheregq; is either a key or a name and
G, - - ., qm are names. So from now on we shall consider only principakhén
latter form.

To lift our structure to time we need to introduce the concdttracethat is a
mapping from time to models. A tragel associates to each instant of time a given
modelM, = (K;, NV;, A;) wheret € R. ThenK, : R — K is the set of real keys
(such that for allk € R there is a semantic kely € ;) which are associated to
the named keys at timg \; is the local naming relation with the additional time
parametreR x 9 — 2°*F at timet and A, is the grant relationR x 2 — 2%,
The extension of the semantics for namprincipalsis identical, except for the
subscript.

At this stage the comparison with variations on modal logggateresting.

For example should the validity period of keys always be anected interval? For
instance, suppose that we have that in our model we have

ki € Nii—may—2003(k2, FAST's Chair), that is the real key,, say FAST steering
committee global key, associates the keyo the F AST's Chair. After a year the
certificate expires and we have ¢ N1 nray—2004 (k2. FAST's Chair). Do we
want to impose that for all > 11— May 2004 we havek, & N, (kqo, FAST's Chair)?
This means that after a certificate is expired we would nogjgicanother revalida-
tion certificate for the same key. This is one possible moddlthere might be
cases when this is desirable and cases whether it is not.

We have now all the necessary material to give a semanticsrtaulae

« Mk, =p—qiff VE € Ny(ky,q),k € Ni(ky, p)
M.k, E Perm(p,a) iff VE € Ny(ky,p),a € Ai(k)
As for certificates we evaluate them as follows:
e MyEkcertpr— q: [ty to] iff t € [t1,6] = My klEp—q
e M, =k cert Perm(p,a) : [t1,ts] iff t € [t1,12] = M, k = Perm(p,a)
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Note that, in comparison with Halpern and van der Meyden gsafs, we do not
force certificates to be satified by a model. A model is an iedédpnt entity from
certificates. It has its properties and satisfies some faeulf it satisfies the
appropriate formulae it will also satisfies some certifisata this way, as we said,
a particular certificate theory characterizes a particgsgaiof models.

Then we can define the notion sétisfaction by a traceV, that is the notion
of satisfaction for all time instant:

M = kcerte: [ty to] iff Vi, M, =k cert ¢ : [ty 19]

As Jha, Repe®t al. [13,20] we have a notion of consequence for chains of

certificates:

Definition 4.1 A certificatey is alogical consequencef a set of certificate§ if
any trace which satisfies all the certificate€ dlso satisfies.

5 Semantic Tableaux

Now comes the key question: how can we know that a certifisadéelogical con-
sequence of a set of physical certificates? Furthermoreisiig not the case, how
can we get &emantical counter-examgle

We propose a calculus based semantic tableauxintuitively, to prove that a
certificatey is a logical consequence of a set of other certificatesee Def. 4.1) we
instead try to construct a model that falsifieand satisfieg. If we succeed, then
we have a counter example. If we fail and we used a fair an@ésaic procedure,
we are sure that no such countermodel exists and the forsuédid.
For tableaux we shall use the usual terminology. For ingasee De Giacomo and
Massacci [6] for the modal part and Kautz and Ladkin [14] fae temporal part.

The construction starts from the formulae and then try tédiihie entire model
and the trace by incrementally constructing the namingaasons, by attributing
permission and by determining temporal information. Saldeauis a collection
of branches, each intuitively corresponding to some ptessibunter-model. A
branchhas three components fantimed informatior{such as naming relations),
for qualitative temporal informatioand forquantitative temporal information

For the “untimed” information we have a tripl&, N, (F, A)) where

K is the set of the syntactic keys plus possibly some new keys,
the functiont : K x K — 2% is the local naming relation constructed so far,
the functiona : K x K — 2% corresponds to the permissions assigned so far,

o F:K — 2Formulae corresponds to the formulae (labelled with validity intes)
which we try to satisfy.

For the qualitative temporal information about validitya#rtificates we have
aninterval network(v, E) where

« Vis a set of variables representing temporal intervals,
« afunctionE : V x v — 24Hen’s s relations corrasponds to the qualitative temporal
7



relations that we have forced so far.

If v is an interval variable we represent its beginning and ematpsv— andv™.
Allen’s interval relations are the followingbefore, after, meets, met — by,
overlaps, overlapped — by, starts, started — by, during, contains, finishes, finished — by,
equals. Their interpretation is intuitive and we refer to Allen’ovk for additional

explanations [3,4]. For instanee meets v, means that whem, ends,», starts.
For the metric temporal information we have a point netw@rk E;) where

« Vr is a set of variables representing temporal points

o Ep : Vp x Vp — 2/ntervals represent the metric constraints between the time
points that we contructed so far.

After an initialization step the construction proceedpstase by the applica-
tion of a rule and the checking of the consistency of the teadpgoformation. It
stops either when all the expressions were processed, or arhaconsistency is
found.

5.1 Initialization

At the very startK is the set of keys appearing {ry} UC. F, N, A, V andV, are
empty.

For each certificaté cert ¢ : [t1,t5] In {x} UC, a new interval variable,, is
added tov andv_, andv? are added t&;. Theng, resp. E;, is enriched with
constraints existing between, resp.v, andv?, and the remaining interval, resp.
point, variables. The basic intuition is that the intervatiablewv,, is used to define
the validity period of the certificate.

Example 5.1 LetCy = {k; cert (p — k3) : [1,4]} andCy = {k; cert Perm(ky’'s p,a) :
12,6]}. Thenv = {v;, vy} wherewv, corresponds tol, 4| andv, to [2,6], V; =
{v;, v, vy, 05}, E(vr,ve) = {overlaps}, Er(vy,vy) = {[3,3]}, Er(vy,v5) =
{[4,4]}, Er(v;,vy) = {[1,1]} (the remaining metric constraints are deducible

fromE7), see Fig. 1.
O &)

untimed information

3,3

U1 vy ) -~ 7;fL
overlaps L, Hl

— +
Uy Vg — = Uy

[4.4

qualitative temporal quantitative temporal information
information

Fig. 1. lllustration of example 5.1

So, looking at the figure, at the beginning we have the thrgs kéthe two
certificates, and for the moment, no naming relation betvtieem.
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We introduce an interval variable for the validity of the fiinreesp. second, certifi-
cate: v, resp. v,. Then we say that the two intervals overlap (as [1,4] overlap
[2,6]). For the metric constraints we say that the diffeeeimctime between the be-
ginning ofv; and the beginning af, ranges in the interval , 1], because; = [1, 4]
andv, = [2,4] and2 — 1 = 1. Equally, the duration of, that is the difference
betweeny, = 1 andv;,” = 4, lasts betweef8, 3.

Finally if x, the certificate we are trying to disprove, has the fdrnaert ¢ :
[ti1, tia], we add{ —c : v;} to F(k;) wherew; is the interval corresponding {6, ¢;5].
Intuitively, we want a model where the certificate is notdaii the given interval.

5.2 Building rules

To simplify the rules for formulae we need some abbreviaitat describe possi-
ble relations between validity intervals of certificates.

Definition 5.2 Let v, v5 andwv; be interval variables.

« v;Nvy = () when the following constraint is satisfied:{ before, meets, met — by,
after}uy

« v;Nvy # () when the following constraint is satisfied:{ overlaps, overlapped — by,
starts, started — by, during, contains, finishes, finished — by, equals} v,

» vo C v; when the following constraint is satisfied;{starts, during, finishes,
equals}vq

For example, the intuition of the first rule is that two intalisvrhave no intersec-
tion if either one interval is before the other, or when onterval just finishes at
the time when the other just starts.

Proposition 5.3 To compute the overlap of validity periods weilet= v N vs.
s if vy {starts, during, finishes, equals}v, thenvs = v,

o if vy {started — by, contains, finished — by }v, thenuvs = v,

* if v, overlaps v, thenws finishes v, andwvs starts v,

« if v, overlapped — by v, thenus starts v; anduws finishes v,

We have now all the necessary machinery to introduce the.rule

5.2.1 Rule for certificates

If k cert c: [t1,ty] € C then for the correspondinge v, add{c : v} toF(k)
The basic intuition is that if the certificatecert ¢ : [t1, t5] is valid then the corre-
sponding formula must be true for the corresponding keyndythe validity interval
of the certificate.

5.2.2 Rules for formulae
We now consider the processing of atomic formulae only abtindean operators
are handled in the usual way: for instance if a key must gatisf conjunction
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of two formulae this means that the key must satisfy both tda@m and thus both
formulae are added to the branch at the appropriate key. rAdiduntion it simply
splits the branch in two.

Speaking for

All the rules follow the same pattern. For each constraimtgsh® model we
either check that there is no temporal interaction or, ifehe some, we update
the untimed information during the overlapping interv&@sep by step this fills the
naming relations between keys and specify the timing tatbetween the various
validity intervals. The rules consider both positive andatese parts:

s ifp— k' v eF(k)thenadd{p: v} toN(k, k")

s ifp— k''s q:v e F(k)thenVks € KUK, q : v' € N(k, k) either one has
vNuv' =0orletvy=vNv and addp : v3} to N(k, k3)

e if p—>n's q: v e F(k) (wWhereq can be null) thetvk’ € KUK, n's g : v' €
N(k, k") either one has N v’ = ( or letv; = v N o' and add{p : v3} toN(k, k')

e if =(p — ¢q) : v € F(ky) then for a new action,,, add{ Perm(p,a,) :
v, Perm(q, ay) : vi} tOF(ky)

The intuition behind the first rule is thatjfis associated té’ for the keyk then
we add the labelling to the relation, tagged with the appabd@walidity interval.
The graphical representation is shown in Figure 2.

® ® - G

p ke vy
Fig. 2. lllustration of first rule for— (the temporal graphs remain unchanged)

The intuition behind the second rule is the following: supgpdhat you have
a claim that for the key: the namep has been associated to the name ¢ for
a certain validity intervab. We can have a look at all naming relations between
keys that have as their name. These naming relations will also have théufitsa
period, say»’. Now we have two possibilities. The first one is that the vglid
periods do not overlap (that isn +' = ()) and therefore there is nothing that we
need to do. The second one is that the validity period do apexhd then we must
chain the two certificates for the overlapping periods, dgme= v N v'.

We illustrate the secong-| rule in the special case wherg overlaps v5 in
Figure 3. As we can see from the figure we have added the linkdestt, andk;
but only for the overlapping intervak. The temporal information says that when
vy finishes thenv; also finishes and whemn, starts then; also starts.

Permission
These rules have the same flavour as the speaks-for rulegptakat they add
permitted actions to each key rather then connecting kefysaunaming relation.

. if Perm(kg, a) U € F(kl) then add{a : Ul} to A(kl, kg)
10



p> ko's q:vl@

untimed information

U1

Uy o
overlaps
7)2 ’U._)+
)
qualitative temporal quantitative temporal information
information
4

pky's v

+
V1 v v
whes ! ! [0,0]
overlaps Vs [0,0 vy vT
starts /
qualitative temporal guantitative temporal information
information

Fig. 3. lllustration of one of the rulgs+] (wherew; overlaps vs)
if Perm(ky's q,a): v; € F(ky) thenVk; € K such thay : vy € N(ko, k3) either
one has); Nwy = P orletv; = v; N vy and add{a : v3} to A(ky, ks3)

if Perm(n's ¢,a) : v; € F(k;) (Whereq can be null) thervk, € K such that
n's q : vy € N(ky, ko) either one has, Nvy = () or letvs = v; N v, and add
{0, . 7)3} to A(k’] s kg)

We also have rules for negated permissions:

if = Perm(ky,a) : v; € F(ky) then for a new intervab,, C vy, add{—a : v,} to
A(ky, k2)

if = Perm(ky's q,a) : v; € F(ky) then for anew:, € K and a new intervat,, C
v1, SetN(ky, k) t0{q : v, } andA(ky, k) to {—a : v,}

if = Perm(n's q,a) : v1 € F(ky) (Whereg can be null) then for a new, € K and
anew intervab,, C vy, set(ky, k,) to{n's ¢ : v,} anda(ky, k,) to {—a : v,}

Principals
These rules basically refine the naming relations elimmgatir creating com-

pound names when validity intervals allow to do that.

o ifk3's q: vy € N(ky, ko) then add{q : v, } tON(ks, k2)

s if n's q: vy € N(ky, ko) thenVks € KUK such thaty : v, € N(k4, k3) either one
hasv; N vy, = D orletvs = v; Nwy and add{q : v3} tON(ks, k»)

e if ¢ : vy € N(ky,k2), g2 : vo € N(ko, k3) then either one has N vy = ) or let
11



vy = vy Nug and add{n's ¢ : vs} tON(kq, ks3)

5.3 Consistency

5.3.1 Rule for consistency
A principal associated to a key cannot be permitted and ddedo the same action
at the same time:
if a:vy € A(ky, ko) @and—a : vy € A(kq, ko) then
E(vy,v9) = E(vy, v9) N {before, after, meets, met — by}

5.3.2 Consistency of the temporal information

Finally we must guarantee the consistency of the tempofairmation. Roughly
speaking the qualitative and the metric temporal infororafire processed sepa-
rately, then combined and, if new information appeared,atgu] otherwise the
computation stops. If the empty relation is present thenotiginal information

is inconsistent [14]. This algorithm is sound but not conglenless the interval
network is at leaspreconveX5]. To get completeness of the processing of the
temporal information, we modify slightly some rules: whesewe need to add
v Nwy = () we actually split it intov; {before, meets} vy Or v1{met — by, after}v,.

Definition 5.4 A branch issaturatedvhen no new information can appear through
the application of a rule. A branch @dosedif an inconsistency is found ; it ispen

if itis saturated and not closed. A tableau is closed wheitsdtranches are closed,
it is open if one of its branches is such.

In Fig. 4 we have an example of an open tableau.

untimed information

3,3]

, o= 3, +
v vy %
overlasz/ [t l]l/

U3 ) i+
[0,0] Vg — — = U3

%arts / 2.7

Uy =~ ’l,’;

" [4,4]

qualitative temporal quantitative temporal information
information

Fig. 4. A (open) tableau for example 5.1

6 Soundness and Completeness

Definition 6.1 A branchB is SAT if there is a tracéM and a mapping: from B
to M such that:

o if n:veN(ky, k) thenVt € u(v), p(ka) € LN (u(ky), p(n))
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o ifa:ve Ak, ky) thenVt € p(v), u(ka) € Ar(p(ky), p(a))

» if f v e F(k) thenVi € u(v), My, p(k) = p(f)

« if =f v € F(k) thenVt € v*, My, u(k) = u(f) wherev* C p(v)
andy satisfies the temporal information:

o if r € E(vy, v) thenp(vy) r pu(vs)

o if v € Ep(er, ) thenu(es) — p(er) € u(v)

Lemma 6.2 (Satisfiability preservation) If a branch B is SAT then applying a
rule to B yields a SAT branch.

Proof. (sketch) Assume3 is a SAT branch. There is some tradd and some
mappingu from B to M for which Def. 6.1 holds. Using the semantics (Section 4)
we can show that it still holds after applying a ruleBppossibly by extending

or pu. O

Theorem 6.3 (Soundness)f a certificate y has a closed tableau given a set of
certificatesC theny is a logical consequence 6f

Proof. (sketch) The usual proof consists in showing that an unwedidificate
yields an open tableau. If is not a logical consequence 6fthenC and —y
are satisfiable by some trage. So the initial branch of the tableau fgrgivenC
is SAT. Then we get the conclusion thanks to lemma 6.2 ancetedturation of the
tableau. O

As for completeness, we first saturate the tabléau &ll the branches of the
tableau). If one brancl is open then we can build a trace from it such tBaits
SAT w.r.t. some mapping.

Definition 6.4 An instantiationof the temporal networks of a branch associates a
real interval to each interval variable and a real numbeatheoint variable such
as to satisfy the qualitative and metric constraints betvibe temporal variables.

Definition 6.5 Let B be an open branch. &kace M associated withB is built in
the following way: let. be an instantiation of the temporal networks [5]

e YVt € R, Kt =K
« Vt € R, LN;(k1,n) = {k2| there isv such that € (v) andn : v € N(ky, ko) }
« Vt € R, Ai(k1,a) = {ko| there isv such that € «(v) anda : v € A(ky, ko) }

Lemma 6.6 If B is an open branch theR is SAT.

Proof. (sketch) LetM be a trace associated withw.r.t. a temporal instantiation
Consider the mapping from B to M wherey is identity except for temporal
intervals and points wherg coincide with.. Then using the saturation of the
branch and the absence of inconsistency we can showBtigSAT by induction
on principals and statements. O
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Theorem 6.7 (Completeness)f a certificatey is a logical consequence of a set
of certificateg theny has a closed tableau giveh

Proof. (sketch) Like for the soundness proof, the completenesgoes the other
way round: letB be an open branch of a tableau fogivenC. From the initializa-
tion of the tableau, lemma 6.6 and Def. 6.1, we get thaandC are satisfiable by
some trace. Hencg s not a logical consequence of the set of certificgtes O

7 Conclusions

In the security literature there has been a number of prdgpésathe right logical
account for SDSI/SPKI features. Abadi [1] has used the DIRG $alculus for
access control [2]. However a number of problems have beeamdfon the DEC-
SRC calculus by later authors [18,11]. Howell and Kotz [18Yé proposed an
alternative semantics, but their solution is logicallyheat awkward (for instance
it is not closed under the usual boolean operators) and dutegive a reasoning
procedure. Halpern and Van der Meyden [11,10] have proptwgednodal logics
to reason about it but their proposal is fairly tailored oa 8DSI/SPKI framework
and again no automated reasoning procedure have been gihan.Repst al.
[13,20] have given a pushdown automata procedure for, lpageaking, time-
free fragment of Halpern and van der Meyden logic. In all pgpke treatment
of time is either absent (Abadi, Howell and Kotz, Jha and Repsather sketchy
(Halpern and Van der Meyden).

Conceptually, it is possible to have here first order reaspaver objects and it
would be interesting to derive syntactic restrictions oargtfication in certificates
that would allow for the the same decidability results basedatalog in Li el al
[17].

An intriguing subject of future research is the usageyhbolic validity inter-
vals. Forinstance, if we haklcert M4M's co—chair — Areces : [12/04/04, Next M4M |
and then have symbolic constraints on intervals sudki@ag M4 M is non-overlap-
ping with 2004 and overlaps with part of 2002 and starts @i@pointment-day,end-
of-conference]. The calculus we presented can indeed cadpeuch constraints.

Building upon previous attempt of formalizations we previa general model
for reasoning about naming and identities, authorizatiogedentials, and time. We
show how to construct a general reasoning method for the lthgit combines
advanced tableaux methods for modal and description I¢§]asith systems for
reasoning about the interval algebra by Allen [3,4] and aded proposals that
exploit both qualitative and metric constraints [19,14].
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