
Introduction to Wireless Mesh Networks

Leonardo Maccari
DISI, University of Trento

November 15, 2017

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento 1



Outline

1 Introduction
Application scenarios

2 Concepts/Issues/Challenges

Type of Nodes
Licenses

3 Routing
4 Course Plan

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Introduction 2



Wireless Mesh Networks

A wireless Mesh Network (WMN) is a multi-hop network made
of wireless nodes and wireless links.
A wireless router is an embedded device, or a set of embedded
devices
A wireless link is generally obtained using 802.11, but this is
not strictly necessary
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Wifi Mesh network
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Features

Relevant features of Wireless Mesh Networks
Multi-hop: cooperative routing to reach the destinations
Automatic organization: no need for pre-deployment work
Scalability: networks can be easily extended without planning
(up to some limit)
Automatic reconfiguration: recovery from loss of links or
failure of nodes
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Hot Topic or Cold Case?
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When is a Wireless Mesh Networks useful?

when you want to give coverage without wiring

when there is nothing better to use . . . (happens more often
than you think)
when you want to build an alternative network
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Home Mesh Networks

802.11ac brings gigabit
connectivity to Wi-Fi
But it reduces the range and
it is sensitive to NLOS
scenario
Home Mesh networks are
now on the rise to give
connectivity to large houses
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Home Mesh Networks

High throughput
Small scale
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Industrial Systems

see http://new.abb.com/network-management/communication-networks/
wireless-networks
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Industrial Systems
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Professional Applications

Are by far the most developed one, see what these companies do:
Firetide
Strix
MeshDynamics
FluidMesh
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Military Applications

see
https://www.rajant.com/applications/federal-military-civilian/
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Internet Coverage

see https://unifi-mesh.ubnt.com/
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Digital Divide & Community Networks

The largest well documented examples of mesh network
deployments are from bottom-up communities:
Community Networks
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Community networks

Community networks are bottom-up networks organized by a local
community of people for two reasons:

Using local services
Accessing the Internet (when necessary)
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“Small” networks

Ninux (Italy)
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Medium networks

AWMN (Greece)
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Huge networks

Guifi (Spain)
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Concepts

A mesh network is a multi-hop network.
To go from A to B you have to “bounce” though multiple hops.
Each node in the network is a router for some other node’s
traffic
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Distributed, Dynamic Networks

A mesh network is generally unplanned
When a new node is added, the rest of the nodes re-configure
themselves to reach the new node, in a distributed way
Similarly, when a node is removed the other nodes network
re-configure themselves to router around the failure
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Robust Networks

A typical communication network is designed to resist up to a
certain number of failures
A mesh network is not “designed”, so it tries to compensate
the lack of robustness by-design with redundancy
“Robust” and “distributed” have a lot in common
Let’s open a parenthesis. . .
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So, how do we define “Distributed”?

Paul Baran, “On distributed communications networks” IEEE
transactions on Communications Systems 1964
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Centralized Vs Decentralized Vs Distributed

(a) The centralized network has all its nodes connected to a
central switching node to allow simple switching, giving it a
single point of high vulnerability.
(b) The decentralized network, representative of the AT&T
Long Lines network at the time, is better. Instead of a single
central switching node, the network comprises small centralized
clusters, with most traffic going to nearby neighbors, and only
the longer distance traffic routed to the longer links.
(c) The distributed network is a network without any
hierarchical structure; thus, there is no single point of
vulnerability to bring down much of the network.
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Redundancy

Shortly after I arrived at RAND I began to study the
behavior of distributed networks with different levels of
redundant connections. In Fig. 2, we see a network with
its nodes tied together with the minimum possible
number of links. This is called a network of redundancy
level 1. A network of redundancy level 2 looks like a
fishnet, with horizontal and vertical links. When we
reached redundancy levels on the order of 3 an interesting
phenomenon occurred: the network became extremely
robust.
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Survivability

Redundancy = Ratio of links to node
Survivability = Largest fraction of stations in communication
after a failure
What is the relationship between redundancy and survivability?

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 29



Redundancy Vs Survivability

Paul Baran, “The beginnings of packet switching: some underlying
concepts” IEEE Communications Magazine, 2002
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Distributed Vs Robust

This meant that it would be theoretically possible to build
extremely reliable communication networks out of
unreliable links, by the proper use of redundancy.
In other words, if a redundantly connected node survived
the physical attack, there is a high probability that this
node, at least on paper, was somehow connected to all
the other surviving nodes. “Somehow” was the issue, and
was the motivation for packet switching.
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Packet Switching

At the time telephony was circuit-based. A physical analog
circuit was created between the endpoints

But how to re-route in case of failure in a distributed way with
such a system?
Packet switching was born. It did not require global network
synchronization, allowed different bit-rate per link, and needed
distributed routing intelligence. It needed standard formats,
layered addressing and distributed routing. The Internet was
born.
The first proposed routing protocol was “hot potato”: no
buffering, always forward to “someone”.
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Distributed has to deal with Robust

If you want to dig into it: check the definition of graph
Percolation and Resilience.
In a nutshell, random graphs become robust when the
link/node ratio reaches a certain “percolation threshold”
If your technology is capable of routing around failures, you
can exploit this concept to have a robust network even without
planning.
PS: note that networks are not just “random graphs”
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Challenges

We see that the highest the redundancy, the highest the
robustness
Redundancy = links/nodes
To have a robust network you want to have many links
To have many links you want to use antennas with a high
aperture (i.e. broadcast antennas)
Broadcast antennas produce high interference
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Challenges

To have large networks, you have to use high transmission power:
High power produce high interference
Law limits EIRP transmission in ISM bands:

Frequency (GHz) Power
2,4 – 2,4835 20 dBm EIRP

5,15 – 5,35 (indoor) 23 dBm EIRP
5,47 – 5,725 30 dBm EIRP
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Interference, Example

Consider these network nodes:
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Interference, Example

Set the radio range to r :

r<R

Leaf nodes present → one failure may partition the network.

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 40



Interference, Example

Set the radio range to R :

R

Many links → no leaf nodes → tolerant to one failure.

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 41



Interference, Example

Now consider interference:

Less overlapping → higher throughput

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 42



Interference, Example

Now consider interference:

More overlapping → lower throughput
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Type of nodes

Initially, mesh networks were realized with router with 1
wireless card and an omnidirectional antenna
Then, multi-radio devices emerged
Then multi-radio MIMO devices emerged
Then, professional outdoor devices emerged, which can be
composed
Today you can have several radio/devices with MIMO and
beamforming
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First Generation: single radio

Linksys WRT54
CPU: Broadcom
BCM4702 @ 125 MHz
Flash: 16 MB
RAM: 4 MB
Wireless: 1 802.11g
Radio
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Second Generation: multiple radios

CPU: Atheros
AR9344@560MHz
Flash: 8MB
RAM: 128MB
Ports: 4x1 GigE, 1x1
GigE WAN, x2 USB
v2.0
Wireless: 2x 802.11n
Radio (5GHz and
2.4GHz)
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Multiple Radios Advantages

You can separate the access network from the backbone
network
You can use the 5GHz band for backbone which should be
(slightly) less crowded than 2.4GHz
You have a backup interface if one breaks down

NB: these products are indoor
products, if you want to use them
outdoor you have to box them
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Outdoor Products

Ubiquiti is the first
manufacturer that
sold 802.11n products
for prices lower than
100$, for outdoor use
Angle: from 360 to
15 deg
Distance: from 100m
to 20km
Throughput: from
100Mb/s to 1Gb/s

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 48



Improved Scalability

The latest standards and hardware give you:
Directional antennas: longer range, higher throughput
(MU-)MIMO: different polarization schemes produce less
interference
Beamforming: limits interference on non-necessary directions

Today, networks made of hundreds of nodes are possible
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Proprietary MAC Layer

All the vendors now ship their products with proprietary
modifications to the MAC layer to achieve better performance
ex: Ubnt AIRMAX, Tp-Link Pharos MAXtream TDMA . . .
TDMA (Time-Division Multiple Access) makes AP-station
performance generally better than plain CSMA/CA
Proprietary extensions make Wi-Fi non compatible with other
vendors. You will have vendor lock-in.
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Super-Nodes

To achieve increased coverage, you will can compose multiple
antennas:
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Mesh Super-Node

Multiple outdoor
devices
Bridge configuration
for the radios
One router to power
them

home

LAN

10.1.0.310.1.0.2

home

LAN

10.1.0.1

10.1.0.4

192.168.0.1

Outdoor

Indoor

Node A Node B

192.168.1.1

10.1.0.5
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Open Vs Proprietary Approach

All the devices come with their proprietary OS
the OS give you also bells and whistles:

Proprietary extensions (TDMA)
Fancy configuration tools
Monitor and Remote Control (critical)

They also give you integration with other components
(firewalls, RADIUS, VoIP etc. . . )
They lock you in.
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Open Vs Proprietary Approach: Controller
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Open Vs Proprietary Approach: Lock-In
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Open Vs Proprietary Approach

OpenWRT is an open source OS for embedded devices
OpenWRT is community-maintained, and supports hundreds
of different devices
Most of the Proprietary OSs, are based on OpenWRT
OpenWRT is extremely feature rich, it is a linux distribution
with thousands of packages
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OpenWRT LuCI Interface
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OpenWRT pros and cons

+ Open source
+ Free
+ No lock-in
+ Supports many different

devices
+ You can extend it
+ Does only what you want

- Your feature may be
unmaintained

- Not including the latest,
newest features

- No commercial support
- Not tailored for your product
- No orchestration out of the
box
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Open Vs Proprietary Approach

As Shakespeare said:

“All that glisters is not gold”
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Ubiquiti Vulnerability
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Ubiquiti Vulnerability
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Ubiquiti Vulnerability
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Ubiquiti Vulnerability

Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Concepts/Issues/Challenges 63



Ubiquiti Vulnerability
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Pre-installed Backdoors
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Pre-installed Backdoors
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Open Vs Proprietary Approach

Proprietary solutions can be abandonware also
When you are locked-in to abandonware it’s a big pain
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Workflows:

With Proprietary Systems: Buy, plug, open the controller
With Open Systems: Buy, reflash with OpenWRT, configure,
monitor with third-party software: openwisp.org
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Routing in WMN

Any dynamic networks needs to have a dynamic routing
protocol
With “dynamic” it is intended a routing protocol that
dynamically reacts to changes in the network topology
Dynamic routing is the standard for any complex network (i.e.
anything more complex than your home network)
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Routing in WMN

While in wired networks the conditions are assumed to change
slowly (due to physical failure or reboots)
In WMN the conditions may change frequently. What can
change is:

1 A node can break down/reboot (as in any other network)
2 A piece of a node can fail (i.e. one radio device)
3 A link may be obscured: an obstacle makes the link NLOS
4 A link quality may deteriorate strongly: alignment changes do

to wind, starts raining/snowing, antenna gather dirt, reflective
surface creates interference (see tide)

There is no physical connection between nodes, so that “link
sensing” can not be achieved easily.
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Routing in WMN1

The abstract goals of a routing protocol are:
To discover the set of reachable IP addresses on the network
To maintain a routing table, a data structure that contains, for
each destination address (or block of addresses) known by the
router, the outgoing interface over which the router must
forward a packet destined to this address.
The routing table may also contain additional information such
as the address of the next router on the path towards the
destination or an estimation of the cost of this path

1Some text and figures taken from
http://cnp3book.info.ucl.ac.be/2nd/html/principles/network.html
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Routing

Routing protocols (for WMNs) can be categorized under
several dimensions:

Proactive/Reactive
Link State/Distance Vector
Layer II(!?)/Layer III

We will review Proactive protocols, and analyse some of them
in details.
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Reactive Protocols

The protocol is generally silent
Whenever ni (node i) needs to communicate with nj , it will
start a discovery phase in which it reconstructs the path to nj

The most well known reactive protocol for mesh networks is
AODV (Ad hoc On-Demand Distance Vector2)
I have never seen anyone using reactive protocols in WMN, so
we won’t dig into them.

2https://tools.ietf.org/html/rfc3561Introduction to Wireless Mesh Networks - Leonardo Maccari , DISI, University of Trento - Routing 75



Proactive Protocols: Distance Vector

Every Router maintains a routing table, i.e. a data structure
R[] that contains for each destination d the following
information:

R[d ].link: the outgoing link that the router uses to forward
packets towards destination d
R[d ].cost: the sum of the metrics of the links that compose
the shortest path to reach destination d
R[d ].time: the timestamp of the last distance vector
containing destination d
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Proactive Protocols: Distance Vector

Each node periodically does the following:

Every N seconds:
v=Vector ()
for d in R[]:

# add destination d to vector
v.add(Pair(d,R[d].cost))

for i in interfaces
# send vector v on this interface
send(v,interface)
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Proactive Protocols: Distance Vector

When receiving a message do:

def received(V,l): # received vector V from link l
for d in V[]

if not (d in R[]): # new route
R[d].cost=V[d].cost+l.cost
R[d].link=l
R[d].time=now

else: # existing route , is the new better ?
if (( (V[d].cost+l.cost) < R[d].cost) or

(R[d].link == l) ):
# Better route or change to current route
R[d].cost=V[d].cost+l.cost
R[d].link=l
R[d].time=now
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Proactive Protocols: Distance Vector

This simple algorithm (Bellman-Ford) guarantees convergence
with some known problems and limitations (we will see):
Count to infinity
Convergence speed
We will see some variants of DV protocols for mesh networks.
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Proactive Protocols: Link State

Distance vector routers use a distributed algorithm to compute
their routing tables
Link-state routers exchange messages to allow each router to
learn the entire network topology.
Based on this learned topology, each router is then able to
compute its routing table by using a shortest path
computation with Dijkstra’s algorithm
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Link State: Link Sensing

ni sends periodic HELLO
messages containing their IP
address(es)
When receiving an HELLO
nj is added to the
neighborhood
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Link State: Flooding

ni periodically
broadcasts its
RT to all the
others
nj collects all
the RTs and
builds the
knowledge of
the full graph
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What’s Next?

Experimenting with networks: NePA-Test/CORE
Link State Routing Protocols: OLSR
Distance Vector Routing Protocols: Babel
DV Source Routed Routing Protocols: BMX6/7
Layer II protocols: BATMAN+, IEEE 802.11s
Parenthesis: Wireless security protocols, IEEE 802.11i
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Projects

Experimenting with routing:
hard and fun: modify/improve a protocol
fair and entertaining: compare/measure protocol performance
easy and OK: run and document
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