(Disclose,
Asset: CC)

|dentify exploitg

(Disclose,
Asset: CC,
Target. company
database)

Elaborate threat

(Access,
Asset:
company
database

Refine Assets

|deRtify exploitable targe

(Access,

(Reach, (Access, Asse;iac;oz!azgi d:’;abase,
Asset: company Asset. company database, % at-a basep y
database) Target. company server

Elaborate threat exploit SQL
O injection flaws

(Reach,
Asset. company database,
Target. company server

(Access,
4ssetl. company
server)

|dentify exploitable targeg

(Reach,

(Disclose, asset. company
Asset: CC2Z) (Reach server
(Disclose, . ’ |
Asset: CCA) Ass:;lt:s;zany Identify exploitable target Identify explortg

(Reach,
Asset. company server,
Target. Acme network)

arget: Acme networl

(Reach,
Asset. company server,
Target. server room)

(Access,
Asset. company server,
arget. company server

(

\

|dentify exploitable\target Elaborat& threat

Disclose,
Asset: CCA,
Target: store server

Elaborate threat _ _
|dentify pxotection

(Reach,
Asset: Acme network)

(Access,
Asset: Acme network

Elaborate(threat

(Defeat,
Asset. server access
control mechanism)

(Access,
Asset: server room

|dentify exploitable target

G

|dentify exploitable target

(Reach,
Asset: Acme network
Target: store server)

(Reach,
Asset: store server A)

(Access,
Asset: Acme network,
Target: store server

(Access, |dentify exploitable target

|dentify exploitg
Asset: store server A)

ble target

(Defeat,
Asset. server room,
Target. server room

(Defeat,
Asset. server access
control mechanism,
Target. server access
control mechanism)

Claborate\threat Elaborate threat

(Reach,
Asset: store server)

' (Control,
' Asset: store
! server

i

|dentify exploitable target

(Access,
Asset: store server)

itable target
|dentify explaitable target

(Reach,
Asset: store server A,
Target. POS terminal

(Control,
Asset: store server
Target: store
server

(Reach,
Asset: store server A,
Target: local network

Launch password
guessing tool

(Access,
Asset: store server A,
Target: store server A

Elabohate threat

(Reach,

Elaborate threat Asset: store server A, (Access (Control
_ ’ ontrol, ' '
Target: store server A Asset POS > Aot POS Identify|protection Directly attack
(Reach terminal) terminal) (Defeat, ompany serve

(Access,

Asset: local network A, Asset: local server

|dentify explgitable target

Asset: local network A,

: |dentify explaitable target access control
Target: IOX?I network Target: local network hani ﬁ;ﬁ;ghes
A) (Access, \ scripts Scan serder
Asset: POS terminal, ) Identify explaitable target vulnerabilities

Target. store A)

IP space
Reconnaissance
for Acme

|dentify [protection

(Access,
Asset. POS terminal,
Target. POS terminal

(Defeat,
] Asset: local server access
control mechanism
Target: local server access
control mechanism

Elaboraté¢ threat canning Acme

network

(Defeat,
Asset: MAC
address filtering
protection)

(Access,
Asset: store A)

alk to the store

nearby his home Identify expl

itable target

(Access,
Asset: store A,
Target:. store A

(Defeat,
Asset: MAC address
filtering protection,
Target: MAC address
filtering protection

Scan local network

Run TH
structure

Hydra tool

Passively monitor

network Fake MAC
address




