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ABSTRACT
In this paper, we propose a novel algorithm for privacy-based
Web service ranking. The proposed algorithm is inference
aware and history sensitive. Inference awareness refers to
the ability to make it futile for Web services providers to
use inference mechanisms to derive non explicitly disclosed
information about users. History sensitiveness refers to the
ability to prevent services from violating users’ privacy by
exploiting their invocation history. The algorithm’s over-
head is minimized so that it can be integrated in any online
service discovery mechanism.
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1. INTRODUCTION
Preserving users’ privacy was identified as a significant

challenge almost as early as the dawn of the computer indus-
try [7]. Since then, privacy has been an issue in almost every
new wave of computer technologies or computing paradigms.
With the Web revolution, privacy, or Web privacy, has come
to the fore as a problem that poses a set of challenges fun-
damentally different from those of the pre-Web era.

The Web has been essentially an interactive environment.
Most of its content is interpretable only by humans. Users’
involvement is necessary for virtually any Web-based trans-
action. This has motivated a research direction that aimed
at introducing more automation in the Web. A key mile-
stone in that research was the introduction of the idea of
the semantic Web. The intuition behind the vision of the
semantic Web is to transform today’s Web into an “intel-
ligent” infrastructure where many of the time-consuming,
user-initiated and user-monitored tasks become automated.
In this vision, machines become much better able to process
and understand the data that they merely display at present
[2].

A technology that is widely expected to play a definite
role in enabling the semantic Web is Web services. The
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W3C defines a Web service as “a software system designed to
support interoperable machine-to-machine interaction over
a network” [21]. A Web service exposes an interface through
which it may be automatically invoked by Web clients. A
Web service’s interface describes a collection of operations
that are network-accessible through standardized XML mes-
saging [10]. Research on Web services aims at enabling the
Web service computing paradigm. In this new paradigm,
Web services publish their functionalities through service
registries. Web clients access these registries to discover the
description of Web services providing specific functionalities.
They then invoke the services according to that description.
Several standards have been developed to enable the use of
Web services. These include WSDL [18] (for service descrip-
tion), UDDI [20] (for service discovery), and SOAP [17] (for
service invocation).

1.1 Motivation
In today’s Web, users generally decide on initiating a Web

transaction based on their prior knowledge of the different
parties involved in that transaction. In the envisioned se-
mantic Web, software agents will replace users in initiating
Web transactions and controlling their execution. In typical
semantic Web transactions, Web services and agents will in-
teract to carry out sophisticated tasks on behalf of users. In
the course of this interaction, they may automatically ex-
change sensitive private information about these users. A
natural result of this increasing trend towards less human
involvement and more automation is that users will have
less control over how their personal information is manip-
ulated by software agents and Web services. This requires
fundamental changes in how Web services are discovered and
selected. Research on Web service discovery has largely fo-
cused on the aspect of discovering Web services that best
suit some given functionality requested by a user. Far less
attention was devoted to the issue of retrieving Web services
based on quality of service (QoS) criteria, e.g., performance,
cost, security, reputation, and privacy. A central problem
that must be solved before achieving the vision of the se-
mantic Web is to enable agents to automatically establish
a privacy-based ranking of several Web services that may
be invoked to accomplish a given task. Agents may then
use such a ranking to autonomously determine, according
to the current context, the most privacy preserving invoca-
tion scheme to accomplish the given functionality.

1.2 Contribution and Paper Organization
In this paper, we develop a novel algorithm for privacy-

based Web service ranking. The proposed algorithm is (i)


