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Abstract— We present the detailed planning of the test-bed,
experimental, implementation and demonstrative activities that
will be carried out within the TWELVE PRIN Project.

During the entire secondyear of the project, in parallel with
fundamental research, all the partners of the project will carry
out an extensive campaign of experiments and demonstrations
with the aim of disseminating the more mature results of
the project that have major practical impacts. The overall
organization of the experimental activities is a nation wide test-
bed of HotSpots, all coordinated among them, that enables
the presentationand demonstration of innovative services,algo-
rithms, protocols and managementtechniquesdeveloped within
the project.

This document describesand discussed(nearly) all the activ-
ities foreseenwithin the TWELVE experimental Work Package,
outlining the expectedresults and the temporal development.

I . INTRODUCTION

Although the PRIN TWELVE Project is focusedon fun-
damentalresearch,from the very beginning we devoted an
entire work packageto experimentalactivities aimed at the
demonstrationof theachievedresultsthataremorematureand
closeto possiblepracticaland/orcommercialimplementation
andexploitation.This contributionde�nes theroad-mapof the
demonstrative activities devisedwithin TWELVE.

Making justice of the large amount of researchdone in
the project with demonstrationsis a gruesometask. The
easyapproachwould be the selectionof someappealingand
`aesthetic'result,settingup a demoroom in the coordinating
University(Universityof RomeII – `Tor Vergata,' verycentral
andconvenient),and invite colleaguesto visit it.

We took the hard way. The `demo' will indeed be a
nation wide test-bed,involving all the researchunits that
will demonstratedifferent activities and results, uni�ed by
a framework for usersand servicemanagementthat we call
UniWireless.

UniWireless is a collection of coordinatedHotSpots,all
managedby the Uni-Fy gate provided by the University of
Trentoanddescribedwith somedetail in Sect.II.

This work is supportedby the Italian Ministry for University andResearch
(MIUR) underthe PRIN projectTWELVE (http://twelve.unitn.it/)

The Universities of Pisa and Palermo provides add-on
featuresfocusedon QoS (802.11e)and advancedscheduling
techniques,describedin Sect.III.

The Universitiesof Perugiaand Trento integrate in their
HotSpots advanced services based on distribution, pub-
lish/subscribearchitectures,andadvancedlocalization,asde-
scribedin Sect.IV.

Additional activities on advancedauthenticationand mesh
networking are integratedin the nation-widetest-bedby the
Universitiesof RomaII andParma,asdiscussedin in Sect.III-
B andSect.IV-B

Sect.V endsthis contribution giving the Gantt chartof the
testbedimplementationand someconclusive remarkson the
contribution of theDemonstrationto thestateof theart. Fig.1
gives a snapshotof the demonstrationactivities in the six
universitiesrealizing the UniWirelesstest-bed.

I I . DEMO COORDINATION AND COMMON ACTIVITIES

The burden of the demonstrationcoordination is on the
University of Trento, which provides the main supportand
the initial software for the managementand interconnection
of the UniWirelessHotSpots.

The idea of a set of HotSpots realized following the
philosophyof OpenAccessNetworks (see [1] for a detailed
descriptionof this approach),wherethe local Universityplays
the role of accessnetwork provider, while all the remote
Universitiesplay the role of remoteauthenticatorsor service
providers, is the leading themeunder all the demonstration
activities. All theother, sometimesmorecomplex experiments
and demonstrationsare, as far as possible,integratedwithin
the local HotSpotof the University that managesthe speci�c
demonstration.For instance,a visitor to the University of
Perugiawill have accessto the local HotSpot,registeringand
authenticatingusinghis accountat his homeUniversity1, and,
in somespeci�c areof the HotSpotwill be ableto accessthe

1TheUniversityof Trentowill manageanadditional,Radius-basedauthen-
ticator devoted to visitors wishing to accessthe Demo,but not belongingto
any of the accreditedUniversities.



Publish-Subscribeexperimentalservicessetup by theresearch
group in Perugia.

The remaining part of this section is devoted to the de-
scription of the philosophy and overall architectureof the
UniWirelessHotSpotmanagement.

A. TheUni-Fy gateUser ManagementFramework

Uni-Fy gateis a WirelessLAN and HotSpot management
systembuilt startingform the sourcesoftwarenamedWilma-
Gate [2]. Starting from WilmaGate, the TWELVE team in
Trento realized the Uni-Fy gate, adding functionalities and
enhancingits �e xibility , to support the UniWirelesssystem.
The Uni-Fy gate is implementedin C++ as a collection of
user-spaceapplications.Its modular design is intendedfor
easyimplementationof new features:the generalframework
is that of an opentest-bed,where innovative algorithmsand
procedurescanbe implementedandtested.

The whole architecturepivots around an authentication
systemfollowing the OpenAccessNetworks philosophy [1]:
all the userswho want to accessthe public network must be
authenticatedby anISPor agency which is not (normally) the
sameentity owning and controlling the accessnetwork. The
goal of our systemis the feasibility demonstrationof �e xible
and secure managementin WLAN and public HotSpots,
including the integrationwith 3G networks.

The main featuresof the systemare: i) supportof multi-
ple external authenticationproviders, ii) support for several
authenticationtechniques,iii) �re walling, and iv) accounting.

Fig. 1. Overview of UniWirelessdeployment within the TWELVE project.

Currently the implemented authentication procedure is
basedon the “captive portal” techniquevia web pages.A
useropenshis browser and requestsa web page;the system
intercepts the request and redirects the user's browser to
an authenticationpagewhere the user selectsthe preferred
authenticationprovider. Then the user inserts his data (i.e.

user-id andpassword) in a form andsendsthemto theremote
authenticatorthrougha secureconnection.The authentication
procedureendswith two noti�cation of “user identi�ed” from
the remoteprovider: oneis sentto the userandoneis sentto
the managementsystem.The authorizationrenew is managed
automaticallyby a pop-up window, refreshedwith speci�c
periodicity, ensuringprotectionfrom spoo�ng.

As shown in Fig.2, the systemarchitectureis madeup of
two main components:Gateway andGatekeeper.

TheGatewayis a layer-3 switchthatreceivesall thepackets
from the WLAN and puts them on the right interface. If
the received packet belongs to an authenticateduser, it is
forwarded,or otherwiseif it belongsto a non-authorizeduser,
it is forwardedto the Gatekeeper.

The routing policies are taken according to an internal
�re wall table: each�re walling rule is madeup of a pair of
client identi�ers (IP, MAC) and an action that can be one
among:i) “allow packet forward to external LAN,” ii) “send
packet to Gatekeeper,” andiii) “drop thepacket”. The �re wall
table is kept as simple as possible,to avoid computational
bottlenecks.

The Gatekeeperperformsall proceduresthat requiremore
processingthanpacket inspections.This componentmanages
packetsreceivedfrom theGateway andthesecanbeclassi�ed
in threecategories:

� DHCP requests;
� packets belonging to unauthorizedusers. The system

managesthe requestwith a web page redirect to an
authenticationweb page;

� packetsnot belongingto any previous class:the module
discardsthem.

The modularity of the system allows adding new plugin
modulesto extend the collection of supportedprotocolsand
supportedauthenticationmethods.

The Gatekeeperinteractsalso with any remoteauthentica-
tion provider to receive information about authorizationof
users.The remoteprovider must be a trustedentity with a
previous agreementbetweenthe provider and the manager
of the local UniWirelessHotSpot.The Gatekeepermaintains
a list that storesinformationaboutusers:this is a supersetof
informationof theGateway'saccesslist. WhentheGatekeeper
receivesinformationfrom a remoteauthenticator, it updatesits
tableand forcesalsoan updatein the Gateway's list.

Users' privacy and database-sharingare worth a few com-
ments.Thesystemdoesnotmanageuser'sprivatedata(user-id
andpassword),neitherit canspoofthembecausepersonaldata
are encryptedon a secureconnection(HTTPS).Furthermore
theremoteauthenticationproviderdoesnotallow thesystemto
accessits own database:the authenticationprocedureinquires
anauthenticationserver of a provider andonly this server can
interactswith the private database.For further and in depth
informationaboutthe featuresof Gateway andGatekeeperwe
refer the readerto [2] and [3].

Themodularityof theauthenticationsystemallowsdifferent
network con�gurations for the system: in this way each
implementationof thesystemcanbecustomizedto meeteach



HotSpotrequirements.The Gateway and Gatekeeperare two
different processesthat interactone another, but they can be
runonthesamemachineor in differentmachines.Thepossible
con�guration are distinguishedby the number of hardware
componentinvolved in thesystemandthe requirementsabout
the numberof network interfacecards(NICs) and the avail-
ability of public IP addresses.For instancethe con�gurations
canbe:

� onePC with two NICs andonepublic IP address;
� two PC (both with two NICs) andonepublic IP address;
� two PC (both with two NICs) andtwo public IP address.

Other con�gurations can be usedand eachof them can be
programmedthrougha plain text �le, describingthe system
architecture(associationof NIC MAC and IP addressand
port). With “public IP address”it is meantthat the provider
deploying the Uni-Fy gate needsto ensurethat the public
interface of the Gatekeeper is reachablefrom the external
network (speci�cally from remoteauthenticationservers).

B. UniWireless:A Nation Wide Experiment

A genericexample of deployment of the Uni-Fy gate is
shown in Fig.2. The entitiesthat interactin this con�guration
canbe classi�ed in two categories:

� Connectivity Provider. An entity deploying the Uni-Fy
gateto grant Internetaccessto authenticatedusers;

� AuthenticationProvider. An entity supportinga secure
databaseof usersentitled to accessHotSpotsmanaged
with Uni-Fy gate.

The collection of all Connectivity and Authentication
providers forms the UniWireless test-bed.Fig.1 shows the
Universitiesforming UniWirelessandtheir speci�c additional
role. Obviously a provider canbesimultaneouslya connectiv-
ity andan authenticationprovider.

LAN /

AP

WLAN Gateway

Gatekeeper

Authentication
Provider

Provider
Authentication

AP

Internet

AP

Fig. 2. Overview of the Uni-Fy gatesystem

EachUniversitywill beanauthenticationprovider (it shares
its user database)and a connectivity provider (it usesUni-
Fy gatesystem).In suchscenariothe mobility of researchers
will not a problem:nomadicusersbelongingto any University
involvedin TWELVE project,canaccessfrom all thenetworks
belongto theUniWirelesstest-bedwithout theneedto request
accesscredentialto differentnetwork managers.

I I I . ENHANCED MEDIUM MANAGEMENT

The enhancementof QoSmuststart for the mediumusage,
hencein theTWELVE projecta lot of activity is devotedto this
subjectandthedemoemphasizessomeof themostinteresting
activities undertaken.

The medium managementhas many different facetsand
implications: MAC scheduling,QoS and priority mapping
between the network and the link layer, managementof
distributedresources.

In the TWELVE test-bedwe concentrateon threedifferent
topics:i) schedulingbetweenthe IP andlink layer; ii) service
differentiationwithin the DCF (EDCA); and iii) distributed
resourcemanagementvia meshnetworks.

A. ImprovedSchedulingand QoSSupport

On the one hand, we will explore some differentiation
techniques,which do not require any hardware upgradeof
the existing AccessPoints (APs) and network cards,but are
obtainedby meansof software upgradeonly. On the other
hand, we will explore the actual differentiation capabilities
of the 802.11eMAC extensions,by meansof a proprietary
implementationof 802.11ecards.Commercial802.11ecards
are not yet available, sincethe Task Group 802.11e�nished
its work in July 2005andthe�nal draft is still underapproval.
Our implementationis basedon versionD8.0 [4] of the draft
standard.

1) EnhancedScheduling: The �rst demonstrationwill be
carriedout in Pisa.Thesolutionsdo not requireany hardware
upgradeof the AP andNICs. In particular, the demonstration
is aimedat showing the performanceimprovementsproduced
by the insertionof an appropriateschedulingalgorithm able
to take into accountboth the transportrequirementsof traf�c
�o ws and the quality of radio channelexperimentedby the
receivers. The rationale in the set up of the test bed is to
show the negative effects on the following two aspectsof
the 802.11MAC on someimportant servicessuchas video
distribution,Voice over IP andWeb browsing.The theoretical
framework at the basisof this activities waspublishedin [5],
[6].

The �rst aspectis relatedto the characteristicof the Dis-
tributedCoordinationFunction(DCF) to providea fair sharing
of themediumin termsof channelaccessprobability. In ideal
conditions(i.e., whenall framesareof equallengthandtrans-
mitted at the samedatarate,andnoneis lost dueto collision
or low radio channelquality), this characteristicimplies that
all the stationsare provided with an equalshareof medium
occupancy time,which re�ects in anequalshareof theoverall
bandwidth.However, in real scenariossomeframesmay not
be received correctly, sincethe radio channelquality may be
poor andcollisions may occur. Lost framesare retransmitted
until theMaximumRetryLimit (MRL) is reachedor theframe
is correctly delivered.Also, the transmittercan adopt more
robust,but lessef�cient modulationschemes.

Thesecondaspectis thatcommercialAPsuseasingleFIFO
queue.All the buffered frames must wait for the currently
served one to be dequeued;event that occursafter either the



successfulframe transmissionor the frame discarddue the
MRL. This phenomenon,known as “head-of-line” blocking,
implies a frame transmissiondelay that dependsnot only on
the radio channelquality experiencedby the particularstation
to which theframeis addressed,but alsoon otherfactorssuch
as the position of other stationsand the numberof frames
enqueuedin front of it.

The combinationof thesetwo aspectsleadsto have all the
downlink �o ws affected by increaseddelay, possiblepacket
loss due to buffer over�ow and reducedthroughputat appli-
cation level. As a consequence,all userscan experiencebad
servicequality, even in the casea single station is subjected
to bad radio conditions.In order to overcomethis drawback,
we have developed the De�cit TransmissionTime (DTT)
schedulingalgorithm,andwe have implementedit in the AP
at device driver layer. The DDT scheduleris ableto take into
accounttheactualradiochannelquality in termsof theamount
of time neededto correctly transmita single frame from the
AP to a station.DTT permits to achieve a betterutilization
of the medium and to guaranteethe isolation among �o ws
addressedto differentstations.

Demonstration NetworkScenario
The test bed usedin the demonstrationis shown in Fig.3

and is composedby the following key elements:
� the prototypeAP including the DTT scheduler;
� a notebookto accessFTP downloadservices(Station1);
� a notebookutilized asclient to video-streamingservices

(Station2);
� a SIP IP phonewith 802.11NIC (Station3);
� an FTP server (Host4);
� a video-streamingserver (Host3);
� an IP phone(Host2);
� a Proxy andRegistrarSIP Server (Host1).
TheprototypeAP is anAccessCubeby 4G-systemGmbH.

The choiceto usethis device for the developmentof our pro-
totype is connectedwith the �e xibility of the consideredAP,
given by its particular Linux embeddedsystemarchitecture.
In particular, themain featureof this systemis theavailability
of an open sourcedriver that permits the insertion of new
functionalitiesto thebasic802.11functions.Furthermore,the
possibility to insert new software modulesis supportedby
the 32MB �ash memoryanda 64 MB RAM memoryof the
AccessCube.

Thedemonstrationwill show andevaluatetheimprovements
introduced by the DTT scheduleron the users perceptive
quality of service.In particularthe servicequality protection
whenusersmove aroundwill be shown.

2) 802.11e-like HotSpotBuilding: Theactivities on EDCA
effectivenessfor servicedifferentiationandQoSsupportbuild
on the DCF developed in Palermo on Field Programmable
GateArray (FPGA)in a previousnationalproject(thePRIMO
FIRB project). By interfacing the programmableDCF to a
MAC-lessnetwork card,we can easily managethe upgrades
requiredfor EDCA implementation.Theongoingdevelopment
of the minimal EDCA functionalities required to run the
experimentalpart is documentedin [7] The resultingnetwork

Fig. 3. DTT HotSpot Test-bed;the AP is enhancedwith the DTT soft
scheduler

card does not provide all the 802.11 functionalities (such
as Association and Authentication). In order to avoid the
implementationof thecompletesetof 802.11functions,which
do not have any role in EDCA testing, we are planning to
build a specialHotSpot with QoS capabilities,accordingto
the architectureshown in Fig.4. The QoS-AP is made up
of a standardAP and a computerequippedwith our EDCA
card,working on the samechannel.Legacy 802.11cardscan
associateto the standardAP card,while our 802.11eclients
areprogrammedto associateto theAP EDCA card.TheLLC
layerin thecomputerconnectedto theEDCA cardis modi�ed
in order to classify different traf�c �o ws in different access
categories. The best effort traf�c (the traf�c for the legacy
cards)is routedto the AP, while the other traf�c is routedto
the EDCA card.Note that the two network cardsat the QoS-
AP contendfor the channelaccessas two separatestations.
Thus,thevirtual collision resolutionis not implemented,since
no coordinationis providedamongthetwo differentcardsand
only the frametransmissionson the radio channelcan reveal
collisionsamongthebesteffort andQoStraf�c. However, this
architecturecan be easily deployed with our technologyand
allows a �rst experimentalevaluationof EDCA.

In theTWELVE test-bed,we areplanningtwo main exper-
imentalactivities:

� Studyof theprioritization providedby EDCA,with differ-
entMAC parametersettings,in caseof contentionamong
upstream traf�c �ows. The demonstrationregardsboth
the measureof MAC-layer performance�gures, such
as bandwidth repartition and packet loss rate, and the
evaluationof the QoSperceived at the applicationlayer.
For example, we comparethe video-streamingquality
of two different traf�c �o ws from two 802.11eclients
(exploiting differentaccessparameters)to the QoS-APs,
while varying the besteffort load conditions.

� Studyof coexistenceamongupstream and downstream
traf�c �ows. The demonstrationshows how the down-
load/upload bandwidth splitting can be easily tuned
throughEDCA. Speci�cally, we evaluatethe MAC-layer
and transportlayer performance�gures, in a scenarioin
which the legacy stationsgenerateupstreamtraf�c, while



Fig. 4. 802.11eHotSpotTest-bed

the 802.11eclientsaredownloadingdata.

B. MeshNetworks

The following terms taken from [8] are usedto describe
IEEE 802.11MeshNetwork basicconcepts.

1) WLAN Mesh - A WLAN Mesh (previously known as
ESS Mesh) is an IEEE 802.11-basedWirelessDistri-
bution System(WDS) which is part of a Distribution
System(DS), consistingof a set of two or more Mesh
Pointsinterconnectedvia IEEE 802.11links.

2) Mesh Point - Any IEEE 802.11 entity that contains
an IEEE 802.11-conformantMedium AccessControl
(MAC) andPhysicalLayer(PHY) interfaceto theWire-
lessMedium (WM), that is within a WLAN Mesh.

3) MeshAP - Any MeshPoint that is alsoanAccessPoint.
4) MeshLink - A bidirectionalIEEE 802.11link between

two MeshPoints.
5) Mesh Path - A concatenatedset of connectedMesh

Links from a sourceMesh Point to a destinationMesh
Point.

6) MeshPathMetric - Criterionusedfor MeshPathSelec-
tion.

An 802.11WLAN Mesh is a network whereaccesspoints
are interconnectedthroughwirelesslinks, typically basedon
802.11 themselves [9]. Mesh networks have been recently
developed by commercial vendors (e.g. Tropos Network,
Firetide, MeshDelivery, etc.), communitynetworks [10] and
academycampuses(e.g.theMIT RoofNet [11]) By academic
deploymentsareongoingfor researchpurposes.WLAN Meshs
are understandardizationwithin the activity of 802.11sTask
Groups [8].

In the TWELVE project, our goal is to develop a Mesh
AccessPointcharacterizedby thecapabilityto supportservice
differentiation.The idea is to provide differentiatedrouting
paths,dedicatedto different,dynamicallyinstantiatedclasses
of packets. This is accomplishedby combining the two fol-
lowing key approaches.

First,differentroutesarequasi-staticallydeployedby means
of multiple overlappingspanningtrees.Our ultimate goal is

to reuse,asmuchaspossible,the featuresof the well known
802.1QMultiple SpanningTreeProtocol(MSTP).Our current
researchactivity is dedicatedto assessthe impactof different
Mesh Path Metric functions which not only dependon the
link rate,as in the traditionalSTPprotocols,but alsodepend
on low-level measurementswhich, gatheredfrom the PHY
and MAC ManagementInformation Base (MIB) statistics,
allow taking into accountchannelquality, interference,and
transmission/collisioneffectiveness.

Second,the routing decisionon available MSTP paths is
very �e xible and dynamic.Packets can be differentiatednot
only on the basisof static information (as traditionally done
in 802.1QVirtual LAN), such as IP-level tagging,MAC/IP
source/destinationaddresses,protocolinformation,etc.Packet
tagging may be dynamically performedtaking into account
feedbacksfrom the wireless network. For example, upon
congestion,or for load balancingpurposes,packets from the
samestation,or addressedto a samestationmay be diverted
to an alternative pathsimply by taggingthemwith a different
MSTP indicator.

The work describedabove has been just started,and its
conductedwithin the developmentof a layer-2 Meshdemon-
strator. Differentinstanceof spanningtreewill be managedin
theprototypeusinganappropriatedtool, called“distributors”.
Our testbedimplementationis currentlybasedon 802.11a/b/g
wirelessinterfacesthat use the Atheros 5213 chipset,which
are driven by the open-sourceMultiband AtherosDriver for
Wi� (MADWiFi) [12].

BR0
TAP0 TAP1 TAP2

BR2
STP

WLANEth0

wds0.2 wds0.3 wds1.2 wds1.3

wds0 wds1

NO STP

BR3
STP

Distributor (User Space)

Fig. 5. Basicschemeof the distributor

1) Distributor tool: A preliminary implementationof a
Linux-basedMeshAP is in progress.At themoment,we have
developeda tool that candistribute themarkedpacketswithin
a speci�c bridging tree and managemultiple independent
instancesof layer 2 spanningtree protocol. The resulting
Mesh AP architectureis exempli�ed in Fig.5. All packets
coming from the air at the hardware interface (WLAN) are
collectedand handledby the BR0 bridge. The packets that
are not for the ethernetinterfaceare sent to TAP0 interface.
Packets sent to this interface are handledby a user-space
process,called“distributor”, whichhasthetaskto mappackets
onto different bridges (BR2 and BR3 in the Fig.5). Such
mappingis the core of the proposedoperation,and can be
basedon either static or dynamic policies (static mappings
basedon information gatheredfrom the MAC frame and the
IP packet headerhave beentested;the extensionto dynamic
tagging is straightforward from an implementationpoint of



view). Packets written by the user-spaceprocessare injected
backinto the kernelnetworking subsystemandareforwarded
using the appropriatebridge table: BR2 and Br3 are two
concurrentbridgeinstancescharacterizedby two independent
forwarding tables.In the �nal versionof the experimentwe
plan to maintain them dynamicallyvia the MSTP protocol).
Finally, frames exiting the bridge modulesare re-taggedat
the input of thewds cardsandtransmittedover theair. Frame
taggingis basedon the802.1Qfeaturesalreadyavailablein the
Linux kernel.The advantageof the proposedimplementation
is fourfold:

� it useskernel featuresalreadyimplemented;
� it takesadvantageof TAP devices;
� it facilitatesdebuggingandruntimediagnostics;
� it is simple to upgradeothercon�gurations.
2) Link level measurementcampaign:Our researchhasthe

additionalgoalof de�ning MeshPathMetric for thespanning
tree bridge instances.To achieve this task, we deemcrucial
to lead experimentalevaluations,because,to the bestof our
knowledge,no adequatemodel is presentin the literature.

Furthermoresomereportedresultsare fuzzy and not con-
vincing as the reported independenceof packet loss with
respectto thereceivedsignalstrength[13]. A moreelaborated
andconvincing explanationmay turn into a simplecharacteri-
zationof MeshLinks, andthusof theMeshPathMetric model.

The campaign uses laptops with a Linux O.S. version
2.6 equipped with a 802.11 a/b/g compliant card with a
5 dBi extern antennadriven by the AR5213 chipset from
Atheros(via the MADWIFI driver). The availabletechnology
enablesthe comparisonof 802.11b PHY implementation,
basedon Barker codeat the transmitterand RAKE receiver,
with 802.11a/gsystems,where the OFDM modulator has
the enormousadvantageof robustnessto multipath,which is
commonly consideredas the main reasonof packet loss in
outdoorchannels.

The detailed results of the measurementcampaign are
presentedin [14] and are used int the test-bedto tune the
MeshPath Metric.

IV. SERVICES, LOCALIZATION AND DISTRIBUTION

The last aspectof service differentiation we decided to
include in the TWELVE demo is related to high-level, en-
hancedserviceprovisioning. We explore both the possibility
of differentiationthe accessbasedon servicepublishingand
enhancingthe usageexperiencevia advanced,location based
recommendingsystems.

A. Servicepublishingin 802.11accessnetworks

In advancedHotSpotscenariosthe “service” may go well
beyond simple connectivity. On the one handoperatorsmay
like to differentiatetheir offer in termsof security, Quality of
Service(QoS),applicationservices.On the otherhand,users
may want to selectthe WirelessISP (WISP) and/ortheAP to
attachto accordingto a numberof factorsbeyond the signal
strength(e.g., security, enrollment,QoS, supportedservices,
price). It is clearthat �rst associating/authenticating,andonly

afterwards discovering thesefactors may be inef�cient and
botheringfor users.An effective AP selectionis challenging
becausethe 802.11 standarddoes not provide an ef�cient
support in this direction. This is the reasonwhy there is
a strong necessityto develop a mechanismthat allows the
Mobile Terminal (MT), and thus the user, to accessa larger
set of information before association/authentication.Clearly,
this needbecomesmore andmore urgent if therearea large
numberof APs/WISPsavailableto usersin a givenarea,each
of themwith a differentserviceoffer.

1) An802.11-tailoredsolution: Ourgoalis to provideusers
with a subsetof service-relatedinformationvia 802.11prior to
association/authenticationto make the accessselectionwork
properly. In literature there are very few documentson this
subject [15]. The IEEE 802.11TaskGroupu (TGu, [16]) has
just startedthe work to standardizea mechanismto retrieve
from layer 2 informationuseful for the accessselection.

Sincethetypical procedureof a TG to addnew functionsto
thestandardis to de�ne new mandatoryor optionalIEs within
managementframes,we proposeto set a new IE containing
service-relatedinformationuseful for network selection.

It is worth noting that the set of information broadcasted
within beaconsshouldbe limited to avoid stuf�ng them and
has to be helpful for a preliminary screeningof the service
peculiaritiesof theaccesses.In this view, interestinginputsto
the accessselectioncould be:

� the price chargedfor the access;
� the classof userspermittedto access;
� the type of enrollment,authentication,andciphering;
� the applicationserviceoffers;
� the IP addressmanagement;
� the type of supportfor servicediscovery/con�guration.

Once the MT has connectedto the target AP, in order to
getmorere�ned serviceattributes(e.g.,con�guration info) to
enjoy a given service,the useof servicediscovery protocols
(suchasServiceLocationProtocol,SLP [17]) is needed.

Although the above mentionedsolution is perfectly back-
ward compatiblewith the standard,the implementationre-
quires �rmw are updatesnot only to wirelesscards,but also
to APs. Thus, to have a working solution compliant with
existing equipments,our choice for the demonstratorhas
been to encodethis information within the SSID (i.e., the
name of the access),which is a standardIE broadcasted
into IEEE 802.11 beacon frames. We used the character
`@' as separatorbetweenthe network name and encoded
service-relatedinformation. Thus, the format of the SSID is
“networkname@� Code,Value�	� Code,Value� ...”, where the
pair � Code,Value� identi�es the servicefeature(Code),and
the relevant con�guration (Value).The network namecan be
the nameof the operatorproviding the access(TWELVE, in
our case).This solution allows emulatingthe presenceof a
new IE in beacons.In the following, the APs with this kind
of SSID arecalled “TWELVE-compliantAPs”.

2) Current demoarchitecture: Our objective is to set up
a network con�guration able to publish and provide a multi



service 802.11 accessenvironment. The componentsof the
demoarchitectureare:

� in the network side: standardAP, Virtual AccessPoint
(VAP), SLPDirectoryAgent,DHCPserver, videoserver,
Radiusserver, andTWELVE DataSharing(TDS) server;

� in the terminalside:TWELVE WirelessSelector(TWS)
tool, TDS client, Radiusclient, andSLP UserAgent.

Therearea numberof 802.11accesses(oneprovidedby the
standardAP andtheothersprovidedby theVAP). Theservice
differentiationis provided on a per-accessbasisin termsof:

� network serviceoffer (QoSandsecurity);
� servicepublishing(beacon-basedandSLP-based);
� applicationserviceoffer;
� accesspermission.
A VAP is a logical entity that exists within a physicalAP

[18]. Each VAP appearsto be an independent,physical AP
and emulatesthe operationof a standardAP at the MAC
layer(it representsaninstantiationof a complete802.11MAC
including BSSID, SSID, andcapabilityset).Oneof the main
advantagesof this architectureis thata WISPcandifferentiate
theofferedserviceswithin thesamephysicalAP. Furthermore,
a number of WISPs can share the same physical device.
Thus, a VAP device is quite suited for the deployment of a
multi-serviceWLAN. In our lab we make useof a Colubris
MSC3200 with VAP technologywith up to 16 concurrent
SSID/BSSIDs[19].

The main componentsof a SLP architectureare [20]:
(i) User Agents (UAs), which discover services;(ii) Service
Agents (SAs), which advertise the servicesthey represent
alongwith therelevantattributes;(iii) DirectoryAgents(DAs),
which accumulateserviceinformationandrespondto service
requestsfrom UAs. Clearly, serviceinformation may be also
statically storedwithin DAs. Also, servicesmay be grouped
in a numberof scopesaccordingto speci�c policies. In this
regard,we assumethatservicesaregroupedon thebasisof the
differentwirelessnetwork accesses(i.e., SSIDs).This means
that eachserviceis associatedwith one or more SSIDs,and
we implementthe differentiationof the servicepublishingat
the SLP level aswell.

We offer a numberof differentapplicationservices:
� classicInternetaccess;
� video service;
� TDS service;
� printing service.
The TDS serviceis an advanceddatasharingmechanism

exploiting the broadcast,band-limited802.11channel,useful
when there are non-con�dential, hot contents.The service
architectureconsistsof a TDS moduleon the server (master)
and a TDS module on the client(s). The server TDS is a
SQUID-basedproxy [21] able to generate,upon HTTP data
requestsfrom a client, unicastUDP advertisementstowards
the AP supporting the service. This allows publishing the
transmissionandproviding MTs with the informationneeded
to enablethedataacquisitionprocess.This architectureallows
all TDS clientsunderthesameAP sharingthesamecontents.

Whena userdecidesto attachto the AP supportingthe TDS
service,then the TWS is in charge to automaticallyretrieve
from the SLP DA all the informationneededto con�gure the
service.

3) The TWELVE WirelessSelector(TWS): The TWS is a
Java-basedgraphiccontrol tool running on the MT and it is
able to (i) perform wireless network scanning,(ii) present
to the user the list of surroundingAPs (both legacy and
TWELVE-compliant)(seeFig.6) andthe servicepeculiarities
of theTWELVE compliantAPs(seeFig.7), (iii) performuser-
driven handovers,(iv) con�gure network parameters,and (v)
show the currentnetwork con�guration (from MAC to DNS).

Fig. 6. TWELVE WirelessSelectorGUI

Fig. 7. Service-relatedinformationof a TWELVE-compliantAP

An additional important characteristicof the TWS is the
capacityto performwirelessnetwork scanningandto present
to the user only the list of the points of accessthat match
userpreferences.This allows the userto further speedup the
selectionprocess.The preferencesmay be editedby the user
in a window of the TWS.

The TWS control panel is also integrated with the SLP
UA to get from a remoteSLP DA more re�ned information



relevant to the servicesprovided through the AP the MT is
currentlyattachedto. To this end,theTWS issuesSLPqueries
with thevalueof thescope�eld setto theSSIDof thecurrent
AP.

Thus,oncetheuserhasselectedtheAP to attachto from the
rough serviceinformation obtainedby beacons,then a given
servicemay be properlycon�gured throughthe TWS.

B. WLAN/3Gsecure authenticationbasedon SIP

In this sectionwe describetheportionof TWELVE test-bed
that aims at demonstratingthe feasibility of the integration
within the Uni-Fy gate systemof other authenticationand
securingschemesbasedon SIP. In particular, we will usethe
sameschemeusedin the3GPP/IMSsecurityframework [22].

Authenticationis provided at service level (SIP) through
standardSIP-Digest-AKA mechanisms,while con�dentiality
can be appliedat IP layer throughIPSecandpacket �ltering
functions.

The basicidea is that the SIP basedauthenticationmecha-
nismscaninteractwith theUni-Fy gatesystemimproving the
authenticationcapacities:theSIPbasedmechanismwill coexist
with the captive portal mechanism.

An authenticationagentrunson the terminalandis capable
to automaticallyperform the authenticationprocedureusing
SIP. The Authenticationprocedurecan be basedon stronger
mechanismthan user-name/password, for example we will
emulatethe samemechanismusedin 3GPPnetwork which
is basedon secretkeys storedin the userUSIM.

Forward 
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Fig. 8. Successfulauthenticationprocedure

The authenticationprocedureis depictedin Fig.8. When
the MT roamsonto a new network, it tries to associatewith
a wireless AP. After the associationthe MT con�gures its
network layerthroughlocalDHCPserver. At thispoint theMT
startsthe SIP registrationandSIP-Digest-AKAauthentication
proceduretowardsits homeS-CSCF. The Uni-Fy gatesystem
will be con�gured to forward the SIP registration messages
towardsthe homeSIP registerserver, which will performthe
authenticationprocedurewith the MT. If the SIP authentica-
tion proceduresucceeds,the SIP server contactsthe Uni-Fy
gate systemin the sameway usedby the ”traditional” web
basedauthenticationserver. Thereforewe assumethat a trust
relationshipexistsbetweentheSIPserverandtheUni-Fy gate.
Optionally, a bidirectional IPSec Security Association(SA)
betweenthe MT andthe Uni-Fy gatecanbe established.

In the demonstratora MT (a laptop PC) accessesto a
visitedWLAN throughtheUni-Fy gatesystem.TheSIPserver
is running on a Linux box and can be located anywhere
in the Internet. The SIP functions (both server and user
authenticationagent)have beendevelopedin Java basedon
MjSip open source SIP stack [23]; they fully implement
standard3GPP/IMSSIP signalling. Fig.9 shows the overall
demonstratorlayout.

Fig. 9. SIP basedWLAN/3G authenticationdemonstratorlayout

C. Context-enhancedserviceprovisioning

The common Uni-Fy gate AAA platform enablespartic-
ipants to fully exploit new servicesthat take advantageof
context information.Suchservicesprovide additionalbene�ts
to wireless users,promoting mobility and helping network
operatorsandresearchersto collect usagedata.

A sample system, aimed at providing context data (in
particular position) to user applications at the Faculty of
Scienceof theUniversityof Trento,is describedin Fig.10.The
systemis structuredinto threelayers:network, middlewareand
application.

The network, at the bottomof the picture,is the collection
of all networking equipment,in particulardevices relatedto
wirelessaccess:APs, AAA gatewaysandmobile clients.We
only consider componentsthat are “context-aware”, in the
sensethat they are able to provide information that helps
to build context representations.For instance,APs usually
provide associationinformation that can be usedto estimate
clients' positions;clients, on the other hand,may optionally
localize themselves by meansof specializedhardware (GPS
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receivers,RFID tags)or by exploiting radio propertiesof the
wireless medium [24]; the AAA gateway can complement
location datawith the identity of the users,their activity and
time sincelogin.

The context broker is the main component.Its purposeis
to obtain context data by correlating information obtained
by polling network devices and provide coherent context
information to applications.It is composedof two logically
separatecomponents:thecontext databaseandthemiddleware
service. The �rst basically contains a databaseof context
informationaboutusers.Currently, time, identity andlocation
dataareconsidered.Suchdataarebuilt by an applicationthat
receivesinformationfrom network devicesby usinga mixture
of methods,including SNMP polling and Syslog trapping;
dataarematchedby commontags(for instance,APs andthe
AAA gateway both report IEEE802 MAC addresses,while
client applicationsuse IP addressesthat are also known by
theAAA gateway).Currently, userlocationsareinferredin an
asynchronousmanner. In fact,active logging functionalitiesof
someAP modelshave beenfound to be unreliable,so users
arenot localizedassoonasthey connect,but shortlythereafter
by a polling cycle. Information storedin the databaseis not
directly accessedby applications.A middleware service is
interposedin order to provide a standardprotocol for query-
ing, independencefrom the DB representationandadditional
functions such as location tracking, con�dence estimatesor
searchfunctions.The serviceis implementedasa SOAP Java
servlet,thusappearingasastandardwebserviceto upperlayer
applications.

Finally, in the application layer (upper part of Fig.10)
several types of user servicescan be found. The context
middlewarecan be queriedby a web server running a (PHP,
ASP, JSP, CGI) script, by someother applicationservice,or
directly by context-awarecustomapplications.

An exampleof context-awareservicecurrentlyavailableat
the University of Trento is shown in Fig.11. The captive-
portal authenticationmechanismimplementedin the access
network allows the systemto offer the usera link to a local
web pagewhosecontentsare tailoredaccordingto the user's
identity, positionand,possibly, preferences(eitherdeclaredor
inferred).The web pagecontainsthe currentuser's location,
suggestionsabout the nearestavailable classroom,a poll
systemabout university services,tools for the organization
of student communities.Other envisioned services include
the suggestionof lesscongestedwirelesslocations,restaurant
menu(for studentsnearbythecafeteriaandonly during lunch
hours)and teachers'availability.

Anotherlonger-termservicewill bea wirelessvideobroad-
casting systemwhich shall be used to diffuse lecturesand
talksto students.Thesystemshall take advantageof a mixture
of coding techniquesin order to ensuregood video quality
even in the caseof high packet loss ratio, while offering
optimumperformanceto properlypositionedclients.In depth
descriptioncanfound in [25]

V. IMPLEMENTATION TIMELINE

Fig.12 shows the availability of the different parts of the
test-bedreferredto the “project time.” TWELVE startedDec.
1 2004, and will �nish Nov. 30 2006. The �rst 12 months
are compressedin the column “ ��

� ,” since experimental
activities wereforeseenfor thesendyearonly; however, since
many of themstartedwell before,it seemscorrectto indicate
the one that arealreadystarted.

Experimentsanddemonstrationsare identi�ed with a letter
(A, B, . . . ) whosemeaningis shortlyoutlinedin thefollowing.
All activities in the Gantt chart in Fig.12 are split in two
differentparts(e.g. A1 andA2), referring respectively to the
deployment phaseand the availability phase.During the de-
ploymentthe experimentis available locally to the TWELVE
partnersandit is not integratedin theUniWirelessframework.
In the availability phasethe experimentcan be accessedby
anyone visiting the UniWirelesstest-bed,albeit, clearly, only
in the HotSpotsupportingthe speci�c activity.

A — The �rst experimentalactivity has beenthe testing
of the Uni-Fy gate in Trento,using it for the man-
agementof the WLAN in the Faculty of Science,
comprisingmorethan15 APs andhundredsof daily
users.

B — The HotSpotin Trentobecomesthe �rst HotSpotof
UniWireless, allowing remoteauthenticationto users
belongingto the other UniWirelesspartners.Proper
authenticationservers will be set up in the other
partnerUniversities.

C — TheotherHotSpotsin Palermo,Pisa,Parma,Perugia
and RomaTor Vergataare set up and tested.Each
one will compriseat least two AP managedby a
local versionof Uni-Fy gate.

D — The team in Palermo integrates in the HotSpot a
modi�ed AP, with an FPGA basedenhancedMAC
that supportEDCA features.It is still not clear if
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Fig. 12. Timeline of the test-bedanddemonstrationactivities

Uni-Fy gate will be able to integrate and manage
this modi�ed AP.

E — Advanced schedulingthat do not require the en-
hancementof hardware is deployed in Pisa for the
supportof streamingandreal-timeservices.

F — APsenhancedfor themanagementof meshnetworks
developedin RomaII are integratedwithin the Uni-
Wirelesstest-bed.

G — A joint work of the teamsin Roma II and Parma
leadsto a SIP-basedsignalingsystemfor the secure
cross-authenticationof customersbetweenWLAN
and3G systems.

H — Publish/Subscribeservices are made available in
Perugia.

I — AdvancedLocalizationservicesupportis integrated
in the TrentoHotSpot.
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Fig. 11. Exampleof location-awareservicedevelopedat theUniversityof Trento.A locationmapanda context-dependentpoll areshown assampleservices.


