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Fthereal: Accounting su AP Cisco

O La procedura di accounting per gli AP
Cisco registra molte piu informazioni che
non gli AP Avaya:
= Input octects
= Output octects
= Input packets
= Output packets
= Session Time



Fthereal: Accounting su AP Cisco

Richiesta di Accounting (Code = 4): Start

Frame 1 (242 bytes on wre,
Et hernet 11, Src:

I nternet Protocol, Src Addr:
(192. 168. 194. 168)

User Dat agram Protocol,
Radi us Pr ot ocol

Src

Code: Accounting Request
Packet identifier: Ox1 (
Lengt h: 200

Aut henti cat or:
Attribute value pairs

t: Acct Status Type(40)

:User Nanme(1l) I:14,
: Acct Aut henti c(45)

: NAS Port (5)

:NAS identifier(32)
:NAS | P Address(4)
: Vendor

~ ~ ~ ~ ~ ~ ~ ~

00: 00: cd: 03: fe: 7e,

. Acct Session |d(44)

:Calling Station 1d(31)

Speci fic(26)
t:Cisco AV Pair(1)
t: Vendor Specific(26)
t:Cisco AV Pair(1)
t: Vendor Specific(26)
t:Cisco AV Pair(1)
t: Vendor Specific(26)
t:Cisco AV Pair(1)
t: Acct Del ay Tine(41)

242 bytes captured)
Dst: 00:80:5f:41:fb: 95
172.31.194.32 (172.31.194. 32),

Port: 2375 (2375), Dst Port:

(4)
1)

OxE8B22BAA94A8CI9C33513B03547064CA7

|:6, Value: Start(1)
Val ue: "000bcd8d303b"

[:10, Value:" 700001"
| : 6, Val ue: Local (2)

| : 6, Value: 37

| : 14, Val ue:"000bcd8d303b"
| :15, Value:"ClSCO 350 - 2"
| :6, Value:172.31.194. 32
| :17, Vendor: Cisco(9)
| :11, Val ue:"vlan-id=0"
| : 34, Vendor: Cisco(9)
| : 28, Val ue:
| : 27, Vendor:
| : 21, Val ue:
|19, Vendor:
| : 13, Val ue:
| :6, Value:O0

Ci sco(9)

Cisco(9)
"ssi d=WNTEST"

Dst Addr:

"aut h- al go-t ype=open”

192. 168. 194. 168

radacct (1813)

"nas-| ocation=Malga - Atrio"



Fthereal: Accounting su AP Cisco

Richiesta di Accounting (Code = 4): Stop

Frame 3 (193 bytes on wire, 193 bytes captured)
Et hernet 11, Src: 00:00:cd:03:fe:7e, Dst: 00:80:5f:41:fb: 95

Internet Protocol, Src Addr: 172.31.194.32 (172.31.194.32), Dst Addr: 192.168.194. 168
(192. 168. 194. 168)

User Dat agram Protocol, Src Port: 2378 (2378), Dst Port: radacct (1813)
Radi us Pr ot ocol
Code: Accounting Request (4)
Packet identifier: 0x2 (2)
Lengt h: 151
Aut henti cat or: 0x0D7AA97243A5E220748D78B57A306BFE
Attribute value pairs
t: Acct Status Type(40) |:6, Value: Stop(2)
:User Nane(1l) |:14, Val ue:"000bcd8d303b"
: Acct Session 1d(44) 1:10, Vvalue:"™ 700001"
- Acct Authentic(45) |:6, Value:Local (2)
:Acct I nput Octets(42) |:6, Val ue: 2406852
:Acct Qutput Cctets(43) |:6, Value: 100908
:Acct | nput Packets(47) |:6, Value: 2495
:Acct I nput G gawords(52) I:6, Value:O
:Acct Qutput G gawords(53) |:6, Value:0
: Acct Qutput Packets(48) |:6, Value:521
: Acct Session Tinme(46) 1:6, Value: 125
:NAS Port(5) |:6, Value: 37
:Calling Station 1d(31) |:14, Val ue:"000bcd8d303b"
NAS identifier(32) |:15, Value:"Cl SCO 350 - 2"
:NAS | P Address(4) |:6, Value:172.31.194. 32
:Acct Term nate Cause(49) |:6, Value:Lost Carrier(2)
:Acct Delay Tinme(41) |1:6, Value:2

~ ~ ~ ~ ~ ~+ ~ ~ ~+ ~+ ~ ~+ ~ ~+ ~
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302.11F

o0 L'idea e quella di definire una
raccomandazione “pratica” per
I'implementazione di un Inter-Access Point
Protocol (IAPP) su un Distribution System
(DS) su wireless LAN (WLAN)

o Non e ancora realmente utilizzato
O Scaricabile all'indirizzo:



302.11F

0 Una ESS € un insieme di BSS che formano
una singola LAN, permettendo ad una
stazione di muoversi trasparentemente da
una BSS ad un’altra attraverso I'ESS

o L'inizializzazione del primo AP stabilisce |la
formazione di una ESS. I successivi AP
interconnessi da un DS comune e che
utilizzano lo stesso SSID, estendono la
ESS creata da primo



302.11F

o0 IAPP e definito in modo da fornire un
meccanismo sicuro per I'handoff delle

informazioni sulle stazioni tra AP della
stessa ESS

o IAPP puo usare un server RADIUS per
definire gli AP membri di una ESS



302.11F

o0 Definisce tutta una serie di primitive per
gestire I'ESS. Ad esempio:

= IAPP-MOVE.indication: questa primitiva e
utilizzata per indicare che una stazione si e
riassociata con un altro AP.

= IAPP-MOVE.response: questa primitiva e
utilizzata per inviare ogni informazione
rilevante residente nell’AP ad un’altro AP
quando una stazione si e riassociata con
questo secondo AP.



302.11F: AP Avaya

0 Ad esempio gli AP3 Avaya trasmettono in
multicast le informazioni seguenti:

Frame 8706 (87 bytes on wire, 87 bytes captured)
Et hernet 11, Src: 00:02:2d:48:4d: 47, Dst: 01:00:5e:00: 01: 4c

| nternet Protocol, Src Addr: 172.31.194.21 (172.31.194.21),
Dst Addr: 224.0.1.76 (224.0.1.76)

User Datagram Protocol, Src Port: 2313 (2313), Dst Port: 2313
(2313)

| nt er - Access- Poi nt Protocol

Version: 1

Type: Announce Request (0)

Protocol data units
BSSI (1) Val ue: 00:02:2d: 8a:44:fe
Capabilities(4) Value: bf (VEP)
PHY Type(16) Val ue: DSSS
Regul atory Domai n(17) Val ue: ETSI (Europe)
Regul at ory Domai n(17) Val ue: Spain
Radi o Channel (18) Val ue: 7
Beacon Interval (19) Value: 100 Kus
Net wor k Nanme(0) Val ue: "W LMA\ 000"



302.11F: AP Avaya

0 Ad esempio gli AP3 Avaya trasmettono in
multicast le informazioni seguenti:

Frame 607 (83 bytes on wre, 83 bytes captured)
Et hernet 11, Src: 00:02:2d:47:4a:c5, Dst: 01:00:5e:00:01: 4c

| nternet Protocol, Src Addr: 172.31.194.25 (172.31.194.25),
Dst Addr: 224.0.1.76 (224.0.1.76)

User Datagram Protocol, Src Port: 2313 (2313), Dst Port: 2313
(2313)

| nt er - Access- Poi nt Protocol

Version: 1

Type: Announce Request (0)

Protocol data units
BSSI X 1) Val ue: 00: 20: a6: 50: da: ca
Capabilities(4) Value: 66 (Forwardi ng\WEP)
PHY Type(16) Val ue: Unknown
Regul atory Domai n(17) Val ue: ETSI (Europe)
Radi o Channel (18) Val ue: 13
Beacon Interval (19) Value: 100 Kus
Net wor k Nanme(0) Val ue: "W LMA\ 000"



802.11F: AP Avaya

0 Ad esempio gli AP3 Avaya trasmettono in
multicast le informazioni seguenti:

Frame 141 (108 bytes on wire, 108 bytes captured)
Ethernet |1, Src: 00:02:2d:72:0b: 12, Dst: 01:00:5e: 00: 01: 4c

I nternet Protocol, Src Addr: 172.31.194.17 (172.31.194.17), Dst Addr:
224.0.1.76 (224.0.1.76)

User Datagram Protocol, Src Port: 2313 (2313), Dst Port: 2313 (2313)
| nt er - Access- Poi nt Protocol
Version: 1
Type: Announce Response(1l)
Protocol data units
BSSI D(1) Val ue: 00:02: 2d: 8a: 44: d3
Capabilities(4) Value: bf (VEP)
PHY Type(16) Val ue: DSSS
Announce I nterval (5) Value: 120 seconds
Handover Ti neout (6) Val ue: 512 Kus
ELSA Aut hentication Info(129) Val ue:
Regul atory Domai n(17) Val ue: ETSI (Europe)
Regul atory Domai n(17) Val ue: Spain
Radi o Channel (18) Value: 1
Beacon Interval (19) Value: 100 Kus
Net wor kK Name(0) Val ue: "W LMA\ 000"



802.11F: AP Avaya

0 Ad esempio gli AP3 Avaya trasmettono in
multicast le informazioni seguenti:

Franme 8746 (105 bytes on wire, 105 bytes captured)
Ethernet 11, Src: 00:02:2d:47:4a:c5, Dst: 01:00:5e: 00: 01: 4c

I nternet Protocol, Src Addr: 172.31.194.25 (172.31.194.25), Dst Addr:
224.0.1.76 (224.0.1.76)

User Datagram Protocol, Src Port: 2313 (2313), Dst Port: 2313 (2313)
| nt er - Access- Poi nt Protocol
Version: 1
Type: Announce Response(1l)
Protocol data units
BSSI D(1) Val ue: 00:20: a6: 50: da: ca
Capabilities(4) Value: 66 (Forwardi ng\EP)
PHY Type(16) Val ue: Unknown
Announce I nterval (5) Value: 120 seconds
Handover Ti neout (6) Val ue: 512 Kus
ELSA Aut hentication Info(129) Val ue:
Regul atory Domai n(17) Val ue: ETSI (Europe)
Radi o Channel (18) Val ue: 13
Beacon I nterval (19) Value: 100 Kus
Net wor k Nanme(0) Val ue: "W LMA\ 000"



S802.11F: AP DLink

0 Ad esempio gli AP1000+ DLink
trasmettono in broadcast le
informazioni seguenti:

Frame 86 (89 bytes on wire, 89 bytes captured)
Ethernet |1, Src: 00:80:c8:b8:40:77, Dst: ff:ff.ff.ff:ff.ff

I nternet Protocol, Src Addr: 172.31.194.41 (172.31.194.41), Dst Addr:
255. 255, 255. 255 (255. 255. 255. 255)

User Datagram Protocol, Src Port: 2313 (2313), Dst Port: 2313 (2313)
| nt er - Access- Poi nt Protocol
Version: O
Type: Announce Request (0)
Protocol data units
Net wor k Name(0) Val ue: "FAUSTO'
BSSI D(1) Val ue: 00:80:c8:b8:40:77
Capabilities(4) Value: 40 (Forwarding)
Announce I nterval (5) Value: 12294 seconds
Handover Ti neout (6) Value: 1799 Kus
Message I D(7) Value: 100
Unknown PDU Type(124) Val ue:
Unknown PDU Type(125) Val ue:



Modalita Promiscua e
Modalita Monitor



Modalita Promiscua

0 In generale per effettuare sniffing su un
dispositivo di rete e necessario che sia
impostato per operare in modalita
promiscua, ovvero che venga disattivato il
filtro sulle trame in ingresso basato
sull'indirizzo MAC nel campo di
destinazione

o Nella maggior parte dei casi il controllo
non e hardcoded e quindi puo essere
disattivato agendo sul driver



Modalita Monitor

O Per le schede wireless 802.11 compatibili,
oltre alla modalita promiscua, esiste una
seconda modalita detta monitor mode

0 Questa modalita consente di effettuare
sniffing in modo completamente passivo:
si puo vedere tutto quello che circola sul
canale wireless senza doversi associare
alla WLAN

O La possibilita di far girare una scheda in
modalita monitor e strettamente legata al
driver



Modalita Monitor

0 Un elenco di schede con relativo driver per
linux che supportano il monitor mode puo
essere scaricato all'indirizzo:



Kismet



Kismet

o Kismet e un packet sniffer per 802.11 che
gira sotto linux

o Consente di analizzare il layer 2
0 Puo essere scaricato all'indirizzo:

o Per funzionare richiede di utilizzare delle
schede wireless che supportano la
modalita detta di raw monitoring



Kismet

0 Kismet identifica le reti wireless presenti
acquisendo in maniera passiva pacchetti:
= Scopre standard networks
= Deduce |la presenza di networks che non si

annunciano via beacon dal traffico dati

o Alcune applicazioni “tipiche”:

m Wardriving: mappatura via GPS di reti wireless
presenti sul territorio (SSID, WEP, ...)

m Site survey: mappatura dei livelli di segnale
= Alerts and Intrusion Detection



Kismet

0 In generale si devono installare driver
particolari, quali wlan-ng:

O La procedura di installazione non € molto
semplice e richiede una certa cautela ed
esperienza.

o Anche l'interfaccia € molto spartana

o Kismet produce dei dump files che poi
possono essere interpretati da ethereal



root@ localhost:’home/wilma/kismet-logs
Eile Edit View Terminal Go Help
Network List—(Autofit)
Name T W Ch Packts Flags IP Range

! My Wireless Network A A N 006 337 A 0.0.0.0
<no ssid> AN — i 192.168.213.24

Welcome to Kismet
Kismet-Client Feb.04.01 build 20040209222723

Welcome to the Kismet panels frontend.
Context help is a le for all displays, press 'H' at any time
for more information.

This message can be turned off by editing the kismet_ui.conf file.

Press <Space> to continue.

Status

Found IP 192.168.213.171 for My Wi

Found IP 192. 94.36 for My

Found IP 192.168.194.37 for My Wi .
Found IP 193.205 .210 for My Wireless Network A::00:01:02:
Battery: AC 100% OhOmOs
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Frame 802.11

o Il monitor mode (con Ethereal o Kismet) ci
consente di analizzare i frame di una
comunicazione 802.11

0 802.11 definisce vari tipi di frame che le
stazioni (NIC e AP) usano per comunicare
fra loro, cosi come per gestire e
controllare il link wireless.



Frame 802.11

o Ciascun frame ha un campo di controllo
che definisce la versione del protocollo
802.11, il tipo di frame, e vari indicatori,
quali se il WEP e attivo, se il power
management e attivo, ...

o Ogni frame contiene i MAC addresses delle
stazioni sorgenti e destinazioni, un
numero di frame, il corpo del frame e un
frame check (per il controllo degli errori).




Frame 802.11

O Frame format:

Bytes:

2 2 6 6 6 2 6 0-2312 4
Frame Durationj . , .2 |, . Sequence] | oy Frame T
Control - Addr 1 JAddr2 ‘Aﬂdl 3 letlﬁlelA[l(ll 4 Body ‘ CRC ‘

= =
802.11 MAC Header

o Il Frame Control Field e:

Bits: 2 2 4 1 1 1 1 1 1 1 1
Protocal Tv SubT To From More Ret Pwr More weP | Revd
Version L el Ds | DS Frag ink Mgt Data e

Frame Control Field



Frame 302.11: Management

O Frame Management

Type Value | Type Description | Subtype Value | Subtype Description
00 Management 0000 Association Request
00 Management 0001 Association Response
00 Management 0010 Ressociation Request
00 Management 0011 Reassociation Response
00 Management 0100 Probe Request

00 Management 0101 Probe Response

00 Management 0110-0111 Reserved

00 Management 1000 Beacon

00 Management 1001 ATIM

00 Management 1010 Disassociation

00 Management 1011 Authentication

00 Management 1100 Deauthentication

00 Management 1110-1111 Reserved




Frame 802.11: Control

O Frame Control

Type Value | Type Description | Subtype Value | Subtype Description
01 Control 0000-1001 Reserved

01 Control 1010 PS-Poll

01 Control 1011 RTS

01 Control 1100 CTS

01 Control 1101 ACK

01 Control 1101 CF End

01 Control 1111 CF End + CF-ACK




Frame 802.11: Data

0 Frame Data

Type Value | Type Description | Subtype Value Subtype Description

10 Data 0000 Data

10 Data 0001 Data + CF-Ack

10 Data 0010 Data + CF-Poll

10 Data 0011 Data + CF-ACK + CF-Poll
10 Data 0100 Null Function (no data)

10 Data 0101 CF-Ack (no data)

10 Data 0110 CF-Poll (no data)

10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000-1111 Reserved




Frame 302.11: Management

0o Management Frames: consentono di
stabilire e mantenere le comunicazioni. Ad
esempio:
= Authentication frame: |la NIC comincia il

processo di autenticazione mandando all’AP
un frame di autenticazione contenente la
propria identita
Open system: la NIC manda unicamente un
authentication frame, e I’AP risponde con un

authentication frame indicando |'accettazione o
meno.

Shared key: la NIC manda inizialmente un frame di
authentication frame, e |” AP risponde con un
authentication frame contenente una challenge. La
NIC deve mandare indietro una versione crittata della
challenge (utilizzando la chiave WEP) in un
authentication frame.



Frame 302.11: Management

= Deauthentication frame

= Association request frame: Permette all’AP
di allocare risorse per una NIC.
Una NIC comincia il processo di associazione
mandando una association request ad un AP.
Questo frame porta informazioni sulla NIC (ad
esempio le data rates supportate) e la SSID
della rete a cui si vuole associare.

= Association response frame: Un AP invia un
association response frame contenente una
notifica di accettazione o respinta alla richiesta
di associazione della NIC. Se I'AP accetta la
NIC, il frame include informazioni quali
|'association ID e le data rates supportate.



Frame 302.11: Management

= Beacon frame: L'AP manda periodicamente
un beacon frame per annunciare la sua
presenza e inviare informazioni, quali
timestamp, SSID, e altri parametri riguardanti
I’AP

= Probe request frame: Una stazione manda
un probe request frame quando ha bisogno di
ottenere informazioni da un’altra stazione.

= Probe response frame: Una stazione
rispondera con un probe response frame,
contenente informazioni quali le velocita
supportate, in seguito alla ricezione di un
probe request frame.



Frame 802.11: Control

0 Control Frames: utilizzati nella consegna
dei data frames fra le stazioni. Ad
esempio:
= Request to Send (RTS) frame
= Clear to Send (CTS) frame

= Acknowledgement (ACK) frame: dopo la
ricezione di un data frame, la stazione
ricevente utilizzera un processo di error
checking ed inviera un ACK frame alla stazione
trasmittente se non ci sono errori. Se la
stazione trasmittente non riceve un ACK dopo
un certo tempo ritrasmettera il frame.



Frame 802.11: Data

0 Data Frames: il data frame trasporta |
pacchetti dai livelli piu alti, come pagine
web, informazioni di controllo per le
stampanti, ..., all'interno del corpo del

frame



Frame 802.11: Frame Control Field

0O ToDS:

= questo bit e a 1 quando il frame e diretto all’AP
per il forwarding al DS

= Il bit € a 0 in tutti gli altri casi
o FromDS:

= questo bit € a 1 quando il frame e ricevuto dal
DS

= Il bit € a 0 in tutti gli altri casi



Frame 802.11: Frame Control Field

O More Fragments:

= questo bit € a 1 quando ci sono piu frammenti
appartenenti allo stesso frame che seguono il frame
attuale

O Retry:

= questo bit indica che questo frame e la ritrasmissione di
un frame precedentemente trasmesso. Utilizzato dalla
stazione ricevente per rendersi conto di ritrasmissioni
dovute alla perdita di ACK

0 Power Management:

= questo bit indica quale sara il Power Management mode
della stazione dopo la trasmissione di questo frame



Frame 802.11: Frame Control Field

o0 More Data:

= questo bit e utilizzato sia per il Power
Management come dall’AP che ci sono ancora
frame per questa stazione nel buffer. La
stazione puo decidere di usare l'informazione
per continuare il polling o passare in Active
mode.

0 WEP:

= Questo bit indica che il frame body e crittato
con WEP

0O Order:

= Questo bit indica che il frame e inviato
utilizzando Strictly-Ordered service class



Frame 802.11: Frame Control Field

o Duration/ID:

= Questo campo a due significati a seconda del
tipo di frame:
In un messaggio Power-Save Poll corrisponde alla
Station ID

In tutti gli altri frames questa e la durata utilizzata
per il calcolo della NAV

0 Sequence Control:

= Questo campo e usato per rappresentare
I'ordine di diversi frammenti appartenenti allo
stesso frame e per riconoscere pacchetti
duplicati.
Consiste di due sottocampi: Fragment Number
e Sequence Number.



Frame 802.11: Frame Control Field

0 Address Fields:

= Un frame puo contenere fino a 4 indirizzi in base al
valore di ToDS e FromDS bits:

Address-1 e sempre l'indirizzo del destinatario.
Se ToDS e a 1 allora e l'indirizzo dell’AP, altrimenti &
I'indirizzo della stazione finale

Address-2 e sempre l'indirizzo del trasmittente.
Se FromDS e a 1 allora e l'indirizzo dell’AP, altrimenti &
I'indirizzo della stazione finale

Address-3 di solito e I'indirizzo della AP.
Se FromDS e 1 Address-3 ¢ l'indirizzo sorgente originale,
Se ToDS e 1 allora Address 3 e l'indirizzo desatinazione.

Address-4 e usato in casi speciali quando e usato un
Wireless Distribution Systemed il frame e trasmesso da un
AP ad un’altro



Frame 802.11 : MAC Header

0 Address Fields, riassumendo:

To DS | From DS | Address 1 | Address 2 | Address 3 | Address 4
0 0 DA SA BSSID N/A

0 1 DA BSSID SA N/A

1 0 BSSID SA DA N/A

1 1 RA TA DA SA




Frame 802.11: Frame Format

o CRC: e un campo di 32-bit per il controllo
degli errori, Cyclic Redundancy Check
(CRC)



L
Beacon e Probe Frame



Beacon Frame — Parte 1

Frame 1 (98 bytes on wire, 98 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.202927000
Time delta from previ ous packet: 0.000000000 seconds
Time since reference or first frame: 0.000000000 seconds
Frame Nunber: 1
Packet Length: 98 bytes
Capture Length: 98 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Beacon frane (8)
Frame Control: 0x0080 (Normal)
Version: O
Type: Managenent frane (0)
Subtype: 8
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

.0..
A O
.0

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. = PWR MGT: STA wll stay up

.. 0. = More Data: No data buffered

.0.. = WP flag: WEP is disabled

0... = Order flag: Not strictly ordered
Duration: O

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)
Sour ce address: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
Fragment nunber: O

Sequence nunber: 1394



Beacon Frame — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane

Fi xed paraneters (12 bytes)

Ti mest anp: 0x0000000007AC11AC
Beacon Interval: 0.102400 [ Seconds]

Capability Information
R
.. 0.
e e 00. .
at AP (0x0000)

00 s
Tagged paraneters (62 bytes)

0x0021

ESS capabilities: Transmtter is an AP
I BSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator

Privacy: AP/ STA cannot support WEP

Short Preanbl e: Short preanble all owed
PBCC:. PBCC nodul ati on not al | owed

Channel Agility: Channel agility not in use
Short Slot Tinme: Short slot time not in use
DSSS- OFDM  DSSS- OFDM nodul ati on not al | owed

Tag Nunber: O (SSID paraneter set)

Tag length: 5

Tag interpretation: WLMNA

Tag Nunber: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Miit/sec]



Beacon Frame — Parte 3

Tag Nunber: 3 (DS Paraneter set)

Tag length: 1

Tag interpretation: Current Channel: 13

Tag Nunber: 5 ((TIM Traffic Indication Map)

TIMIlength: 4

DTIM count: 1

DTI M period: 2

Bitmap Control: O0x00 (ntast:0, bitmap offset 0)

Tag Nunber: 7 (Country | nformation)

Tag length: 6

Tag interpretation: Country Code: EU, Unknown (0x00) Environnent, Start
Channel : 1, Channels: 13, Max TX Power: 50 dBm

Tag Nunber: 133 (Ci sco Unknown 1 + Device Nane)

Tag | ength: 30

Tag interpretation: Unknown + Nanme: Ci sco 350 - VWM



Probe Request — Parte 1

Frame 2 (37 bytes on wire, 37 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.272964000
Time delta from previ ous packet: 0.070037000 seconds
Time since reference or first frame: 0.070037000 seconds
Frame Nunber: 2
Packet Length: 37 bytes
Capture Length: 37 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subtype: Probe Request (4)
Frame Control: 0x0040 (Normal)
Version: O
Type: Managenent frane (0)
Subtype: 4
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

.0..
A O
.0

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. = PWR MGT: STA wll stay up

.. 0. = More Data: No data buffered

.0.. = WP flag: WEP is disabled

0... = Order flag: Not strictly ordered
Duration: O

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)
Sour ce address: 00:0Ob: cd: 8d: 30:3b (172.31.194. 10)
BSS I1d: ff:ff:ff:ff.ff:ff (Broadcast)

Fragment nunber: O

Sequence nunber: 2



Probe Request — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane
Tagged paraneters (13 bytes)

Tag
Tag
Tag
Tag
Tag
Tag

Nunber: O (SSID paraneter set)
length: 5

interpretation: WLMA

Nunber: 1 (Supported Rates)

l ength: 4

interpretation: Supported rates:

1.0 2.0 5.5 11.0 [ Moi t/sec]



Probe Response — Parte 1

Frame 4 (84 bytes on wire, 84 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.281343000
Time delta from previ ous packet: 0.001169000 seconds
Time since reference or first frame: 0.078416000 seconds
Frame Nunber: 4
Packet Length: 84 bytes
Capture Length: 84 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Probe Response (5)
Frame Control: 0x0050 (Normal)
Version: O
Type: Managenent frane (0)
Subtype: 5
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

.0..
A O
.0

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. PWR MGT: STA will stay up
.. 0. More Data: No data buffered
.0.. VEP flag: WEP is disabled

0... ....
Duration: 314
Desti nation address: 00:0b:cd: 8d: 30: 3b (172. 31.194. 10)
Sour ce address: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)

Fragment nunber: O
Sequence nunber: 1397

Order flag: Not strictly ordered



Probe Response — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane
Fi xed paraneters (12 bytes)

Ti mest anp: 0x0000000007AD44C3

Beacon Interval: 0.102400 [ Seconds]

Capability Information: 0x0021

cev+ vuuv vunv. ...1 = ESS capabilities: Transmtter is an AP

.. 0. I BSS status: Transmitter belongs to a BSS
00. . CFP participation capabilities: No point coordinator

at AP (0x0000)
Cee e Privacy: AP/ STA cannot support WEP

Short Preanbl e: Short preanble all owed

PBCC. PBCC nodul ati on not al |l owed

Channel Agility: Channel agility not in use

Short Slot Tinme: Short slot time not in use

DSSS- OFDM  DSSS- OFDM nodul at i on not al | owed

.0..

o
1 T | I | I 0

T
Tagged paraneters (48 bytes)
Tag Nunber: O (SSID paraneter set)
Tag length: 5
Tag interpretation: WLMA
Tag Nunber: 1 (Supported Rates)
Tag length: 4
Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Miit/sec]
Tag Nunber: 3 (DS Paraneter set)
Tag length: 1
Tag interpretation: Current Channel: 13
Tag Nunber: 133 (Cisco Unknown 1 + Devi ce Nane)
Tag | ength: 30
Tag interpretation: Unknown + Nanme: Ci sco 350 - VWM



I 0909090909090
Authentication



Authentication Request — Parte 1

Frame 10 (30 bytes on wire, 30 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.510590000
Time delta from previous packet: 0.000479000 seconds
Time since reference or first frame: 0.307663000 seconds
Frame Nunber: 10
Packet Length: 30 bytes
Capture Length: 30 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Aut hentication (11)
Frame Control: 0Ox00BO (Normal)
Version: O
Type: Managenent franme (0)
Subtype: 11
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

. 0..
A (A
.0 L.

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. PWR MGT: STA will stay up
.. 0. More Data: No data buffered
. 0.. WP flag: VEP is disabled

0... ....
Dur ation: 258
Desti nati on address: 00:40:96: 5e: 0d: 64 (Ai ronet W5e: 0d: 64)
Sour ce address: 00:0Ob: cd: 8d: 30:3b (172.31.194. 10)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
Fragment nunber: O
Sequence nunber: 13

Order flag: Not strictly ordered



Authentication Request — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane
Fi xed paraneters (6 bytes)
Aut hentication Algorithm Open System (0)
Aut henticati on SEQ 0x0001
St at us code: Successful (0x0000)



Authentication Replay — Parte 1

Frame 11 (30 bytes on wire, 30 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.513426000
Time delta from previ ous packet: 0.002836000 seconds

Time since reference or first frame: 0.310499000 seconds
Frame Nunber: 11
Packet Length: 30 bytes
Capture Length: 30 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Aut hentication (11)
Frame Control: 0x00BO (Normal)
Version: O
Type: Managenent frame (0)
Subt ype: 11
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

. 0.. VEP flag: VWEP is disabled

Order flag: Not strictly ordered

.0.. = More Fragnents: This is the |last fragnent
... 0... = Retry: Frane is not being retransmtted
...0 ..., = PWR MGT: STAw Il stay up
. 0. = More Data: No data buffered

0... ....
Duration: 258
Desti nation address: 00:0b:cd: 8d: 30: 3b (172. 31.194. 10)
Sour ce address: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W 5e: 0d: 64)

Fragment nunber: O
Sequence nunber: 1403



Authentication Replay — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane
Fi xed paraneters (6 bytes)
Aut hentication Algorithm Open System (0)
Aut henticati on SEQ 0x0002
St at us code: Successful (0x0000)



I 090909090000 s
Association



Association Request — Parte 1

Frame 12 (41 bytes on wire, 41 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.514662000
Time delta from previ ous packet: 0.001236000 seconds
Time since reference or first frame: 0.311735000 seconds
Frame Nunber: 12
Packet Length: 41 bytes
Capture Length: 41 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Associ ati on Request (0)
Frame Control: 0x0000 (Normal)
Version: O
Type: Managenent frane (0)
Subtype: O
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

.0..
A O
.0

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. PWR MGT: STA will stay up
.. 0. More Data: No data buffered
.0.. VEP flag: WEP is disabled

0... ....
Dur ation: 258
Desti nati on address: 00:40:96: 5e: 0d: 64 (Ai ronet W5e: 0d: 64)
Sour ce address: 00:0Ob: cd: 8d: 30:3b (172.31.194. 10)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
Fragment nunber: O
Sequence nunber: 14

Order flag: Not strictly ordered



Assoclation Request — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane

Fi xed paraneters (4 bytes)
Capability Information
R}
.. 0.
e 00. .
at AP (0x0000)

00
Li sten Interval : 0x0001

Tagged paraneters (13 bytes)

0x0001

ESS capabilities: Transmtter is an AP
I BSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator

Privacy: AP/ STA cannot support WEP

Short Preanbl e: Short preanble not all owed
PBCC. PBCC nodul ati on not all owed

Channel Agility: Channel agility not in use
Short Slot Time: Short slot time not in use
DSSS- OFDM  DSSS- OFDM nodul ati on not al | owed

Tag Nunber: O (SSID paraneter set)

Tag length: 5

Tag interpretation: WLMA

Tag Nunber: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0 [ Moit/sec]



Association Response — Parte 1

Frame 13 (36 bytes on wire, 36 bytes captured)
Arrival Tinme: Apr 7, 2005 23:30:17.517303000
Time delta from previous packet: 0.002641000 seconds
Time since reference or first frame: 0.314376000 seconds
Frame Nunber: 13
Packet Length: 36 bytes
Capture Length: 36 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Associ ati on Response (1)
Frame Control: 0x0010 (Normal)
Version: O
Type: Managenent franme (0)
Subtype: 1
Fl ags: 0xO0

DS status: Not |eaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

. 0..
A (A
.0 L.

More Fragnments: This is the last fragnment
Retry: Franme is not being retransmtted

.. PWR MGT: STA will stay up
.. 0. More Data: No data buffered
. 0.. WP flag: VEP is disabled

0... ....
Duration: 213
Desti nation address: 00:0b:cd: 8d: 30: 3b (172. 31.194. 10)
Sour ce address: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)
BSS 1d: 00:40: 96: 5e: 0d: 64 (Aironet W5e: 0d: 64)

Fragment nunber: O
Sequence nunber: 1404

Order flag: Not strictly ordered



Association Response — Parte 2

| EEE 802. 11 wirel ess LAN managenent frane

Fi xed paraneters (6 bytes)
Capability Information
R}
.. 0.
e 00. .
at AP (0x0000)

. 0.

0x0001

ESS capabilities: Transmtter is an AP
I BSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator

Privacy: AP/ STA cannot support WEP

Short Preanbl e: Short preanble not all owed
PBCC. PBCC nodul ati on not all owed

Channel Agility: Channel agility not in use
Short Slot Time: Short slot time not in use
DSSS- OFDM  DSSS- OFDM nodul ati on not al | owed

St atus code: Successful (0x0000)

Associ ation I D: 0x001d
Tagged paraneters (6 bytes)

Tag Nunber: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Miit/sec]



I 0909090909000
Data Frames



Data Frame (ARP) — Parte 1

Frame 693 (78 bytes on wire, 78 bytes captured)
Arrival Tinme: May 12, 2004 19:48:17.767774000
Time delta from previous packet: 0.006368000 seconds
Time since reference or first frame: 32.158984000 seconds
Frame Nunber: 693
Packet Length: 78 bytes
Capture Length: 78 bytes
| EEE 802. 11
Type/ Subtype: Data (32)
Frame Control: 0x0208 (Normal)
Version: O
Type: Data franme (2)
Subtype: O
Fl ags: O0x2
DS status: Frame is exiting DS (To DS: 0 FromDS: 1) (0x02)

.0.. = More Fragnents: This is the |last fragnent
... 0... = Retry: Frame is not being retransm tted
..0 ..., = PWR MGT: STAw Il stay up
.. 0. = More Data: No data buffered
. 0.. = WEP flag: WEP is disabled
0... = Order flag: Not strictly ordered
Duration: O

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)
BSS 1d: 00:20:a6:50:da:cl (Proxi m50:da:cl)
Sour ce address: 00:00:cd:03:fe: 7e (193.205.213.1)
Fragment nunber: O
Sequence nunber: 4002

Logi cal - Li nk Contr ol



Data Frame (ARP) — Parte 2

Addr ess Resol ution Protocol (request)
Har dware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Har dware size: 6
Prot ocol size: 4
Opcode: reguest (0x0001)
Sender MAC address: 00:00:cd: 03:fe: 7e (193.205.213.1)
Sender | P address: 193.205.213.1 (193.205.213.1)
Target MAC address: ff:ff:ff.ff:ff:ff (Broadcast)
Target | P address: 193.205.213.177 (193. 205. 213. 177)



Data Frame (Http) — Parte 1

Frame 1830 (510 bytes on wire, 510 bytes captured)
Arrival Tinme: May 12, 2004 19:49:14. 356290000
Time delta from previous packet: 0.001401000 seconds
Time since reference or first frame: 88.747500000 seconds
Frame Nunber: 1830
Packet Length: 510 bytes
Capture Length: 510 bytes
| EEE 802. 11
Type/ Subtype: Data (32)
Frame Control: 0x0108 (Normal)
Version: O
Type: Data franme (2)
Subtype: O
Fl ags: Ox1
DS status: Frame is entering DS (To DS: 1 From DS: 0) (0x01)

.0.. = More Fragnents: This is the |last fragnent
... 0... = Retry: Frame is not being retransm tted
..0 ..., = PWR MGT: STAw Il stay up
.. 0. = More Data: No data buffered
. 0.. = WEP flag: WEP is disabled
0 = Order flag: Not strictly ordered

Dur ation: 258
BSS 1d: 00:20: a6:50:da:cl (Proxi m50:da:cl)
Sour ce address: 00: Ob: cd: 8d: 30: 3b ( ConpagHp_8d: 30: 3b)
Destination address: 00:00:cd: 03:fe: 7e (193. 205. 213.1)
Fragment nunber: O
Sequence nunber: 2078

Logi cal - Li nk Contr ol



Data Frame (Http) — Parte 2

Internet Protocol, Src Addr: 192.168.213.24 (192.168.213.24), Dst Addr: 193.205.213. 166
(193. 205. 213. 166)

Transm ssion Control Protocol, Src Port: 3346 (3346), Dst Port: 3128 (3128), Seq: 1,
Ack: 1, Len: 438

Hypertext Transfer Protocol
GET http://ww. google.it/ HITP/1.0\r\n
Request Met hod: CGET
Accept: inmage/gif, image/x-xbitmap, imge/jpeg, imge/pjpeg, application/vnd. nms-
?FggL, gyg{isgtion/vnd.ns-pomerpoint, application/ msword, application/x-shockwave-

Accept - Language: en-gb\r\n
Cooki e:
PREF=I D=3e55d6d171bel04c: LD=it: TM=1070627809: LM=1070627809: S=PTw_56YW i EGIM_L\ r\ n

User-Agent: Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1)\r\n
Host: www. google.it\r\n

Proxy- Connection: Keep-Alive\r\n

\r\n



I
Acknowledgment



Data Frame: ACK

O Tutto i frame di traffico unicast devono
ricevere un frame di ACK

0 Un data frame utilizzera il NAV per
riservare il canale per il frame di dati, il
suo ACK e il SIFS (Short Inter Frame
Space)

o In questo modo il sender garantisce al

ricevente del frame la possibilita di inviare
I’ACK



Data Frame: HTTP - 1

Frane 1 (286 bytes on wre, 286 bytes
capt ur ed)

Arrival Tinme: Apr 8, 2005
10: 04: 58. 768578000

Tine delta from previ ous packet:
0. 000000000 seconds

Tine since reference or first
frane: 0.000000000 seconds

Frame Nunber: 1

Packet Length: 286 bytes
Capture Length: 286 bytes
Protocols in frane:



Data Frame: HTTP - 2

Fragment nunber: O
Sequence nunber: 2505
Logi cal - Li nk Contr ol

Internet Protocol, Src Addr: 172.31.194.10 (172.31.194.10), Dst Addr: 193.205.213.166
(193. 205. 213. 166)

Transm ssion Control Protocol, Src Port: 3072 (3072), Dst Port: 3128 (3128), Seq: O,
Ack: 0, Len: 214

Source port: 3072 (3072)
Destination port: 3128 (3128)

Sequence nunber: O (rel ative sequence nunber)
Next sequence nunber: 214 (relative sequence nunber)
Acknow edgenent nunber: O (rel ative ack nunber)

Header |ength: 20 bytes
Fl ags: 0x0018 (PSH, ACK)
W ndow si ze: 17047
Checksum Oxf08e (correct)
Hypertext Transfer Protocol
CGET http://www. unitn.it/scienze/ HITP/1.0\r\n
Accept: */*\r\n
Accept - Language: en-gb\r\n
Pragma: no-cache\r\n
User-Agent: Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1)\r\n
Host: www. unitn.it\r\n
Proxy- Connection: Keep-Alive\r\n
\r\n



ACK Frame

Frame 2 (10 bytes on wire, 10 bytes captured)
Arrival Tinme: Apr 8, 2005 10: 04: 58. 768639000
Time delta from previ ous packet: 0.000061000 seconds
Time since reference or first frame: 0.000061000 seconds
Frame Nunber: 2
Packet Length: 10 bytes
Capture Length: 10 bytes
Protocols in frame: w an
| EEE 802. 11
Type/ Subt ype: Acknow edgenent (29)
Frame Control: 0x00D4 ( Normal)
Version: O
Type: Control frame (1)
Subt ype: 13
Fl ags: O0xO

DS status: Not |leaving DS or network is operating in AD-HOC node (To DS: O
From DS: 0) (0x00)

.0.. = More Fragnents: This is the |last fragnent
... 0... = Retry: Franme is not being retransnitted
...0 ..., = PWR MGT: STAw Il stay up
..0. .... = More Data: No data buffered
.0.. .... = WP flag: WEP is disabled
0... .... = Oder flag: Not strictly ordered

Duration: O
Recei ver address: 00:0b: cd: 8d: 30: 3b ( ConpaqgHp_8d: 30: 3b)



