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Figure 143—European channel selection—non-overlapping
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Figure 144 —European channel selection—overlapping
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Vendor | D: National Sen conductor
Running SDRAM test........ K (100b)

Device | D: DP83815 (0020)
SDRAM Si ze: 16 Moyte

CPU id: 4401al104 =========
Vendor | D: Texas Instrunments (104c)

CPU Frequency: 228.1 Mz Device ID: PCl 1225 (aclc)
Checking tiners.... K SLOT: 3
FLASH Manufacturer: Intel (89) EMPTY

FLASH Devi ce: E28F320J3A(16)

FLASH Si ze: 8 Moyte (32 bl ocks of 256
kbyt e each)

Executi ng Oigi nal BSP/ Boot Loader.

Scanni ng PCl - Bus. ..

SYSTEM SLOT

Vendor ID: Intel Corporation (1011)
Device I D 21285 (1065)

Version 2.0.10

Loadi ng i nage... 2641768 + 276792 +
2441816

[Avaya Wrel ess AP-3]> Pl ease enter
passwor d:
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[ Avaya Wrel ess AP-3]> set i paddrtype static
[ Avaya Wrel ess AP-3]> set ipaddr 192.168.91.123
[ Avaya Wreless AP-3]> set ipgw 192.168.91.1

[ Avaya Wrel ess AP-3]> show network
| P/ Net wor k Group Par aneters

| P Addr ess : 192.168.91. 123
Subnet Mask : 255.0.0.0

Def aul t Rout er : 192.168.91.1
Default TTL : 64

Address Type ; static



System Status - Microsoft Internet Explorer

Avaya Wireless AP-3 v2.0.0(266) SN-

System Status
Y u 03UT05560066 v2.0.10

IP Address 192 168.97.123 Contact Name Contact Name

System Name Avaya Wireless AP-3  Contact Phone Contact Phone Number
System Location Contact Location Contact Email name@ Orgamnization.com
Up Time (DD:HH:MM:SS) 00:00:47:23 Object ID 1.36.1.41.11898.2.46

System Alarms

This table displays information on the alarms (SNMP Traps) generated by the access point. They should
be deleted once they are reviewed and resolved. The alarm severity levels are: Critical, Major, Minor,
and Informational.

/

Description Severity Time Stamp

Incompatible Vendor for Wireless Card.
Card Info : PC Card A

Wireless Card Mot Present.

Card Info : PC Card B

AP Cold Started. Informational OdaysOhrs0m3s
Link Up. Informational OdaysOhrs0m3s
Link Up. Informational Odays0hrs0m3s
Link Up. Informational OdaysOhrs0m3s
Link Up. Informational OdaysOhrs0m3s
gar;{e:?éi ?Srg g:: dF’éesem_ Informational ODdaysOhrsOmB8s

Incompatible WVendor for Wireless Card.
Card Info - PC Card A

Critical OdaysOhrs0m0Os

Informational Odays0Ohrs0mOs

OoOo0ooaoonon

Critical OdaysOhrs0m8s
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[ Avaya- Wr el ess- AP- 3] > downl oad 193. 205. 194. 21 Avaya/ AV_AP3. bin i ny
File Avaya/ AV_AP3.bin is being dowl oaded from 193. 205. 194. 21.

File Avaya/ AV_AP3. bi n has been downl oaded successfully.

[ Avaya Wrel ess AP-3]> reboot O



Download

the access peoint. This can be used for software upgrades.

System Information

Software Version 200
Boot Loader Version 2010

TFTP Information

Server IP Address [193.205.194.21
File Name /

File Type
File Operation

This tab is used to download software and configuration files from a TFTP server to
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The user must specify unigue $5IDs and YLAHN I0s values {(only a single untagged YLAHN 1D
can be configured). h

Security Profiles are used to configure the allowed security modes. If RADIUS MAC, 802.1x,
WPA or RADIUS accounting is enabled in the SSID's security profile then the respective
RADIUS server profiles should be configured and assigned to this 551D,

Note: Eﬂauges to these paramaters require access point reboot iv order to take affact,

Enahle Security Fer S310 [T

Accounting Status [Enabie =]
RADIUS MAC Authentication Status [Disable =]
MAC ACL Status. [pizare =]
Rekeving Interval (seconds) [oa
Security Profile F
RADIUS MAC Authentication Profile [MAC Authentication
RADIUS EAP Authentication Profile [EAP Authentication
RADIUS Accounting Profile [fccounting

SSID and VLAN Data Table
Index Network Name (SSID) VLAN ID Status
1 WILMA 2 Enabla
2 unitn-ywifi fih Enahle
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0 -

G* +* @ (
enabl e
Password G sco
configure [term nal |
| p default-gateway 192.168. 10.1
| nterface FastEthernet O
| p address 192. 168. 10. 40 255. 255. 255.0
exit
Crl-z
copy runni ng-config startup-config
r el oad



&
Enabl e

Password: G sco
show runni ng-config

1 #

%



& 1

YRESS SET-UP

Hostname CISCO1200-NetworkLab

Express Set-Up

Host Name:
MAC Address:

Configuration Server Protocol:
IP Address:

IP Subnet Mask:

Default Gateway:

SNMP Community:

[CISCO1200-NetworkLab
000d.2967.cefS

¢ DHCP & StaticlIP

|192.168.10.40

|255.255.255.0

[192.168.10.1

Idefat.tltCommumty
& Read-Only ¢ Read-Write

=i

Role in Radio Network:

Optimize Radio Network for:

Aironet Extensions:

% Access PointRoot ¢ Repeater Non-Root

% Throughput ¢ Range ¢ Custom
@ Enable  Disable
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4| Back Forward Reload Stop 41 L= -

% ZhHome | W= T T e el = o)l peport (2§ Shop (4 Products 4 Training

Cisco Svsre

Please wait...

The system is upgrading the s Point

software and restarting. This TFTP UPGRADE

should take between 5 and 15
minutes depending on your CECOIZ00:-N

network speed.

TFTP Upgrade
[ s

c1200-k9w7-tar.122-11_JA

e —— | 122(11))A
12 2(8)JA
Software Upg
System Configuration
_ TFTP File Server: |192.168.10.1{] (server name or P address)
Upgrade System Software Tar File: : fc1200 kow7-tar.123-2. JA.tar (pathffilename)

Cleose Wirndow | s, € 0y
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Cisco Aironet 1200 Series Access Point

Hostname CISC0O1200-NetworkLab CISCO1200-NetworkLab uptime is 2 da

Security: Admin Access

Administrator Authenticated by: & Default Authentication (Global Password)
URITY
dmin Access ¢ Local User List Only {Individual Passwords)
icryption Manager ¢ Authentication Server Only
PLALLEE T ¢ Authentication Server if not found in Local List
srver Manager
_ A
cal RADIUS Server ﬂ
fvanced Securit e e
e Default Authentication (Global Password)
Default Authentication Password: |m'*
Confirm Authentication Password: |'"W"M Apply
User List:
Username: |E.5cc.
Password: lm
Confirm l—
Password:
Capability .
“ N [ -
S Settings: Read-Only Read-Write
Apply

Close Wirsd o {0 00 00 000000 000 AN, Copyright () 1992-2004 by
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el E SETTINGS b ]
Hostname CISCO1200-NetworkLab CISC01200-NetworkLab uptime is 3
Network Interfaces: Radio0-802.11B Settings
. Enable Radio: # Enable " Disable
5
ﬁi_. Current Status (Software/Hardware): Enabled Upir
.uz_ﬁa_ Role in Radio Network: & Access Point Root (Fallback to Radio Island)
S (Fallback mode upon loss ¢ Access Point Root (Fallback to Radio Shutdown)
d : of Ethernet connection) " Access Point Root (Fallback to Repeater)
" Repeater Non-Root
Data Rates: Best Range | Best Throughput
1.0Mb/sec ¢ Require " Enable " Disable
2.0Mb/sec © Require " Enable (" Disable
5.5Mb/sec ©# Require " Enable " Disable
11.0Mb/sec & Require " Enable ¢ Disable
Transmitter Power (mW): 1056 20¢ 30 ¢ 50 ¢ Max Power Translation Table (mW/dE
Limit Client Power (mW): 10 5C20¢ 30 50 ¢ Max
Default Radio Channel: [ Least Congested Frequency »| Channel 10 2457 MHz
Least Congested Channel Search: annel 1 - 2412 MHz
(Use Only Selected Channels) : 417 MHz
; 422 MHz
Channel 10 - 2457 MHz
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World Mode
Multi-Domain Operation:

Country Code:
Radio Preamble
Receive Antenna:

Transmit Antenna:

External Antenna Configuration:

Aironet Extensions:

Ethernet Encapsulation Transform:
Reliable Multicast to WGB:

Public Secure Packet Forwarding:
Beacon Period:
Max. Data Retries:

Fragmentation Threshold:

Repeater Parent AP Timeout:

Repeater Parent AP MAC 1 (optional):
Repeater Parent AP MAC 2 (optional);
Repeater Parent AP MAC 3 (optional):
Repeater Parent AP MAC 4 (optional):

&

¢ Disable " Legacy
[ aty ~| = Indoor [+ Outdoor
& Short ¢ Long
& Diversity " Left (Secondary)
& Diversity " Left (Secondary)
¢ Enable @ Disable
Antenna Gain(dB): IDES}\BLED (-128-128)
# Enable ¢ Disable
& RFC1042  802.1H
& Disable " Enable
" Enable @ Disable
|100 (20-4000 Kusec) Data Beacon Rate (DTIM):
E4 (1-128) RTS Max. Retries:
|2346 (256-2346) RTS Threshold:

IO (0-65535 sec)

I (HHHH.HHHH.HHHH)

I (HHHH.HHHH.HHHH)

I (HHHH.HHHH.HHHH)

| (HHHH.HHHH.HHHH)

& Dotlld

¢ Right (Primary)
¢ Right (Primary)

2 (1-100)
|E4 (1-128)
2312 (0-2347)




Cisto Svsteus

NETWORK
INTERFACES

1P Ad

Hostname CISCO1200-NetworkLab

Carrier Busy Test:

Network Interfaces: Radio0-802.11B Carrier Busy Test

Start

Cisco Aironet 1200 Series Access Point

CARRIER BUSY TEST

CISCO1200-NetworkLab uptime i

Frequency

Carrier Busy %

Rédfnirn;t .
installed

2412

2417

2422

2427

2432

2437

2442

2447

2452

2457

2462

2467

2472

== O 00| O 00| O |N|N







C + x (

Cisco Aironet 1200 Series Access Point e
SERVER MANAGER

5 CISCO1200 kLab CISC01200-NetworkLab uptime is 50 minutes

Security: Server Manager

SECURITY

§

Backup RADIUS Server: | (Hostname or IP Address)

Shared Secret: |

Apply | Delete | Cancel I

Current Server List

| RADIUS x|

Server: |192.168.10.30 (Hostname or IP Address)

Shared Secret: [

Authentication Port (optional): |181z (0-65536)
Accounting Port (optional): |1313 (0-65536)

Apply | Ccancel |

EAP Authentication MAC Authentication Accounting

Priority 1: [<NONE> -] Priority 1: [192.168.10.30 -] Priority 1: [192.168.10.30 =]
Priority 2: [<NONE> -] Priority 2: [<NONE>  +| Priority 2: [<NONE> =]
Priority 3: [<noNE> =] Priority 3: [<nonE> =] Priority 3: [<NONE>  +]

Admin Authentication (RADIUS) Admin Authentication (TACACS+)

Priority 1: [<NONE> | Priority 1: |< NONE > v}
Priority 2: [<NONE>  ~| Priority 2: |< NONE > =
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Security: SSID Manager

Current SSID List

SSID: [WiLMA-LAB
WILMA-LAB |
VLAN: |< NONE > +| Define VLANS
Network ID: | (0-4096)
Delete
Authentication Settings
Authentication Methods Accepted:
[+ Open Authentication: |w1th MAC Authentication |

[~ Shared Authentication: [ < NO ADDITION>

Le|

I~ Network EAP: [ < No ADDITION > |

Server Priorities:
EAP Authentication Servers

MAC Authentication Servers

¢ Use Defaults Define Defaults & Use Defaults Define Defaults

 Customize

Priority 1: |< NONE>  ~|
Priority 2: |< NONE > =
Priority 3: |< NONE> ¥

 Customize

Priority 1: |< NONE> =]
Priority 2: I-: NONE> =]
Priority 3: |< NONE> 7|
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Cisco SvsTems

Cisco Aironet 1200 Series Access Point

= MAC ADDRESS = [=ASSOC CCESS
= AUTHENTICATION LIST
Hostname CISCO1200-NetworkLab CISC
Security: Advanced Security- MAC Address Authentication
SECURITY
Admin Access MAC Addresses Authenticated by: ¢ Local List Only
Encryption Manager ;o
— " Authentication Server Only
SSID Manager
| Server Manager # Authentication Server if not found in Local List
Local RADIUS Server
Ackvancect Sesinly

Local List: &
Delete |
New MAC Address: | (HHHH.HHHH.HHHH)

Close Window | 00




|
f— -— . ~— P ———— - -
150 Sysrems
e
) Cisco Aironet 1200 Series Access Point =
Hostname CISCO1200-NetworkLab CISCO1200-NetworkLab uptime is 3 hours, 25 minutes
Event Log
Start Display at Index: |1 Max Number of Events to Display: [20 Previous | Next | Refresh | clear |
Index Time Severity Description
1 Mar103:25:19.858 #Information Imterface Dotl1Radio0, Station WILMA-LAPTOP2 0002.8a%f .1ead Reassociated KEY_MGMT[NONE]
INTLOG 2 Mar10325:14.174 +Debugging Station 0002.8a9f lead Authentication failed
anfiguration Options 3 Mar10325:07.831 4Debugging Station 0002.8a9f lead Authentication failed
4 Marl03:25:01.448 4Debugging Station 0002.8a9f.1ead Authentication failed
5 Mar 1 03:24:55.125 #+Debugging Station 0002.8a9f.lead Authentication failed
6 Mar1 03:24:49.843 4Debugging Station 0002.8a9f lead Authentication failed
7 Mar103:24:43.529 4+Debugging Station 0002.8a9f.1ead Authentication failed
8 Mar 1 03:24:37.186 4Debugging Station 0002.8a9f.lead Authentication failed
9 Mar 1 03:24:30.863 4Debugging Station 0002.8a8f.lead Authentication failed
10 Mar 1 03:24:24.480 4Debugging Station 0002.8a%f.lead Authentication failed
11 Mar 1 0324:18.097 #Debugging Station 0002.8a9f leal|
12 Mar 1 03:24:12.805 +Debugging Station 0002.8a9f1ea| D¢ Edit View Teminal Go Help L |
[root@radiuswn root]# fetc/rc.d/init.d/radiusd restart L~
13 Mar 1 03:24:06.501 #+Debugging Station 0002.8a9%f.lea| Stopping RADIUS server: [ &K 1]
Starting RADIUS server: [ A ]
14 Mar1 03:24:00.178 4+Debugging Station 0002.8a9flea| [root@radiuswn root]# tail -f /var/log/radius/radius.log
Tue Jan 25 14:01:28 2005 : Auth: Login incorrect: [00028a9flead/00028a9flead] (f
15 Mar 1 03:23:54.836 +Debugging Station 0002.8a9f1ea| rom client APCiscol port 325 cli 0002.8a0f.lead)
Tue Jan 25 14:01:30 2005 : Auth: Login incorrect: [00028a9flead/00028a9flead] (f
16 Mar1 03:23:48.493 4Debugging Station 0002.8a9flea| pom client APCiscol port 326 cli 0002.8a9f.1ead)
i Tue Jan 25 14:01:35 2005 : Auth: Login incorrect: [00028a9flead/00028a9flead] (f
17 Mar103:23:42.130 +Debuggmg Station 0002.8a% 1leal pop client APCiscol port 327 cli 0002.8a9f.lead)
Tue Jan 25 14:01:37 2005 : Auth: Login incorrect: [00028a9flead/00028a9flead] (f
rom client APCiscol port 328 cli 0002.8a9f.lead)
Tue Jan 25 14:01:41 2005 : Info: Using deprecated naslist file. Support for thi|
s will go away soon.
Chos e Wirndow | 0000 00000 0000000000 0000000 OO Twe Jam 25 14:01:41 2005 : Info: Using deprecated clients file. Support for thip
s will go away soon.
Tue Jan 25 14:01:41 2005 : Info: Using deprecated realms file. Support for this
will go away soon.
Tue Jan 25 14:01:41 2005 : Info: Listening on IP address *, ports 1812/udp and 1
813/udp, with proxy on 1814/udp.
Tue Jan 25 14:01:41 2005 : Info: Ready to process requests. I
Tue Jan 25 14:01:42 2005 : Auth: Login OK: [00028a9flead] (from client APCiscol [
port 328 cli 0002.8a9f.1ead) P
-
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SECURITY Current SSID List
Admin Access

- SSID: |CREATE-NET-TEST
Encryption Manager (CREATE-NET-TEST
VLAN: 4 x| Define vLANs
(SR Marmacr R WILMA-LAB-TEST

Server Manager | Network ID: F (0-4096)
Local RADIUS Server

Advanced Security

Delete

Authentication Settings

Authentication Methods Accepted:

[+ Open Authentication: | with MAC Authentication =
[~ Shared Authentication: | < NO ADDITION> |
™ Network EAP: < NO ADDITION > =

Server Priorities:

EAP Authentication Servers MAC Authentication Servers

& Use Defaults Define Defaults & Use Defaults Define Defaults

¢ Customize ¢ Customize
Priority 1: | <NONE> 7| Priority 1: | <NONE>  ~
Priority 2: | <NONE> ¥ Priority 2: I <NONE> =

Priority 3: I <NONE> | Priority 3: I <NONE> =

Authenticated Key Management

Key Management: <NONE > | [~ CCKM ™ WPA

WPA Pre-shared Key: & ASCIl © Hexadecimal

Accounting Settings

 Enable Accounting Accounting Server Priorities:




&

Cisco Srsrems

SSID Manager

Server Manager

Local RADIUS Server

Advanced Security

H; CISCO1200 ab

Security: Encryption Manager

Cisco Aironet 1200 Series Access Point

a =

CISCO1200-NetworkLab uptime is 2 days, 49 minutes

Set Encryption Mode and Keys for VLAN: 3 =] Define VLANS
'Encryption Modes
 None
& WEP Encryption Mandatory x|
Cisco Compliant TKIP Features: [~ Enable Message Integrity Check (MIC)
[~ Enable Per Packet Keying (PPK)
¢ Cipher WEP 128 bit =
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: & e 128 bit v|
Encryption Key 2: L | 128 bit 7|
Encryption Key 3: 3 | 128 bit =]
Encryption Key 4: L7 | 128 bit =]

WPA Group Key Update:

Broadcast Key Rotation Interval:

@ Disable Rotation

" Enable Rotation with Interval: |DESABLED (10-10000000 sec)

[~ Enable Group Key Update On Membership Termination

[~ Enable Group Key Update On Member's Capability Change
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show runni ng-config

interface Dot 11Radi 00
no ip address
no i p route-cache
|

éncryption vian 3 key 1 size 128bit 7 501B2057424875554B78965D207B
transmt-key

encryption vlan 3 node wep nmandat ory

|

ssi d CREATE- NET- TEST
vl an 4
aut henti cati on open nmac-address nmac_net hods
accounti ng acct _net hods
mobi lity network-id 4
I nformati on-el enent ssidl advertisenent

ssid W LMA- LAB
vlan 3
aut henti cati on open mac-address nac_net hods
accounti ng acct _net hods
nmobility network-id 3
i nformati on-el enent ssidl advertisenent

ssid W LMA- LAB- TEST
vlan 5
aut henti cati on open mac-address nac_net hods
accounting acct _net hods
guest - node
mobility network-id 5
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