WLAN (802.11)
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IEEE 802.11

* Wireless LAN standard specifying a wireless
Interface between a client and a base station (or
access point), as well as between wireless clients

* Defines the PHY and MAC layer (LLC layer
defined in 802.2)

* Physical Media: radio or diffused infrared

* Standardization process begun in 1990 and is still

going on (1st release '97, 2" release '99, then '03,
'05, ...)
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IEEE 802.11 PHY Layer Activities
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IEEE 802.11 MAC Layer Activities

MAC Layer
802.11e / TG e MAC
802.11 MAC Enhanced QoS
| 802.11f/ TG f
802 11n/TG n Inter-AP Protocol
High Throughput
802.11p/TG p | || 802.11i/ TG |
Mobility/Vehicular Security Mechanisms
Radio Resource | . 802.11s/ TG s
Managment Mesh Networking
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802.11 Architecture

34, , =% | 6 - #
- ##
34,( 5 , ( 6 )+
4,, 5 ( 6
34, . -
7 #
7 # - " # 4.
- 8 - ¥ #

| # ( 5 6

Renato.LoCigno@dit.unitn.it

Nomadic Communications — 802.11 6
Thanks: TLC Networks Group — Politecnico di Torino




WLAN with Infrastructure
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Ad Hoc WLANSs
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Extended Service Set (ESS)
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Possible Scenarios (1)

Ad hoc networking
Independent BSS (IBSS)

ST \/ STA

AP
Distribution
A system — IEE
802.X
- AP \
Network with infrastructure
STA STA
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Possible Scenarios (2)
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Joining a BSS

\ 4

Authentication (—| Association

Scanning

« BSS with AP: Both authentication and
association are necessary for joining a BSS

 Independent BSS: Neither authentication
neither association procedures are required
for joining an IBSS
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Joining BSS with AP: Scanning

A station willing to join a BSS must get In contact
with the AP. This can happen through:

1. Passive scanning

. The station scans the channels for a Beacon frame
(with sync. info) that is periodically sent by the AP

2. Active scanning (the station tries to find an AP)
 The station sends a ProbeRequest frame

 All AP’s within reach reply with a ProbeResponse
frame
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Joining BSS with AP: Authentication

Once an AP is found/selected, a station goes
through authentication

Open system authentication (default, 2-step process)

e Station sends authentication frame with its identity

e AP sends frame as an ack / nack

Shared key authentication

o Stations receive shared secret key through secure channel
independent of 802.11

e Stations authenticate through secret key (requires encryption via
WEP)
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Joining BSS with AP: Association

Once a station is authenticated, It starts the
association process, i.e., information exchange
about the AP/station capabillities and roaming

STA — AP: AssociateRequest frame

AP — STA: AssociationResponse frame
New AP informs old AP via DS

* Only after the association is completed, a station
can transmit and receive data frames
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IEEE 802.11 /802.11b



Physical Layer
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Infrared
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Spread Spectrum

* |[dea: spread signal over wider frequency
band than required

* Frequency Hopping : transmit over random
seguence of frequencies

* Direct Sequence

random sequence (known to both sender
and receiver), called chipping code
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FHSS

* Not really used anymore
* Frequency band: ISM @ 2.4 GHz

* |In the U.S., the FCC has specified 79 ISM
frequency channels with width equal to 1
MHz. Central frequency is @ 2.402 GHz

« 3 channels each corresponding to 1Mbps
with GFSK modulation

« 20 ms dwell time 50 hop/s
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DSSS (1)

* Radiated power is limited

* Typical values: 85 mW

* Maximum EIRP: 100mW EU, 1W USA
* Frequency band: ISM bands @ 2.4 GHz

* Band divided into 11 (USA) / 13(EU)
overlapping channels

* 3 non overlapping channels, each 11MHz wide
and with spacing 25MHz
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IEEE 802.11 (Radio) Evolution
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IEEE 802.11 MAC Protocol

Performs the following functions:
Resource allocation
Data segmentation and reassemby
MAC Protocol Data Unit (MPDU) address
MPDU (frame) format

Error control
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MAC Frames

Three frame types are defined

1. Control: positive ACK, handshaking for
accessing the channel (RTS, CTS)

7. Data Transfer: information to be transmitted
over the channel

3. Management: connection
establishment/release, synchronization,
authentication. Exchanged as data frames but
are not reported to the higher layer
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Data Transfer

* Asynchronous data transfer for delay-tolerant
traffic (like file transfer)

DCF (Distributed Coordination Function)

* Synchronous data transfer for real-time traffic (like
audio and video)

PCF (Point Coordination Function): based on
the polling of the stations and controlled by the

AP (PC)

Its iImplementation Is optional (not really
Implemented)
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Time Slot

Time Is divided into intervals, called slots

A slot Is the system unit time and its duration
depends on the implementation of the physical
layer

* 802.11b: 20ps

Stations are synchronized with the AP In the
Infrastructure mode and among each other in the
ad hoc mode the system is synchronous

Synchornization maintained through Beacon
frames
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IFS

* |Interframe space (IFS)
* time interval between frame transmissions

* used to establish priority in accessing the
channel

* 4 types of IFS:
Short IFS (SIFS)
Point coordination IFS (PIFS) >SIFS
Distributed IFS (DIFS) >PIFS
Extended IFS (EIFS) > DIFS
* Duration depends on physical level implementation
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Short IFS (SIFS)

 To separate transmissions belonging to the
same dialogue

« Associated to the highest priority
* |ts duration depends on:
Propagation time over the channel

Time to convey the information from the PHY to
the MAC layer

Radio switch time from TX to RX mode
e« 802.11b: 10us
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Point Coordination IFS (PIFS)

* Used to give priority access to Point Coordinator
(PC)

* Only a PC can access the channel between
SIFS and DIFS

e PIFS=SIFS + 1 time slot
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Distributed IFS (DIFS)

* Used by stations waiting for a free channel
to contend

* Setto: PIFS + 1 time slot
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Extended IFS (EIFS)

Used by a station when the PHY layer notifies the
MAC layer that a transmission has not been
correctly received

Avoids that stations with bad channels disrupt
other stations’ performance

Reduce the priority of the first retransmission

Set to: DIFS + 1 time slot
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DCF Access Scheme
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Basic Characteristics

 |Its Implementation is mandatory

* DCF Is based on the Carrier Sense Multiple
Access/Collision Avoidance (CSMA/CA)
scheme:

stations that have data to transmit contend for
accessing the channel

a station has to repeat the contention
procedure every time it has a new data frame
to transmit
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|IEEE 802.11 MAC Protocol
Overview: CSMA/CA
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IEEE 802.11 MAC Protocol
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Hidden Terminal Effect
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IEEE 802.11 MAC Protocol
Overview: Handshaking
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IEEE 802.11 MAC Protocol Overview:
Handshaking
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The DCF Access Scheme
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The exposed terminal problem
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DCF
The Basic Access Mode
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Carrier Sensing

* Used to determine whether the channel is busy
or idle

* Performed at the physical layer (physical carrier
sensing) and at the MAC layer (virtual carrier

sensing)

Physical carrier sensing: detection of
nearby energy sources

Virtual carrier sensing: the frame header
Indicates the remaining duration of the current
Channel Access Phase (till ACK Is received)
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Network Allocation Vector (NAV)

* Used by the stations nearby the transmitter
to store the duration of the frame that is
occupying the channel

* The channel will become idle when the NAV
expires

* Upon the NAV expiration, stations that have
data to transmit listen to the channel again
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Using DIFS and SIFS

* Transmitter:
senses the channel

If the channel is idle, it waits a time equal to
DIFS

If the channel remains idle for DIFS, it transmits
its MPDU
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Using DIFS and SIFS

* Recelver:

computes the checksum thus verifying whether
the transmission Is correct

If so, It sends an ACK after a time equal to SIFS

It should always transmit an ACK with a rate
less than or equal to the one used by the
transmitter and no larger than 2Mbit/s
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Using DIFS and SIFS

* Neighbors:

set their NAV to the value indicated in the
transmitted MPDU

NAV set to: the MPDU tx time + 1 SIFS +
ACK time
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MPDU Transmission

‘ DATA SIFS source
DIFS

destination

others

NAV
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Frame Retransmissions

« A frame transmission may fail because of
collision or errors on the radio channel

» A failed transmission is re-attempted till a max
no. of retransmissions Is reached

 ARQ scheme: Stop&Walit
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Collision Avoidance (CA)

Backoff procedure

If a station senses the channel busy, it waits for
the channel becoming idle

As soon as the channel is idle for DIFS, the
station

computes the backoff time interval
sets the backoff counter to this value

The station will be able to transmit when its
backoff counter reaches O
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MPDU Transmission

‘ DATA SIFS source

DIFS
xckl\ destination
others D”:Sm

NAV backoff

CW=Contention Window
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Backoff Value

Integer value corresponding to a number of time
slots

The number of slots is a r.v. uniformly distributed
in [0,CW-1]

CW is the Contention Window and at each
transmission attempt is updated as:

For i=1, CW,=CW_,,
For i>1, CW=2CW., with i>1 being the no. of

consecutive attempts for transmitting the
MPDU

For any I, CW,£ECW .,
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Backoff Decrease

* While the channel is busy, the backoff counter
IS frozen

* While the channel is idle, and available for
transmissions the station decreases the backoff
value until

the channel becomes busy or
the backoff counter reaches O
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Accessing the Channel

* |f more than one station decrease their
counter to 0 at the same time — collision

* Colliding stations have to recompute a new
backoff value
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Basic DCF. An Example

Stations A/C Data ACK |

>IFS . Backoff
Station B i Data

wait DIFS
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Data Fragmentation (1)

* A MSDU is fragmented into more than one frame
(MPDU) when its size is larger than a certain
fragmentation threshold

In the case of failure, less bandwidth is wasted

* All MPDUs have same size except for the last

MPDU that may be smaller than the fragmentation
threshold

* PHY header Is inserted in every fragment —

convenient If the fragmentation threshold is not too
little
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Data Fragmentation (2)

* MPDUs originated from the same MSDU are
transmitted at distance of SIFS + ACK + SIFS

* The transmitter releases the channel when

the transmission of all MPDUSs belonging to a
MSDU is completed

the ACK associated to an MPDU is lost
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Data Fragmentation (3)

* Backoff counter Is increased for each fragment
retransmission belonging to the same frame

* The receiver reassembles the MPDUs into the
original MSDU that is then passed to the higher
layers

* Broadcast and multicast data units are never
fragmented
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Recontending for the Channel

* A station recontends for the channel when

It has completed the transmission of an
MPDU but still has data to transmit

a MPDU transmission fails and the MPDU
must be retransmitted

* Before recontending the channel after a
successful transmission, a station must
perform a backoff procedure with CWmin
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DCF
Access with handshaking
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Access with Handshake
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RTS/CTS

* Handshaking procedure uses the Request to
send (RTS) and Clear to send (CTS) control
frames

* RTS/CTS should be always transmitted
@1Mbps (they are only headers)

* Access with handshaking is used for frames
larger than an RTS_Threshold
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DCF with Handshaking

Transmitter:

* send a RTS (20 bytes long) to the destination
Neighbors:

* read the duration field in RTS and set their NAV
Recelver:

* acknowledge the RTS reception after SIFS by
sending a CTS (14 bytes long)

Neighbors:

* read the duration field in CTS and update their
NAV

Transmitter:
* start transmitting upon CTS reception
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MPDU Transmission & NAV
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NAV (RTS)
NAV (CTS)
NAV (data)
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PCF
Centralized access scheme
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Basic Characteristics

* Used for services with QoS requirements, It
provides a contention-free access to the
channel

* Needs a Point Coordination (PC) that polls the
stations — It can be implemented in networks
with infrastructure only (AP=PC)

» Stations enabled to operate under the PCF
mode are said to be CF-aware (CF=Contention
Free)
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PCF
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Superframe and PCF Protocol

TBTT Superframe
Max Contention Free Period
P S -
Busy S S S cp| Contention
Medium | [g] | poi K+Pol ool pck | End.Period,
e zeack] | LR
S S —>S<— — é_
NAV
— : Reset NAV
« TBTT: Target Beacon Transmission Time
- D1, D2: frames sent by PC D=CE-Downlink
« U1, U2, U3: frames sent by polled station U=CF-UPlink
- B: beacon frame (sent by AP) gfﬁ:gg

CFP repetition interval
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Examples of frame format
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Generic DSSS packet

SFD — Start Frame Delimiter
PLPC — Physical Layer Convergence Protocol

SYNC -56 bits | SFD-16 bits

SIGNAL |SERVICE| LENGTH CRC
8 bits 8 bits 16 bits 16 bits

PLPC — 1Mbps|PLPC — 2Mbps PSDU - 2, 5.5, 11 Mbps

< 96 ns >
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Example: RTS Frame
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Example: CTS Frame

07
3! 5 mé' . 1, - - $
1, - $, 97,
3 .("1# 1( - # o1, -

Renato.LoCi it.unitn. it
enato.LoCigno@dit.unitn.| Nomadic Communications — 802.11 71

Thanks: TLC Networks Group — Politecnico di Torino



Example: ACK Frame

07

! ! %-@ ?
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Some Numerical Values...
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Detalled MAC Format

(bytes)

Frame Duration Addressl Address?2 Address3
Control ID (source) (destination) (rx node)
2 2 6 6 6
Sequence Address4 Data FCS

Control (tx node)
2 6 0-2,312 4
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MAC Format fields

Field Bits Notes/Description
Frame 15-14 Protocol version. Currently 0
Control

13-12 Type

11-8 Subtype

7 To DS. 1 = to the distribution system.
6 From DS. 1 = exit from the Distribution System.
5 More Frag. 1 = more fragment frames to follow (last or
unfragmented frame = 0)
Retry. 1 = this is a re-transmission.
3 Power Mgt. 1 = station in power save mode, 1 = active mode.
5 More Data. 1 = additional frames buffered for the destination
address (address x).
WEP. 1 = data processed with WEP algorithm. O = no WEP.
0 Order. 1 = frames must be strictly ordered.
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MAC Format fields

Field Bits Notes/Description

Duration 1D 15 -0 For data frameg = dgration of frame..F.or Cont.rol Frames
the associated identity of the transmitting station.

Address 1 47 - 0 Source address (6 bytes).

Address 2 47 -0 Destination address (6 bytes).

Address 3 47 - 0 Receiving station address (destination wireless station)

Soeree 150

Address 4 47 -0 Transmitting wireless station.

Frame Body 0 - 2312 octets (bytes).

FCS 31-0 Frame Check Sequence (32 bit CRC). defined in

P802.11.
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