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TCP Congestion Control

- Retransmissions are useless if the network is
congested ... but what is congestion?

- Congestion: a state of a network when the
offered load (or traffic) n is larger than the
network capacity C

- normalize p = n/C so that p >= 1 means congestion
- short term
- long term
+ Example: a single bottleneck

100 Mbit/s
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TCP Congestion Control
Alternative Options

+ Dynamic routing can alleviate congestion by
spreading load more evenly

* But only effective for unbalanced loads and
brief surges in traffic

- Indeed IP routing is dynamic only in face of
failures or topology changes

+ Load-dependant, or QoS routing is a topic
discussed, researched-on and tested since 30
years, but never implemented
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TCP Congestion Control
Alternative Options

+ Congestion can only be controlled by limiting
total amount of data entering network

- I.E. making p < 1

+ ICMP source Quench message is crude and not
effective ... and really not implements in hosts

+ RSVP may help but not widely implemented

+ No other Connection Admission Control
Techniques available in the Internet
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TCP Congestion Control is Difficult

+ IP is connectionless and stateless, with no
provision for detecting or controlling congestion

+ TCP only provides end-to-end flow control

* No cooperative, distributed algorithm to bind
together various TCP entities

* No cooperation between IP and TCP
- When links/routers are congested IP drops packets

- TCP retransmit them ... increasing the load!!!
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TCP Flow and Congestion Control

* The rate at which a TCP entity can fransmit is
determined by rate of incoming ACKs to previous
segments with new credit

* Rate of Ack arrival determined by round-trip
path between source and destination

* Bottleneck may be destination or internet
+ Sender cannot tell which

+ Only the internet bottleneck can be due to
congestion
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Context of TCP Flow
and Congestion Control
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Retransmission Timer Management

+ Congestion affects RTT > a technique to
efficiently and reliably compute RTO is needed

+ Three Techniques to calculate retransmission
timer (RTO):

+ RTT Variance Estimation
- Exponential RTO Backoff
+ Karn's Algorithm
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RTT Variance Estimation
(Jacobson’s Algorithm)

+ 3 sources of high variance in RTT

+ If data rate relative low, then transmission
delay will be relatively large, with larger variance
due to variance in packet size

* Load may change abruptly due to other sources
+ Peer may not acknowledge segments immediately
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Jacobson’s Algorithm
- SRTT(K+1)= (1-g)x SRTT(K) + g x RTT(K + 1)
- SERR(K + 1) = RTT(K + 1) - SRTT(K)
- SDEV(K + 1) = (1 - h) x SDEV(K) + h x| SERR(K + 1)
- RTO(K +1) = SRTT(K + 1) + f x SDEV(K + 1)
- g=0125

- h=025
+ f=2 or f=4 (most current implementations use f = 4)
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Two Other Factors

+ Jacobson'’s algorithm can significantly improve
TCP performance, but:

+ What RTO to use for retransmitted segments?
- ANSWER: exponential RTO backoff algorithm

+ Which round-trip samples to use as input to
Jacobson's algorithm?
- ANSWER: Karn's algorithm
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Exponential RTO Backoff

+ Increase RTO each time the same segment is
retransmitted - backoff process

* Multiply RTO by constant:
-RTO = q x RTO

+ @=2 - binary exponential backoff
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Which Round-trip Samples?

+ If an ack is received for refransmitted segment,
there are 2 possibilities:

- Ack is for first transmission
- Ack is for second transmission

+ TCP source cannot distinguish 2 cases

* No valid way to calculate RTT:
- From first transmission to ack, or
- From second transmission to ack?
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Karn’s Algorithm
+ Do not use measured RTT to update SRTT and
SDEV

+ Calculate backoff RTO when a retransmission
occurs

+ Use backoff RTO for segments until an ack
arrives for a segment that has not been
retransmitted

+ Then use Jacobson's algorithm to calculate RTO
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Window Management

+ Slow start

+ Congestion Avoidance

+ Dynamic window sizing on congestion
+ Fast retransmit

+ Fast recovery

+ Limited transmit
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Slow Start

+ awnd = MIN][ credit, cwnd]

- where

- awnd = allowed window in segments

- cwnd = congestion window in segments

- credit = amount of unused credit granted in most
recent ack (rcwn)

+ cwnd = 1 for a new connection and increased by 1

for each ack received, up o a maximum

*+ Most implementations are not compliant and

start from 2 to “"counter” delayed ACKs
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Effect of
Slow Start
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Dynamic Window Sizing on
Congestion

+ A lost segment indicates congestion

* Prudent fo reset cwsd = 1 and begin slow start
process
- The first implementation of TCP with dynamic window

+ Highly inefficient since throughput is related to
the integral of the window in time

+ The integral of "exponentials” -- indeed
geomeftrics is small

+ Timeouts are normally long w.r.t. RTT
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Dynamic Window Sizing on
Congestion

+ One problem is "doubling” of the offered load
each RTT > much better to have a “gentler”
increase when the throughput is “reasonable”

* Linear window growth after a threshold
+ Called "congestion avoidance”

+ First introduced in 1988/1989 in a TCP version
(BSD 4.3) called Tahoe
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+ RTO is generally noticeably longer than actual
+ If a segment is lost, TCP may be slow to

+ TCP rule: if a segment is received out of order,

+ Fast Retransmit rule: if 4 acks received for

Fast Retransmit

RTT
retransmit

an ack must be issued immediately for the last
in-order segment

same segment, highly likely it was lost, so
retransmit immediately, rather than waiting for
timeout
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Fast Recovery

+ When TCP retransmits a segment using Fast
Retransmit, a segment was assumed lost

+ Congestion avoidance measures are appropriate
at this point
- Slow-start/congestion avoidance procedure

+ This may be unnecessarily conservative since
multiple acks indicate segments are getting
through

+ Fast Recovery: retransmit lost segment, cut
cwnd in half, go into congestion avoidance

+ This avoids initial exponential slow-start
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Fast
Recovery
gg
Window management is quite £ §
difficult with Fast Recovery %g

First implementations were wrong
(TCP Reno) and went in timeout if
more than one segment was lost
in a window

The correct implementation
(TCP NewReno) requires keeping
additional state
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Fast
Recovery
Example :
of window <
evolution cr e =
(sinmplified)

segment number

0
time (secs)

40000

30000

cwnd (bytes)

20000

10000
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Limited Transmit

+ If congestion window at sender is small, fast
retransmit may not get triggered,
- eg.,cwnd=3

+ Under what circumstances does sender have
small congestion window?

+ Is the problem common?

+ If the problem is common, why not reduce
number of duplicate acks needed to trigger
retransmit?
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Limited Transmit Algorithm

+ Sender can ftransmit new segment when 3
conditions are met:
- Two consecutive duplicate acks are received
- Destination advertised window allows transmission of
segment
- Amount of outstanding data after sending is less than
or equal to cwnd + 2 (i.e. the window was exactly 3)
* Rarely implemented, solves just a limited number
of cases

+ What about correlated losses?
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