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Introduction

This document describes the security requirements for the Healthcare project. It provides a detailed
description of the socio-technical security requirements models from different views (Social, Asset,
Authorization and threat). The Social view represents stakeholders as intentional and social entities,
representing their goals and important asset in terms of documents, software, hardware and system,
together with their interactions with other actors to achieve these goals and to exchange information.
Stakeholders express constraints over their interactions in terms of security needs. It also represents the
captured threat against assets. The Asset view represents the content of stakeholders’ asset, showing
how asset are interconnected, as well as how they are composed respectively. The Authorization view
represents which stakeholders own what information, and captures the flow of permissions or
prohibitions from one stakeholder to another. The modelling of authorizations expresses other security
needs related to the way information is to be manipulated. The Threat view represents how captured
threats were able to an exploit system by expressing the vulnerabilities that allowed threats to start one
or chain of events (threat scenario) which lead to incidents (unwanted incident) that harm the system.

Textual Description of the Scenario

A healthcare system is a socio-technical system which involved different roles (abstract actors) and
actors (concrete participants). The system allows hospitals and healthcare centers allow physicians or
general practitioners to perform medical tests and give advice to registered patients for medical
services. The scenario involves the Red Cross RBT for blood donation and distribution. People who
would like to donate (e.g., Alice) can make a test a in the ModernLab and send the result to the Red
Cross RBT and have a certificate back. There are laboratories involved for specialized tests as well as
research centers that conduct data analysis to make forecasts on the need for blood banks. This is
complex socio-technical system in participants (actors) need to rely on each other to achieve their
objectives, by interacting and exchanging information.

Modeling with STS - tool

Social view

The social view shows the involved stakeholders, which are represented as roles and agents. Agents
refer to actual participants (stakeholders) known when modelling the Healthcare example, whereas
roles are a generalization (abstraction) of agents. To capture the connection between roles and agents,
the play relation is used to express the fact that certain agents play certain roles. Stakeholders have
goals to achieve and they make use of different information to achieve these goals.

They interact with one another mainly by delegating goals and exchanging assets. Assets may be
manipulated by actors, to achieve their goals.



Social View Diagram
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Figure 1- Social View for the Healthcare Example



Asset View

The Asset view gives a structured representation of the assets in the Healthcare example. It shows what
is the content of the assets represented in the social view. Information asset is represented by one or
more documents via tangible by relation. Moreover, the Asset view considers composite asset,
capturing these by means of part of relations. After modeling asset structure, the assets will be valued

using Asset valuation table. Once they are valued, their classification, and security requirements will be
assigned, according to their value.



Asset View Diagram
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Figure 2- The Asset View of the Healthcare Example.



Asset Evaluation Tables
After modeling structure of asset, using Asset Evaluation Table asset are evaluated. Once the value has been assigned, the class and
final value will be set, automatically.

Name Personal Data Owner Patent Label Top Secret
C | A Number of Copy 2
Value Final value 3
3 3 2 Number of User 1

Direct Asset
Indirect asset

Value Number of User Number of Copy
Name Owner
C|I|A
Figure 3. Asset Evaluation Table of Information Personal Data
Name Present illness Owner label Secret
C | A Number of Copy 3
Value Final Value 2
2 2 2 Number of User 3
Direct Asset Indirect Asset
Value Number of User | Number of Copy
Name Owner
C I | A

Figure 4. Asset Evaluation Table of Information Present IlIness



Name Allergy Owner Patent Label Secret
C | A Number of User 3
Value Final value 2
2 2 2 Number of Copy 2
Direct Asset Indirect Asset
Value Number of User Number of Copy
Name Owner
Cl1I |A
Figure 5. Asset Evaluation Table of Information Allergy
Name Medical history | Owner Label Top Secret
C | A Final Number of Copy 2
Value Val
3 3 2 alue Number of User 1
Direct Asset Indirect Asset
Value
Number of
Name Owner UU Number of Copy

cTT1T T A ser

Present illness 2 | 2 2 3 3

Allergy 2 12| 2 3 2
Personal data Patient | 3 | 3 | 2 2 1

Figure 6. Asset Evaluation Table of Information Medical History




Name Medical Owner Patient Label Top Secret
record
C | A Number of Copy 2
Value Final value 3
3 3 2 Number of User 1
Direct Asset Indirect Asset
Value
N f
Name Owner urlrjber 0 Number of Copy
c | A ser
Personal Data Patient | 3 3 2 2 1
Figure 7. Asset Evaluation Table of Document Medical Record
Regi i .
Name egistration Owner Patient Label Top Secret
record
C | A Number of Copy 2
Value Final value
3 2 2 Number of User 1
Direct Asset
Value Indirect Asset
Name Owner Number of User Number of Copy
C | A
Personal Data Patient 3 3 1
Medical history Patient 3 3 1
Medical record 3 3 1

Figure 8.Asset Evaluation Table of Document Registration Record
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Name Blood needs Owner Hospital Label Top Secret
C | A Number of User 4
Value Final Value 3
2 3 2 Number of Copy 4
Direct Asset Indirect Asset
Value Number of User Number of Copy
Name Owner
C | A
Figure 9.Asset Evaluation Table of Information Blood Needs
Name Blood usage listing Own Label Top Secret
C | A Number of User 4
Value Final Value 3
2 3 2 Number of Copy 4
Direct Asset Indirect Asset
Value Number Number of
Name Owner fU C
C I A | of User opy
Blood needs Hospital | 2 | 3 2 4 4

Figure 10.Asset Evaluation Table of Document Blood Usage Listing
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Name Blood types Owner label Secret
C | A Number of User 4
Value Final Value 2 Number of
2 2 2 4
Copy
Direct Asset
Value
Name Owner Number of User Number of Copy
C | A
Figure 11.Asset Evaluation Table of Information Blood Type
Name Blood info Owner Red Cross BTC Label Secret
C I | A Number of User 1
Value Final Value
2 2 |2 Number of Copy 4
Direct Asset Indirect Asset
Value
Name Owner Number of User Number of Copy
C | A
Blood types 2 2 2 1 4

Figure 12. Asset Evaluation Table of Information Blood Info
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Name Blood bank Owner label Secret
C | A Number of User 1
Value Final Value
2 2 Number of Copy 4
Direct Asset Indirect Asset
Value
Name Owner Number of Number of Copy
User
C A
Blood Info Red Cross BTC 2 2 1 4
Blood types 2 2 1 4
Figure 13.Asset Evaluation Table of Document Blood Bank
Name Report Owner label Secret
C | Number of User 1
Value Final Value 2
2 2 Number of Copy 4
Direct Asset Indirect Asset
Value
Name Owner Number of User Number of Copy
C |
Blood Info Red Cross BTC 2 2 1 4

Figure 14.Asset Evaluation Table of Document Report
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Name Health status Owner Alice label Secret
C | A Number of User 1
Value Final Value 2
2 2 2 Number of Copy 4
Direct Asset Indirect Asset
Value Number of User Number of Copy
Name Owner
C | A
Figure 15.Asset Evaluation Table of Information Health Record
Personal ]
Name . . Owner Alice label Top Secret
information
C | A Number of User 2
Value Final Value 3
3 2 1 Number of Copy 2
Direct Asset Indirect Asset
Value Number of User Number of Copy
Name Owner
C | A

Figure 16.Asset Evaluation Table of Information Personal Information
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Name Medical history info Owner label Top Secret

C | A Number of User 2
Value Final value 3

3 2 2 Number of Copy 2

Direct Asset Indirect Asset
Value NLar a Number of Copy
Name Owner U
c I A ser

Personal Info Alice 3 3 1 2 2
Health status Alice 2 2 2 3 3

Figure 17.Asset Evaluation Table of Information Medical History Info

Name Health record Owner label Top Secret
C | A Number of User 2
Value Final Value 3
3 2 2 Number of Copy 2
Direct Asset Indirect Asset
Value
Name Owner Number of User Number of Copy
C | A
Personal Info Alice 3 2 1 2 2
Report 2 2 2 3 3

Figure 18.Asset Evaluation Table of Document Health Record
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Name D(.)r.10r Owner label Top Secret
certificate
C | A Number of User 2
Value Final Value 3
3 2 1 Number of Copy 2
Direct Asset Indirect Asset
Value
Name Owner Number of User Number of Copy
C | A
Personal | rjice | 3| 2 1 2 2
info
Figure 19.Asset Evaluation Matrix of Document Donor Certificate
Name Test result Owner label Top Secret
C | A Number of Copy 1
Value Final Value
3 2 2 Number of User 2
Direct Asset Indirect Asset
Value
Number
Name Owner N Number of Copy
of User
C | A
Personal | e 13| 2 |1 2 2
Info
Health Alice | 2| 2 |2 1 4
status

Figure 20.Asset Evaluation Matrix of Document Test Result
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Social View After Asset Classification
To ensure a level of protection for all asset, security requirements are assigned after classification.
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Authorization View

The authorization view shows the permissions or prohibitions flow from a stakeholder to another, that
is, the authorizations stakeholders grant or deny to others about information, specifying the operations
the others can and must perform over the information. Apart from granting authority on performing
operations, a higher authority can be granted, that of further authorizing other actors (i.e. authorization
transferability). Authorizations start from the information owner. Therefore, in the authorization view,
ownership is preserved and inherited from the information view.

19



Authorization View Diagram
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Authorization Property
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Figure 23. Hospital-Patient Authorization Property
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Figure 24-Emma-Modern Lab Authorization Property

Property Value Property Value
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Figure 25-Emma-Red Cross BTC Authorization Property

Figure 26-Physician-Red Cross BTC Authorization Property

Property
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Figure 28- Emma-Physician Authorization Property

Figure 27-Hospital- Physician Authorization Property
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Property
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Property
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Figure 30-Alice-Hospital Authorization Property

Figure 29-Alice-Physician Authorization Property
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Threat View

The model captures the vulnerabilities that exist in the system which allows threats threat scenario(s), by which incident(s) raise to
harm asset. We specify which security objective(s) of asset is compromised due to the incidents.

Threat View Diagram
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Figure 31-Threat View (1)
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Likelihood tables

When the threat diagram is model, it is time to estimate likelihood and consequence scales, in order to compute the risk values which are used to
decide whether threats are acceptable or not.

Likelihood Scale estimates for each victim actor with help pf analyst based on their judgment respect how they may be determined from their
historical data that there are aware of. While, consequence is estimated for each asset based on their importance.

Bl Likelihood Table *
Likelihood Scale Definition Description

Certain [7Oeo=:10y=[T0x1y Muore than seven in a year
Likely [20,70=10y=[2,7>:1y two to seven in a year
Poszible [5,20=10y=[0.5,2=:1y less than twice in a year
Unlikely [1,5>:10y=[0.1,0.5=:1y less than once in two year
Rare [0, 10y=[0.1,0.5=11y less than once in ten year

£ >

Figure 33-Alice Likelihood Table

B Likelihood Table X
Likelihood Scale Definition Description

Certain [6050=:10y=[6,00=:1y More than sixin a year

Likely [10,60=:10y=[2,6=:1y two to six time in a year
Possible [6,20=:10y=[0.6,2>:1y less than twice per year
Unlikely [1,6=:10y=[0.1,0.5=:1y less than once per year

Rare [0,1=10y=[0,0.1=:1y less than ence per ten year

< >

Figure 34- Modern lab Likelihood Table
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ué Likelihood Table

Likelihood Scale
Certain

Likely

Possible
Unlikely

Rare

€

Definition
[T0,002:10y=[T,c0=:1y
[20,70=:10y=[2,7=:1y
[5,20=:10y=[0.5,2>:1y
[1,5>110y=[0.1,0.5=:1y
[0,1>110y=[0.1,0.5=:1y

Description

Meore than seven in a year

two to seven in a year
less than twice in a year

less than once in two year
less than once in ten year

EE Likelihood Table

Figure 35-Red Cross BTC Likelihood Table

Likelihood Scale
Certain

Likely

Possible
Unlikely

Rare

<

Definition
[40,002:10y=[4,c0=:1y
[10,40=:10y=[1,4=:1y
[3,102:0y=[0.5,1=:1y
[1,5=:10y=[0.1,0.5>:1y
0

Description

More than four in a year

oneto four in a year

less than once per year

less than once perten year

not happen at all

Figure 36- Patient Likelihood Table
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B Likelihoed Table

Likelihood Scale Definition Description
Certain [40,c0>:10y=[4,c0>: Ty Mare than four in a year
Likely [10,40=:10y=[14=:Ty one to four in a year
Passible [5,10=:10y=[0.5,1>:1y less than once per year
Unlikely [1,52:10y=[0.1,0.5>:Ty less than once perten year
| Rare 0 not happen at all
<
Figure 37- Hospital Likelihood Table
5 Likelihood Table *
Likelihood Scale Definition Description
Certain [70,c0=:10y=[7 ca=:Ty Meore than seven in a year
Likely [20,70>:10y=[2,7>:1y two to seven in a year
Possible [5,20=:10y=[0.5,2=:1y less than twice in a year
Unlikely [1,52:10y=[0.1,0.5=1y less than once in two year
Rare [0,7=:10y=[0.1,0.52:1y less than once inten year
L4 >

Figure 38- Physician Likelihood Table



Consequance Tables

Hospital Documents Affected Documents)

B Consequence Table

B Consequence Table

Consequence Scale

Catastrophic
Major
Maoderate
Mincr
Insignificant
£

Description

1000+ file are affected
500 - 1000 file are affected
200-500 file are affected

100- 200 file are affected
less than| file are affected

Consequence Scale

Catastrophic
Major
Moderate
Minor
Insignificant
> £

Description

up to 1000 file are affected
A00-1000 file are affected
200 - 400file are affected
100 - 200 file are affected
up to 100 file are affected

Cancel

Figure 39. Blood Bank-Registration Record

Cancel
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Red Cross BTC Affected Documents

“é Consequence Table

> “é Consequence Table

Consequence Scale Description

Catastrophic 500+ files are affected

Major 400-500 files are affected
Maoderate 200-400 files are affected
Mineor 100-200 files are affected
Insignificant less than 100 files are affected
<

Consequence Scale Description

Catastrophic 500 files are affected

Major 200-500 files are affected

Moderate 100-200 files are affected

Miner 50-100 files are affected

Insignificant less than 50 files are affected
> <

Figure 40.Test Result - Health Record

Modern Lab Affected Document

¥l Consequence Table

x
Consequence Scale Description
Catastrophic 550+ files are affcted
Major 350-550 files are affcted
Maoderate 200-350 files are affcted
Minor 100-200 files are affcted
Insignificant up to 100 files are affcted
< >

Figure 41.Test Result

Cancel
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Patient Affected Document

5l Consequence Table

Consequence Scale  Description

Catastrophic 500+ files are affected

Major 400-500 files are affected
Moderate 200-400 files are affected
Minor 100-200 files are affected
Insignificant less than 100 files are affected
£

Figure 42. Medical Record

Alice Affected Document

¥l Consequence Table

Consequence Scale Description

Catastrophic 550+ files are affcted
Major 350-550 files are affcted
Maoderate 200-350 files are affcted
Minor 100-200 files are affcted
Insignificant up to 100 files are affcted
<

Figure 43.Test Result



Physician Affected Document

Bl Consequence Table

Consequence Scale

Catastrophic
Major
Moderate
Minar
Insignificant
L4

Description

1000+ file are affected
00 - 1000 file are affected
200-300 file are affected

100- 200 file are affected
less thar| file are affected

Figure 44. Blood Bank
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Threat View Diagram Together with the Scales

Medical record

Test result
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~ Certain
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Patient
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]
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Health record

| Moderate
Integrity Confodentiality
compramised compromised
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Red Cross BTC Alice

Figure 45-Threat View(l)- Scales Assigned
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Registration
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Integrity Confidentiality
compromised Compromised
Unlikely Possible

I
Record leakage Sloppy handeling
) of record
Unlikely Possible

nsufficeint
training

Prose-base
records

Hacker

[Mgjor]

Integrity
compromised
[Likely]

Network failure

Hospital

Figure 46-Threat View(ll)- Scales Assigned
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Risk Evaluation- Using Risk Evaluation Matrix
Risk Evaluation Matrix is to realize whether the threat is out of stakeholder tolerance (unacceptable) or not respect to the two scales. The one falls

in the red cells needs to be treated.

B Risk Evaluation Matrix >
Consequence
rF Registration ...  Insignificant Minaor Moderate Major Catastrophic
¢ | Rare 1 | | ]
3| Unlikely Hospital-Integrity ... v
€ | Possible _ Hospital-confident... [VERYHIGH
oy HIGH
" | el E—
y | Certain I I I cxviow
[ ok | concel
Figure 47. Hospital — Document Registration Record
S Risk Evaluation Matrix >

Consequence

Blood bank Insignificant
Rare
Unlikely
Possible
Likely
Certain
£

WA IJmMEDmT M

Moderate

Catastrophic

oK

Figure 48- Hospital Bank Risk Evaluation matrix
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ﬂd Rizk Evaluation Matrix

= S3IMmMES m T M

¥l Risk Evaluation Matrix

= A JmCcLomT

Pt

Consequence

blood meter

Rare
Unlikely
Pozzible
Likely
Certain

Insignificant i Moderate i Catastrophic

]
-
&
=]
n
m

Figure 50- Physician Risk Evaluation matrix

.

Consequence

Test result

Rare
Unlikely
Pozzible
Likely
Certain

Insignificant Minor Moderate Major

ModernLab-Cenfidentiality compromised. |

Figure 51 Modern Lab Risk Evaluation matrix
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Sl Risk Evaluation Matrix b
Consequence

rF Medical reco.. Insignificant Minar Moderate Major Catastrophic

¢ | Rare I B L ]

g | Uni I

u | Unlikely

e | Possble [N

n .

7| Likely ]

y | Certain | |patient-Availabilty Compromise..

[ ok ]| cancel |
Figure 52- Patient Risk Evaluation matrix
S Risk Evaluation Matrix b
Consequence
rF Health record  Insignificant Minor Maoderate Major Catastrophic
e | Rare I I
o | Uniikey [ I
e | Possible I Red Cross BTC-Availability Compromise...
n .
C | Likely ]
y | Certain I I

Lok |

Cancel

Figure 53- Red Cross Risk Evaluation matrix
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ﬂé Risk Evaluation Matrix

Consequence

x

Test result Insignificant

Rare
Unlikely
Possible
Likely
Certain

= A SImCcom™T M

Minor

Mode...

Major

Figure 54-Risk Evaluation matrix
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Analysis.

Risk Assessment

Evaluating threats by the Risk Evaluation Matrix Classified what are the unacceptable threats which need to be further assessment. The secret-class asset security
requirements can be improved.
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Figure 55- Improvement /added Security Requirements to the Social View as Treatment
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Security and Threat Analysis Result

Since the models created in modeling phase are tightly connected, there may be included some inconsistency and conflict between requirements
and threats that endanger stakeholders’ assets. To discover these issues, security and risk

- = = = - I_ IFiEQILan auviee
socialist given ]
P Physician
festn senee Blood bank
provs P Mediical visit
EiE performed
Medical record
Blood consulted Blood typi
ping Cross- hi
rErETE ross-matching
ransfuse Read Threaten @ [FEFTTIE performed
Netwaork
Medical history
TLaiEL Transfusion Transfusion
perfermed via performed in
Produce socialist SR Physician /
< >
IS Social View| [1 Information View‘ A Authorization View“l Threat View‘ T Treatment View‘
] Properties | Asset Details | Asset Valuation Table lj@ Analysis resultsl Security Requirements| & =
¥ Description Task
v @ Threat Analysis
@ Impact of Threat System Failure in the diagram Threat Propagation
@ Impact of Threat Network Failaur in the diagram Threat Propagation
@ Impact of Threat D1 in the diagram Threat Propagation
@ Impact of Threat Employee. in the diagram Threat Propagation
@ Impact of Threat Employee in the diagram Threat Propagation
@ Impact of Threat Hacker. in the diagram Threat Propagation
@ Impact of Threat Eavesdropper in the diagram Threat Propagation
Description:
| The threat Network Failaur threatening Blood bank and Blood bank threatens also Transfusion Needed, Blood bank and Blood transfused.

Figure 56.Propagation of via transmission and their impact on achieving goals
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Figure 57, Propagation via Document/information structure
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Figure 58.a. Number of Copy Violated

Figure 59.b. Number of User Violation
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