
(S)
high integrity [ESS 

Gateway, interval(support 
ESS firewall)]

(S)
high availability [ESS 

Gateway, interval(support 
ESS firewall)]

Social 
Layer

Software 
Layer

Infrastructure 
Layer

(S)
access control 

to energy 
adjustment

Layer-specific 
protection is 

applied

(S)
high data 

confidentiality 
[customer personal 

information, Execute 
adjustment policy]

(S)
high data 

confidentiality 
[customer personal 
information, Control 
smart appliances]

(S)
high data 

confidentiality 
[customer personal 
information, Apply 

policy based 
adjustment]

(S)
high data 

confidentiality 
[customer personal 

information, ES sends 
price  to customer]

(S)
high data 

confidentiality 
[customer personal 
information, Obtain 
price info from ES]

(S)
high data 

confidentiality 
[customer personal 
information, Current 

energy usage is 
known]

(S)
high data confidentiality 

[customer personal 
information, Energy 
usage is adjusted 

according to the realtime 
price]

(S)
high data 

confidentiality 
[customer personal 

information, Realtime 
price info is known]

(S)
high data 

confidentiality 
[customer personal 
information, Energy 
usage is adjusted in 

real time]

(S)
high data 

confidentiality [energy 
production data, 
Energy usage is 

adjusted in real time]

(S)
high data 

confidentiality [energy 
consumption data, 
Energy usage is 

adjusted in real time]

(S)
high data 

confidentiality [smart 
appliance information, 

Energy usage is 
adjusted in real time]

(S)
high data 

confidentiality 
[customer 

information, Energy 
usage is adjusted in 

real time]

(S)
High Confidentiality

[customer information,
Energy usage is 

adjusted in real time]

support 
access 
control

Home 
Energy 

Manageme
nt System

(S)
high security 

[HEMS, 
interval(support 
access control)]

Control 
access to all 
the functions 

of HEMS

(S)
high data confidentiality 

[energy consumption 
data, interval(price can 
be sent to customer)]

(S)
high security [ESSA, 
interval(price can be 
sent to customer)]

(S)
high integrity [ESSA, 
interval(price can be 
sent to customer)]

(S)
high availability [ESSA, 

interval(price can be 
sent to customer)]

This security goal and 
its potential refinements 

are not critical

(S)
high application integrity 

[ESSA, interval(price 
can be sent to 

customer)]

(S)
high data confidentiality 

[energy consumption data, 
interval(Send price info

to HEMS)]

(S)
Security Pipe

(between 
ESSA and 

HEMS)

(S)
Firewall
(Server)

(S)
Input Guard 
(to ESSA)(S)

Server 
sandbox

(S)
Firewall
(Home)

(S)
high integrity [HEMS, 

interval(support access 
control)]

(S)
high availability [HEMS, 
interval(support access 

control)]

This security goal and 
its potential refinements 

are not critical(S)
high application integrity 
[HEMS, interval(support 

access control)]

Layer-specific 
protection is 

applied

(S)
high data confidentiality
[customer billing data,
interval(Support apply 

policy based 
adjustment)]

(S)
high security [HEMS, 
interval(Support apply 

policy based 
adjustment)]

(S)
high integrity [HEMS, 
interval(Support apply 

policy based 
adjustment)]

(S)
high availability [HEMS, 
interval(Support apply 

policy based 
adjustment)]

This security goal and 
its potential refinements 

are not critical(S)
high application integrity 
[HEMS, interval(Support 

apply policy based 
adjustment)]

(S)
high data confidentiality
[customer billing data,

interval(Be able to 
communicate with SAA)] (S)

high data confidentiality
[customer billing data,

interval(Support viewing 
energy consumption 

data)]

(S)
high data confidentiality
[customer billing data,

interval(Support execute 
adjustment policy)]

This security goal and 
its potential refinements 

are not critical

This security goal and 
its potential refinements 

are not critical
(S)

high data confidentiality
[customer billing data,

interval(Show 
energy data)]

(S)
Limited View 

(HEMS)

(S)
Full View with 

Errors
(HEMS)

Layer-specific 
protection is 

applied

Layer-specific 
protection is 

applied

Layer-specific 
protection is 

applied

Layer-specific 
protection is 

applied

(S)
Security 

Access Layer
(on ESSA2)

support ESS 
firewall

ESS
Gateway

(S)
high security 

[ESS Gateway, 
interval(support 
ESS firewall)]

Integrate
 ESS firewall 
component support home 

firewall

Home 
Gateway

(S)
high security 

[Home Gateway, 
interval(support 

firewall)]

Integrate 
home firewall 
component 

(S)
high data confidentiality 

[energy consumption 
data, interval(Support 

communication between 
ESSA and HEMS)]

(S)
high security [ESS, 

interval(Support 
communication between 

ESSA and HEMS)]

(S)
high application integrity 
[ESSA, interval(Support 
communication between 

ESSA and HEMS)]

This security goal is not 
applicable in this layer

(S)
high application 
integrity [HEMS, 
interval(Support 

HEMS)]

This security goal is not 
applicable in this layer

(S)
high security [PC, 
interval(Support 

HEMS)]

(S)
high application integrity 
[HEMS, interval(Support 

communications 
between HEMS and 

SAA)]

This security goal is not 
applicable in this layer

(S)
high security [PC, 
interval(Support 
communications 

between HEMS and 
SAA)]

(S)
high data confidentiality
[customer billing data,

interval(Support HEMS)]

(S)
high data confidentiality
[customer billing data,

interval(Deploy HEMS)]

(S)
high integrity [PC, 
interval(Support 
communications 

between HEMS and 
SAA)]

(S)
high availability [PC, 

interval(Support 
communications 

between HEMS and 
SAA)]

This security goal and 
its potential refinements 

are not critical
(S)

high hardware integrity 
[PC, interval(Support 

communications 
between HEMS and 

SAA)]

(S)
Physical entry 

control (to 
home)

(S)
Cabling 
security
(Home)

(S)
Equipment 
sitting and 
protection

(PC)

(S)
high integrity [Home 

Gateway, 
interval(support firewall)]

(S)
high availability 

[Home Gateway, 
interval(support 

firewall)]

This security goal and 
its potential refinements 

are not critical(S)
high hardware integrity 

[Home Gateway, 
interval(support firewall)]

(S)
Equipment sitting 

and protection
(Home Gateway)

(S)
high integrity [PC, 
interval(Support 

HEMS)]

(S)
high availability [PC, 

interval(Support 
HEMS)]

This security goal and 
its potential refinements 

are not critical

(S)
high hardware integrity 
[PC, interval(Support 

HEMS)]

(S)
Physical entry 

control (to 
ESS)

(S)
Equipment 
sitting and 
protection

(ESS)

This security goal and 
its potential refinements 

are not critical

(S)
high hardware integrity 

[ESS Gateway, 
interval(support ESS 

firewall)]

(S)
Physical entry 
control (to ESS 

Gateway)(S)
Equipment sitting 

and protection
(ESS Gateway)

(S)
high integrity [ESS, 

interval(Support 
communication between 

ESSA and HEMS)] (S)
high availability [ESS, 

interval(Support 
communication between 

ESSA and HEMS)]

This security goal and 
its potential refinements 

are not critical

(S)
high hardware integrity 
[ESS, interval(Support 

communication between 
ESSA and HEMS)]

(S)
high data confidentiality 
[customer billing data, 
interval(Connection 

between ESS and PC is 
established)]

(S)
high data confidentiality 
[customer billing data, 

interval(Connect ESS to 
Internet )]

(S)
Cabling 
security

(Company2)


